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Proper Disposal of Electrical and Electronic Equipment (EEE)
The European Union (EU) has enacted Waste Electrical and Electronic Equipment
Directive 2012/19/EU (WEEE), which aims to prevent EEE waste from arising; to
encourage reuse, recycling, and recovery of EEE waste; and to promote
environmental responsibility.

In accordance with these regulations, all EEE products labeled with the “crossed

out wheeled bin” either on the product itself or in the product literature must not be
disposed of in regular rubbish bins, mixed with regular household or other commercial waste, or by
other regular municipal waste collection means. Instead, and in order to prevent possible harm to the
environment or human health, all EEE products (including any cables that came with the product)
should be responsibly discarded or recycled.

To identify a responsible disposal method nearby, please contact the local waste collection or
recycling senice, the original place of purchase or product supplier, or the responsible government
authority in the area. Business users should contact their supplier or refer to their purchase contract.

Document History
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Document Scope and Purpose

1 Document Scope and Purpose

The purpose of this document is to provide instructions for configuring:

« System, network, camera, analytic, and event settings for legacy ioi HTML Edition trk-101 and trk-
101-P encoders

+ Analytics and events on ioi HD cameras

This document contains the following notifications:
@ |

A Note is useful information to prevent problems, help with successful installation, or to provide additional
understanding of the products and installation.

Une Remarque est une information utile permettant d'éviter certains problemes, d'effectuer une
installation correcte ou de mieux comprendre les produits et l'installation.

&
A Tip is information and best practices that are useful or provide some benefit for installation and use of

FLIR products.

Un Conseil correspond a une information et aux bonnes pratiques utiles ou apportant un avantage
supplémentaire pour l'installation et l'utilisation des produits FLIR.

A Warning is a precautionary message that indicates a procedure or condition where there are potential
hazards of personal injury or death.

Avertissement est un message préventif indiquant qu'une procédure ou condition présente un risque
potentiel de blessure ou de mort.

A Caution is a precautionary message that indicates a procedure or condition where there are potential
hazards of permanent damage to the equipment and or loss of data.

Attention est un message préventif indiquant qu'une procédure ou condition présente un risque potentiel
de dommages permanents pour I'équipement et/ou de perte de données.
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Introduction

2 Introduction

This User Guide explains how trk-101 and trk-101-P encoders add video analytics capabilities to standard
stationary and PTZ (Pan/Tilt/Zoom) surweillance cameras, turning them into powerful real-time active
detectors. It also provides detailed instructions how to configure analytics and events for ioi HD cameras. A
detailed description ioi HD system, network, and camera configuration can be found in the User and
Installation Guide for each ioi HD camera.

Note:

The user interface for the ioi HD cameras differs slightly from the HTML Edition units, although the
functionality is the same. A detailed description of the ioi HD system, network, and camera configuration
can be found in the User and Installation Guide for each ioi HD camera.

Support for ioi encoders to operate with FLIR cameras is being added on an ongoing basis.Check with your
sales representative or FLIR support for the current listed of supported cameras. We recommend reviewing
Release Notes as they are issued to see the latest features and functions.

Analytics

Operators can define rules, perimeter lines, sterile zones and other criteria for intrusion detection. As the
camera monitors a scene, it automatically detects the occurrence of specific events, such as region
entrance, fence trespassing, and tripwire crossover which trigger an automatic notification. Users can
define the events and location in the video of the image that can be detected with user-customizable rules
and positioning criteria.

All'ioi units analyze the connected or captured video input. The analysis enables alarms to be raised
when a detection rule is met, for example, when people, vehicles and objects cross a perimeter or enter
a pre-defined region. Objects left behind or removed from a scene can also be detected. You can define
and customize the detection rules that trigger alarms.

For sites with PTZ cameras, once a moving object has been detected, the object can be tracked
autonomously, since the encoder controls and moves the PTZ camera to track and zoom in on the
threat.

IP streaming or analog video output

In addition to their analytic capabilities, the encoders enable connectivity to a legacy CCTV network via
an analog output or connectivity to an IP-based network via a standards-compliant, compressed H.264/
MJPEG IP streaming video output. On-screen overlays indicate where the detection has occurred on the
video output.

Web configuration

All units can be configured via a standard web browser (32-bit Internet Explorer 9 or abowe), which takes
less than five minutes to setup. Additional configuration options for multiple units on the network are
offered using FLIR's Discovery Network Assistant (DNA) utility.
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Supported operating systems

ioi encoders support the Windows 7, 8, 8.1, and 10 operating systems.

Note:

The Windows 10 default browser is Edge, which the encoder does not support. When using Windows 10
with your encoder, you must select Internet Explorer as the browser.
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Accessing the Unit

3 Accessing the Unit

Each unit supports one video channel and has its own dedicated IP address and built-in HTTP web
sener.

Note:

Use the Discovery Network Assistant (DNA) utility to find or change the unit’s IP address.

@

Tip:

The IP address is shown momentarily on the analog video output upon unit start-up. If you do not know
the IP address you want to access, connect a video monitor to the analog video-out of the unit in order to
display the IP address.

Before trying to access the unit, make sure the unit is turned on and properly connected to the network.
See the unit’s installation manual for details.

To view or configure a unit, enter the unit's IP address as a URL (for example, http://198.160.123.115) in
the addres s bar of your brows er (32-bit Internet Explorer 9 or above.) Then login according to the
instructions below.

To log into a unit
1. Open your web browser (IE 9 or higher).

2. Enter the IP address of the unit (for example, http://198.160.123.115) as the URL in the browser
address bar.

3. Click Go or Enter. The Login dialog box is displayed:

Login to ioibox trk101

$FLIR

Login Dialog Box

4. Enter your user name and password in the Login name and Password fields, respectively. The
default user name is "admin" and the default password is "admin".

5. Ifyou want the password to be automatically inserted when you login on this computer, select
Remember my password on this computer.

6. From the Language drop-down list, select the language to be used for the user interface.
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Accessing the Unit

7. Ifyou want tolog in as a guest with minimum privileges, select the Login as guest checkbox.
The login name and password are automatically entered in their respective fields.

8. Click Login. The unit's HTML interface opens.

The following is an example of the Live View screen that opens when you first login. If the unit is
configured with a PTZ camera, the PTZ controls are shown at the bottom left of the screen. For a
description of the PTZ controls, see Live View Workspace Oveniew.

SFLIR Camera (clbox rk101: Sibs - Live | Site - Playback | Live Viaw | Satup | Log Gt

$FLIR

Live View Screen

If the unit is configured with a PTZ camera, the PTZ controls are shown at the bottom left of the screen.
For a description of the PTZ controls, see Live View Workspace Ovenview.

After logging in, from the Mode menu click Site-Live, Site-Playback, Live View, or Setup.

Note:

Depending on your user account privileges, certain features in the unit’'s web interface may not be
enabled.
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Quick Tour of the Web Interface

4 Quick Tour of the Web Interface

This chapter provides a quick tour of the unit’s interface. The workspace is the HTML page that is displayed
when you access the unit. There are four workspaces selectable from the Mode menu:

e The Live View workspace is used primarily for real-time monitoring functions.

e The Setup.workspace is primarily used for configuring and maintaining the unit. The Setup
workspace is only available if you are logged in as a user with adequate privileges. Users with
permission to view live and recorded video are known as “privileged users”.

o The Site-Live workspace is used for monitoring live video on a remote unit via Site Viewer. A User
can view only the camera(s) for which he has privileges in the Site-Live workspace.

o The Site-Playback workspace is used for playing back clips recorded on a remote unit via Site
Viewer. A User can view only the camera(s) for which he has privileges in the Site-Playback
workspace.

4.1 Live View Workspace Overview

According to the user privileges, the Live View screen (workspace) enables you to perform real-time
suneillance monitoring, such as viewing the real-time video image. The Live View screen also enables
you to arm (enable the analysis of the video using active detection rules) and disarm (disable detection)
the unit, to view and clear alarms, and to take a snapshot.

In order to view live video, you must disarm the camera by clicking the Disarm button.

cFI.IR Camera jolbox trkidi-F Sibw - Live | Site - Playback | Live View | Seiup | Log Oul
Alaem : IF Camera DNsocnnaoted
i Deaaim ] e
4,
® O
Coaar miarms
Live video is unavailable. —
Q
You nisd 18 Sieim Ihe camida in aidar 16 viaw Ive vedad —
™
“ FLI R Warning : Depih nat defined, Incorrect detaction resulis will =
v Be chiained,

Armed Live View Screen
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Quick Tour of the Web Interface

The following is an example of the Live View screen (workspace) of an armed unit connected to a PTZ
camera.

Motifications area

FFLIR Camera ioibox rk101-F Eit# « Live | Sito - Flayback | Live Yiew | Setup | Leg Oul .& Mode menu
View mode . - Alaem  INtrusion detected. r'_;
 Dam ) ¥ - iz am g— Discrete
Command 5 — = c o Input/Output
buttons - resources
Viewing o V. Viewing
b toolbar
area a
F1Z Control
F‘luw.u.:
PTZ
soeed:
controller
Plarylist : - » -
c FI_ I R @ £ Wamning : Depth umnw.mumnlon results will Firmware
L) e aptaifed. Ver, .i.3.128 .
version
Notifications area Snapshot button
Live View Screen with Connected PTZ Camera
The following table describes the components of the Live View screen (workspace):
Label Description
Notifications area Message area in which current detection status (active alarm or video signal

status) is displayed.

Dsiplays the mode in which the Live Video is displayed: Standard mode (TCP/
View mode UDP/RTP) or Lite mode (HTTP). Lite mode is recommended for use if the video
if blocked by anti-virus software or a firewall.

Command buttons  Enable you to arm and disarm the unit (turn video analytics on or off) and to
clear alarms. See Command Buttons.

Viewing Area Video viewing area. Video is displayed only when the unit is set to NVR mode
in the Unit Information screen

PTZ controller On PTZ cameras only, the buttons for controlling the PTZ camera. See PTZ
Controller Panel.

Mode menu Tabs for selecting workspaces and for logging out.

Discrete Input/ Buttons that indicate the status of alarm inputs and relay outputs. The

Output resources buttons also enable users with administrator privileges to arm/disarm alarm
inputs and switch relay outputs on or off.

Viewing toolbar Toolbar buttons that can be used while viewing video. See Viewing Toolbar.
Firmware version Displays the loaded firmware version.
Snapshot button Enables you to take a snapshot.
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Quick Tour of the Web Interface

4.1.1 Command Buttons

The command buttons include the following functions.

Button Description

Arm/Disarm Arms or disarms the active rules enabling or disabling video analysis and
detection on the camera.

Clear alarms Clears the detection or video signal alarm status on the camera.

—

6] Snapshot icon enables saving the current video window as a jpeg image file.

4.1.2 PTZ Controller Panel

The PTZ controller panel is displayed only when a PTZ camera is configured as the camera type
connected to the unit. It enables you to mechanically control the PTZ camera's movements. See
Defining a PTZ Camera on trk-101-P. The following table describes the settings and features of the PTZ

controller panel:

Buttons Description

b ain Wiew | «| Presets: Lists for selecting an existing preset location (Preset) for display in
~ the video viewing area.

< Pan Left: Rotates the PTZ camera to the left.

b Pan Right: Rotates the PTZ camera to the right.

i Tilt Up: Tilts the PTZ camera upwards.

- Tilt Down: Tilts the PTZ camera downwards.

Zoom In: Increases the optical magnification in the Viewing area.

Zoom Out: Decreases the optical magnification in the Viewing area.

Speed:

Speed: Determines the speed at which the camera controls mowve the camera
when panning, tilting or zooming.

Stop Playlist: Stops a running playlist of selected presets and marks it for
returning to the first playlist preset when the playlist play button is selected.

Play Playlist: Activates (runs) the playlist of selected presets.

o
o
0

Pause Playlist: Pauses the playlist sequence and remains on the last playlist
preset. When play is selected, the playlist continues from the last preset of the
playlist visited.

November 7, 2016

HTML Edition Units User Guide



Quick Tour of the Web Interface

4.1.3 Viewing Toolbar

The Live Viewtoolbar enables you to control the digital magnification of the displayed video. The
following table describes the buttons in the Viewing toolbar:

Icon Description
’:“ Full View tool. Returns the view from a magnified view to a non-magnified view.
’E‘ Zoom-in tool. Clicking the button magnifies the view in the Viewing area.
[~ | Zoom-out tool. Clicking the button reduces the magnification in the Viewing area.
a 9 g g
’i‘ Pan tool. Enables you to mowe the magnified view in the Viewing area. The Viewing
area must be in a magnified state in order to use this tool.
’a‘ Magnifying glass tool. Selects an area to magnify and fit to the Viewing area (digital
zoom).
[|]| Close-up View button. Clicking the button opens a window that provides a close-up of
! a section of the view and moves as you mowve the mouse. Click the button to close the
window.

4.2 Setup Workspace Overview

The Setup screen (workspace) is used to configure the unit. It is only available to authorized users.
See Configuring the Unit.

The Setup workspace enables you to configure, manage, and maintain the unit. Entering the Setup
workspace automatically disarms the unit during configuration. You can rearm the unit from the Live
View screen (workspace). Detection occurs only when the camera is rearmed.
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Quick Tour of the Web Interface

Following is an example of the Depth screen, showing the tabs and buttons used for initial configuration

of the camera:

Configuration
area

$FLIR Camera: ioibox trk101

@ Analytics > Depth
system )

Configuration AuTo NUAL
menu >  Network

re you conducting setup by yourself?
if "Yes', follow the “Solo Setup” steps,
) otherwise continue with Step 1.
(camera
Solo Setup
Start by creating a clip which records your four
~ across various localion points in the camera’'s
field of view. You then use this clip to define the
scene’s perspective by placing markers and
> Depth guidelines
> Rules ® Start recording [e)
> Advanced # Select a folder where the clip will be stored. As
s00n as pressing ‘OK’, recording will start
* Walk through various location points in the
camera's fiekd of view.
# Retum fo the workstation and stop recording
(=]
® Click [w] to load the clip
® Use the Play [+, FF [=], Rew [=) to explore

Configuration
tabs

[ Events

tep 1. Ground & Height
Step 2 Camera & Horizon

Step 3: Advanced Depih Regions
Step 4: Verification

Display Display
toolbar window

€— Mode menu

Site - Live | Site - Playback [fLive View | Setup | Log Out

Units: [Weter |

Solo Setup

Solo Setup
= - €—— keypad control
ol - buttons

Apply Default

Apply settings

Depth Screen with Callouts
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Quick Tour of the Web Interface

Note:

The Setup screen may differ from the one shown above according the functionality supported by
your unit.

The following table describes the Setup screen (workspace):

Label Description

Configuration area  Area in which you can view and change the configuration
parameters according to the specific settings page.

Display toolbar Tools buttons used during selected configuration processes. For
example, defining the location and position of fences, defining
tripwires and so on.

Display window Viewing area used during some of the configuration processes. If
video is not required during configuration, it becomes part of the
Configuration area.

Mode menu Tabs for selecting workspaces and for logging out.

Solo Setup keypad Buttons that control the recording and storage of clips used for

control buttons setting presets during setup.

Apply settings Button for saving changes made to the configuration in the current
displayed tab only.

Configuration Enables you to access the configuration screens for defining the

menu setup and viewing parameter or rule definitions.

Configuration tabs  Enables you to select the required configuration option.

AN

Caution:

Before moving between configuration options, make sure that you save your changes by clicking the
Apply button. Otherwise, your changes will be lost.
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5

Configuring the Unit

This chapter deals primarily with how to configure the ioi HTML Edition encoder after you have
successfully logged in to the unit. See Accessing the Unit.

Configuration topics are selected by using the Configuration menu of the Setup screen (workspace).
See Figure: Depth Screen with Callouts.

The following buttons are provided for configuration:

5.1

System: Defines the system settings comprising the firmware, date and time, backup and restore,
user accounts settings, discrete I/O resources and the remote setup option.

Network: Defines the network and streaming settings.

Camera: Defines the settings for the camera connected to a TRK encoder.

Analytics: Defines the monitored scene perspective (depth) and detection rules settings.
Events: Defines automatic responses to pre-defined events and/or scheduled actions.

Note:

After completing the configuration in any screen, you must click the Apply button. Otherwise,
your configuration changes for that screen will be lost.

Configuring System Settings

The System button on the sidebar includes the following tabs for system configuration:

Unit Information: Enables you to create a name for the unit and displays the unit type/model,
name, serial number, hardware revision, firmware version and serial number. In addition, it enables
you to select the Operating Mode. See Setting Operating Modes.

Firmware: Displays the current firmware version and enables you to select and upgrade to a
different firmware \ersion.

User Accounts: Enables you to define users and their privileges.

Date & Time: Enables you to define the unit date and time, as well as the method by which you
synchronize the date and time.

Discrete I/O: Enables you to configure the input and output resources to receive alarms from
external devices (alarm input settings), as well as to provide a relay signal to control external
devices (output control settings).

Copy Settings: Enables you to copy specific settings of the current unit to different units all at once.
Backup & Restore: Enables you to perform a backup or restore the settings.
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Configuring the Unit

5.1.1 Viewing Unit Information

The Unit Information screen displays the unit hardware and firmware information and enables you to
select the unit's Operating Mode.

Following is an illustration of the Unit Information screen:

QFLlR Camera; ioibox trk101 Sife - Live | Sile - Playback | Live View | Setup | Log Oul

System \

= Unif Infarmatian
= Firmwara

= Uger Accounts

= Dala & Tima

= Discrata 10

= Copy Settings

= Backup & Restore

( Wetwerk

[ camara

| Analytics

[ Events

4 System = Unit Information

Type ! model b 15
Unit name: [imiteee 1l
Serial numbar TU3I0EI5ET

Intermal Board
Hargware ravision A
Firmware wargion 319997

Serial number E132813852

Operating Modes

@ Analog Input, digital wideo and analybics oulpul over IP (use with Ganeric NVRs) -
analog Input, anzleg vides and anzlytics (use with DWRS)
analog Input, dgia! analylics sElpu awar P
Digital input, @igital analybics autpel over |P

Unit Information Screen

The following fields and button are displayed in the Unit and Interal Board sections of the Unit

information screen:

Field Name Description
Type/model ioi product family and model.
Unit name Custom unit name as given by the user (editable).

Serial number

Serial number of the unit.

Hardware Revision of the unit hardware.

revision

Firmware Version of the ioi firmware that is installed on the unit.
version

Serial number

Serial number of the internal board.

Apply

Saves the new settings to the unit.

To change the unit name
1. Inthe Setup workspace, select System > Firmware. The Firmware screen is displayed. See

figure above.

2. Modify the Name field as required.

3. Click Apply. Your change is saved.

14
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Configuring the Unit

5.1.1.1 Setting Operating Modes

The Operating Modes section of the Unit Information screen enables you to configure the unit’s operating
mode according to the type of input connection (IP or analog).

Opearating Modes

Analog input, digital video and analytics output over IP (use with Generic NVRs).
Analog inpul, analog video and analylics (use with DVRs)
Analog inpul, digital analytics output over IP

@ Digital input

Following is a summary of each mode:

digital analytics output over IP.

Operating Mode

Input

Output

Comment

Digital video stream with

Analog video embedded digital analytics For use with NVR (default
(NVR mode) Analog video in. (metadata) over IP out. mode)

Analog video Analog video with

(DVR mode) Analog video in. embedded metadata out. For use with DVR

Analog video

(HD Analytic Digital analytics (metadata)

Analog mode) Analog video in. out over IP. For use with Latitude.

Digital video For use with Latitude. Works
(HD Analytic Digital analytics (metadata) | with Quasar and other

Decoder mode)

Digital video in.

out over IP

cameras.

trk-101 and trk-101-P deliver metadata over IP when the unit is configured in HD Analytic Analog Mode and
HD Analytic Decoder mode.

e HD Analytic Analog Mode — When the encoder is configured in HD Analytic Analog mode and is
connected locally to a camera’s analog video output, the encoder sends metadata over IP to
Latitude, which embeds the metadata over the video which Latitude receives from the camera over

IP.

e HD Analytic Decoder Mode — When the encoder is configured in HD Analytic Decoder mode and
receives encoded Vvideo over IP from the secondary stream of selected cameras. The encoder then
sends metadata over IP to Latitude, which it embeds over the primary video stream received over IP
from the camera. Decoder mode supports selected cameras.

November 7, 2016
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The following table summarizes the pros and cons of using the HD Analog and Decoder modes:

Operating Pros Cons
Mode
HD Analytic » For use with raw video » Requires physical cable connection
Analog + Offers better detection quality + Cat 5 and RG-59/U coax cable
» View smaller objects at a greater distance is limited to 330’ (100m) for
distance HD video
 Supports all HD cameras with + Installation is more difficult and
analog output (requires setting expensive

the same FOV on the camera’s
encoded video and on the
camera’s analog output)

HD Analytic » No cabling required « If there are network problems,
Decoder » Easy, lower cost installation decoded image quality decreases
and there may be misdetections
+ Normal detection distance

5.1.1.1.1 NVR Mode

Analog input, digital video and analytics output over IP (NVR mode)

The trk-101/101-P receives analog video from any camera that provides analog video. It sends a video
stream with embedded metadata over IP to Latitude or any other VMS. This is the default mode.

VIS Client PC

[y

-
Analog video

e— Video stream with
embedded metadata over IP

NVR Mode

Note:

You must select NVR mode if you want to monitor live video when the unit is armed.
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5.1.1.1.2 DVR Mode

Analog input, video and analytics output over analog (DVR mode)

The trk-101/101-P receives analog video from any camera that provides analog video. It outputs the video
with embedded metadata on an analog connection that can be attached to a DVR.

Analog video

Analog video with  pvyR
embedded metadata

DVR Mode

Note:

In this mode, encoding and video streaming are disabled if the unit is armed.

5.1.1.1.3 HD Analytic Analog Mode

Analog input, digital analytics output over IP (HD Analytic Analog mode)

In this mode, when working with Latitude, an IP camera connects via its analog port to
trk-101/101-P, which sends metadata over IP to Latitude. The camera sends encoded video over IP to
Latitude, which embeds the metadata over the video on the encoded video stream for use in Latitude.

Lititude CantralCanter Latituds
Olenit PC Seny

er
I
-~ !
k=
Meetadata embedded | * .
aver HD video stream 539:: e analog video
\ Petadana over P

HD Analytic Analog Mode

HD vidao Ereochid HO vicko warl.P-_

i

HD Analytic Analog mode is designed for use with raw video. It has the advantage of working with all HD
cameras that have an analog output. It offers better detection quality and enables viewing smaller objects at
a greater distance.

Disadvantages of this mode are that it requires physical cable connection, which can result in installation
being more difficult and expensive. Furthermore, Ethernet and 75-ohm RG-59/U coax cable distance is
limited to 330’ (100m) for HD video.

This mode is configured on the trk-101/101-P from the Latitude GUI. It does not need to be configured from
the unit’s Setup > System > Unit Information page. Refer to the HD Analytics Quick Configuration Guide
for information how to implement this setting on Latitude.
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Note:

In HD Analytic Analog mode, encoding and video streaming on trk-101/101-P are disabled if the unit is

armed.

5.1.1.1
Digital
The trk-

.4 HD Analytic Decoder Mode

input, digital analytics output over IP (HD Analytic Decoder mode)

101/101-P acts as a decoder when armed and configured in this mode. Decoder mode supports the

following cameras:

e FLIR F-Series, FC-Series, and TCX cameras
e Quasar CP-4221-30x, CF-3211, CM-3211, CF-4221, CM-4221, CM-4321, CF-4251, and

CM-4251
o Axis
e Sony
e Bosch

The camera sends encoded video via RTSP to Latitude and to the encoder, which receives encoded video
from the camera’s secondary steam. The encoder performs analytics on the stream and sends the
metadata to Latitude, which embeds the metadata over the video it receives directly from the camera.

IP or analog connection

Primary encoded video stream over IP

Latitude

Latitude ControlCenter Sarver

Client PC

Video

LAN Secondary encoded video stream

Metadata embedded

over video stream
Enter TRK IP address Metadata over IP

i Latitude TRK-101/TRK-101-P
configured in Decoder mode

HD Analytic Decoder Mode with Fixed Camera-IP or Analog Connection

IP-only connection

Primary encoded HD video stream over IP
Latitude

18

Latitude ControlCenter Servar e
Client PC HD vides
4 TZ cormenand sent
{— Secondary encoded video stream ) from TRE-101 to
4M_ EArMera
etada
Metadata embedded u
over HD vides stream etadata over 1B
HD Analytic Decoder Mode with PTZ Camera-IP Connection
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Analog connection

Encoded visual and thermal video streams over IP
Latitude

Latitude ControlCenter Server

Client PC

= :
Meta:_iata embedded d_
over video stream Matadata over IP

HD Analytic Decoder Mode with PTZ Camera-Analog Connection

PTZ commands sent
via R5-485 from
TRK-101 to camera

HD Analytic Decoder mode has the advantage of not requiring any cabling, since all communication is over
the Internet. The benefit is easy, lower cost installation.

Disadvantages of this mode are:

o [f there are network problems, decoded image quality decreases and there may be misdetections
o This mode does not enable viewing small objects from a greater distance

HD Analytic Decoder mode is configured on the unit from the Latitude GUI. It does not need to be
configured from Setup > System > Unit Information page. Refer to the HD Analytics on Latitude
Installation Guide for information how to implement this setting on Latitude.

Note:

1. In HD Analytic Decoder mode, encoding and video streaming on the encoder are disabled if the
unit is armed. If the unit is disarmed, the video stream from the camera passes through the
trk-101/101-P directly to the client.

2. The only PTZ camera that supports HD Analytic Decoder mode is the Quasar CP-4221-30x.

5.1.1.1.4.1 Support for RTSP Authentication

When selecting HD Analytic Decoder mode (digital input and digital analytics output over IP) from the
System > User Information screen, it is possible to enable support for RTSP authentication in order to
secure the access to a video on the device.

The video stream of the camera is viewed on the TRK unit via an RTSP connection. Each supported
camera has its own syntax for the URL that attaches it to the RTSP server. The URL is entered in the
trk-101/trk-101-P System > Unit Information screen.
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4  Syslem = Unit Information

unit

Type I model iadbox irk 101
Unil nama Axis 178
Serial number 1132863540
Intarnal Board

Hardware revision
Firmwara version 212199

Serlal number 6132818957

Opaerating Modes

Analog inpul, o ylic

digita
@ Digital input, digital analytice output over IF

nseri RTSP stream URL |MSpui10.70. 20, 179 554/ a5 -mdia/midia amg Pvideoco:
#| Is AuthenScation Required

Usar Fool

Passward LTy

System > Unit Information Screen

5.1.1.1.4.2 RTSP URLs for Supported Cameras

Axis cameras are authenticated by default. Other cameras can be configured for authentication as well.
FLIR will continue to support non-authenticated cameras while adding this support for authenticated
cameras.

The syntax for each supported camera follows. For “<ip>”, enter the camera’s IP address.

FLIR F-Series and FC-Series (ID, R, and S)
rtsp://<ip>/ch0

FLIR TCX
rtsp://<ip>/cam/realmonitor?channel=1&subtype=1&proto=0nvif

Quasar
rtsp://<ip>/h264_2

Note:
Quasar uses Stream 2 for RTSP streaming (“h264_2").

Axis

rtsp://<ip>:<rtsp_port>/axis-media/media.amp?
videocodec=h264&audio=0&camera=1&fps=<fps>&compression=50&resolution=640x480&videobitrate=<bi
trate>&videobitratepriority =quality &videokeyframeinterval=<keyframe_interval>

Where:
<rtsp_port> — used rtsp port (default 554)
<fps> - frames per second required

<bitrate> - desirable bitrate (bit per second should be set to 1500 and 1000 for static rules)
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<keyframe_interval> - desirable interval between key frames (GOP) in frames
Note: Used VGA resolution (640x480)
Example:

rtsp://10.70.20.179:554/axis-media/media.amp?
videocodec=h264&audio=0&camera=1&fps=25&compression=50&resolution=640x480&videobitrate=1500&
videobitratepriority=quality &videokeyframeinterval=50

Note:

The stream number is not defined as a parameter in the Axis syntax. The above parameters are
configured directly in the Insert RTSP stream URL text box on the trk-101/trk-101-P System > Unit
Information screen. No additional configuration is required in the camera.

Sony
rtsp://<ip>/media/video2

Note:

Sony uses Stream 2 for RTSP streaming (“video2”). Before entering the URL, the video stream
parameters must be configured on the camera’s web page. The video stream parameters cannot be
configured in the Insert RTSP stream URL text box on the trk-101/trk-101-P System > Unit
Information screen.

Bosch
rtsp://<ip>/video?inst=2

Note:

Bosch uses Stream 2 for RTSP streaming (“video?inst=2"). Before entering the URL, the video stream
parameters must be configured on the camera’s web page. The video stream parameters cannot be
configured in the Insert RTSP stream URL text box on the trk-101/trk-101-P System > Unit
Information screen.

5.1.1.1.4.3 To Enable RTSP Authentication

To enable RTSP authentication
1. In the Insert RTSP stream URL text box, enter the URL of the RTSP stream for the connected
device.

2. Ifneeded, select the Is Authentication Required checkbox.
3. Enter the user name and password in the respective text box.

4. Click Apply.
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5.1.1.1.4.4 Support for H.264 Encoding on Quasar Cameras

The trk-101 and trk-101-P support decoding of an H.264 video stream on Quasar CP-4221-30x, CF-3211,
CM-3211, CF-4221, CM-4221, CM-4321, CF-4251, and CM-4251 HD cameras when the trk-101 or
trk-101-P is configured in Latitude in Decoder mode. The encoder receives a video stream over IP and
outputs analytic metadata over IP.

Note:

The following limitations apply to HD Analytic Decoder mode:
e Analog out is disabled
¢ Video encoding is disabled on the encoder
e Video streaming is disabled if the unit is armed

5.1.2 Viewing Firmware Information and Upgrading the Unit

The Firmware screen displays the unit hardware and firmware information and enables you to update
the firmware.

Following is an illustration of the Firmware screen:

System > Firmware

Firmware Update
Current firmware version: |3 4 397

Upgrade file | Browse

Upgrade

Firmware Screen

The following table shows all the available fields and buttons in the Firmware screen.

Field Name Description

Current firmware Displays the loaded firmware version number.

version
Upgrade file Displays the upgrade file (.utk) selected after clicking the Browse button.
Mpmay Clicking the button upgrades the firmware to the selected file.
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5.1.3 Updating the Unit Firmware

From time to time, FLIR releases a new version of firmware that may add additional functionality to the
unit and/or corrects issues with existing firmware. This section describes how to perform a firmware
upgrade on your unit.

@

Tip:

Instead of upgrading units one by one according to the procedure described below, it is recommended to
use the DNA utility to upgrade several ioi units at once. Before performing the upgrade via DNA, make
sure that in the Events > Responses screen, when selecting Power On from the Triggering Event tab,
that the action associated with the Power On event is not set to Arm Camera on the Action tab.

To upgrade the firmware
1. Confirm that you have the correct upgrade file (with a .utk extension) and copy it to your local
computer.

2. Close any other open Internet Explorer browser applications, excluding the one used for
upgrading the unit.

3. Inthe Setup workspace, select System > Firmware. The Firmware screen is displayed. See
Firmware screen abowe.

4. Do one of the following:

* Inthe Finnware Update area, enter the path and file name of the * . utk file to be used for the
upgrade in the File Path field.
« Click Browse and browse to the location of the * . utk file to be used for the upgrade.

5. Click Update now. The upgrade process starts and the following message is displayed.

Uparading unit ..

ﬂ

Firmware Upgrading Unit Message

AN

Caution:

In order to awid potential permanent damage to the equipment and/or loss of data, do not stop
the update procedure before completion.

6. Wait until the upgrade finishes. The unit restarts.

7. Log into the unit.
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8. Ifnecessary, you might be prompted to update the ioi ActiveX component of your browser to
match the new firmware version.

$FLIR

Setup has detected required web browser features are missing or not
enabled:

« ActiveX component not installed

Click here to install ActiveX component.

Install ActiveX Component Dialog Box

9. Install the ActiveX component. On the popup window, click Install. The ActiveX component is
installed. You are asked to reset your computer.

Note:

See Configuring ActiveX Security Settings for instructions how to configure ActiveX on your
computer.

10. Login again after the browser reconnects with the unit. The video signal is displayed on the
Live View window.

11. Navigate to Setup > System > Firmw are. Confirm that the firmware version has changed and
that the new firmware version number is displayed.

5.1.4 Configuring User Accounts

The User Accounts screen enables you to add, modify or delete user accounts. A unit is delivered with
two pre-configured (default) users:

* admin: User who has full control (use or set) of the unit. The default user name and password are both
“admin”. From a security standpoint, it is strongly recommended to change the default password for
this user.

« guest: User who has limited privileges (view only). The default password is “1234”. This user can be
deleted if no guests are allowed to view camera video signal.

A

Warning:

If you restore your unit to the default factory settings, your user account settings are also
restored to their default factory settings. If you have made changes to the user account settings,
it is strongly recommended that you make a note of these settings before restoring your unit to
the factory defaults. This enables you to easily recreate your user account settings after a
restore of the default factory settings.
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The User Accounts screen has following fields:

Field Name Description

User Name The name of the user.

Password and  The password for the user.
confirm
password

Type The type of user account as described in the previous table.

The following user account types are available:

Type Description

Admin An Administrator has full control over the unit and can perform any unit
functionality.

Supervisor A Supenvisor can perform any unit functionality excluding creation,
editing, or deletion of user accounts.

Operator An Operator can only monitor the video channel and perform basic
functions such as clearing alarms, arming or disarming cameras, and
SO on.

Viewer A Viewer can only monitor the video channel.

Privileged Users

Users with Admin, Supenisor, and Operator privileges are known as having “administrative privileges”,
which authorizes them to view live or recorded video. These users are referred to as “privileged users”.

5141 To Add a New User Account
To add a new user account

1. Inthe Setup workspace, select System > User Accounts. The User Accounts screen is
displayed.
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5.

6.

System » User Accounts

u:erhuarrm W Admin
fadm S An Administrator has full control over the unit and
quest Viewer £an perfamm any syslem funclisnality.

[ AddUser.. | | Remave |
Account Details
User name: |aﬂm | Passwaord: |..,,. |

Type: }Mm |v] Confirm password: |----- | t Validate ]

Privileged Unils

Selection |IP (Ch Channel name Model External Port
O 10.70.20.124 |1 inibox trk101 trk101 1
| Select All | Unselect Alll | Refresh |
Add Manually Add [ Apply |

User Accounts Screen

Click Add user. A new user is added to the list of user accounts.
In the Account Details area, modify the User Name, Password and Type as required.

Click Validate to validate the new user details. The new user details are updated in the User
Accounts list.

Note:

Although the new user account is displayed in the User Accounts list, it is not saved until you
click Apply.

Click Apply to sawe the new user details.

Note:

The default password for a new user account is “1234”. It is strongly recommended to change
this password.

If the unit is located behind a firewall and priVlileged users have access to it, configure unit
privileges in the Privileged Units area as indicated in To Configure Unit Privileges.
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5.1.4.1.1 To Configure Unit Privileges

To configure unit privileges

1. Select Setup > System > User Accounts. The User Accounts screen opens. A discovery
process discowvers all units on the same VLAN.

System = User Accounts

User Name

Type

- Admin
|admin Admin
I 1 An Adminisirator has full control over the uni and
guast Wiewer can perform any sysiem funchonality
Add Liser Femove
Account Delails
User name [admn Password [e—
Type [actein J&| Confirm password: [sesss validate
External IP
Privileged Unils
Selection | IP Ch |Channel name Model External Port
] 172.47.12. 102 1 Gibox rk100d frk100d A
o 10.70.20.134 1 Humphray irk101
o 10.70.20.129 1 Sarah Jana k101
i 10.70. 20137 1 Mizs Marple trik101
o 10.70.21.121 1 Sapgan rk101 -~
Select All Refresh
Add Manually Add

System > User Accounts Screen
2. Select or add a user for configuration. Click Add User.

3. To add a unit that is not on the same VLAN, enter the unit’s IP address in the Add Manually
text box.

4. Click Add.

5. To add viewing and control privileges for a specific unit, select the checkbox in the left column
of the Privileged Units area.

Note:

When using Site Viewer, all attached units on the site that have privileges are displayed. A
privileged unit must be selected in order for it to be viewed remotely when using Site Viewer.
See Monitoring and Controlling Remote Sites with Site Viewer.
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6. To enable a remote connection via Site Viewer across a firewall:

a. Enter the site’s static IP address in the External IP text box.

b. For each unit, in the External Port text box, enter the port number. See Accessing a

Remote Unit over the Web (Port Forwarding).
c. Click Apply.

@

Note:
1. The External IP address and External Port numbers should match those
configured in the router.

2. It is not possible to configure units that are listed in the Privileged Units section
over a firewall.

5.1.4.2 To Remove a User Account

To remove a user account
1. Inthe Setup workspace, select System > User Accounts. The User Accounts screen is
displayed. See Configuring User Accounts.

2. Inthe User Accounts list, select the user you want to delete.
3. Click Remove. The user is removed from the User Accounts list.

4. Click Apply to sawe the settings.

Note:

Although guest is a default user account, it can be remowved if no guest login is allowed.

5.1.5 Configuring the Date and Time

The Date and time screen enables you to define the date and time for the unit, as well as the format
and methodology of maintaining time on the unit. The unit has an internal clock that maintains time that
can be set manually, synchronized with a PC or synchronized with a time server (NTP).

Caution:

Be sure to configure the correct time and date on the unit for recording when an event occurred and for
identifying precisely when video was recorded.

Tip:

It is recommended that all units on the system be synchronized with an NTP senver.
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The Date and time screen has the following fields:

Field Name Description
Unit clock The current date and time on the unit.
PC clock The current date and time on the computer running the browser.

Date format

The date format for the unit.

Time zone

The unit's time zone setting represented by GMT + or — x hours. For
example, GMT-05:00 means Greenwich mean time minus 5 hours
Eastern Time (USA and Canada).

Synchronize

The unit’s date and time settings are synchronized with date and time on

with PC the computer from which the unit is being configured once the Apply button
is pressed.

Manual The unit’s date and time settings are set according to the date and time

settings entered in this field.

Synchronize

The unit’s date and time settings are continuously synchronized with the

with NTP specified NTP time server. NTP is a protocol designed to synchronize the
clocks of computers over a network at regular intervals.
NTP Server IP  The IP address of the NTP server on the network used to synchronize the

date and time of the system components.

Sampling rate
(min.)

The time interval for requesting information from the server when NTP
synchronization takes place.

For more information on enabling a Windows computer to work as a time server, refer to Windows Time

Senice.
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5.1.5.1 To Configure the Date Format and Time Zone Settings

To configure the date format and time zone settings
1. Inthe Setup workspace, select System > Date and time. The Date and time screenis
displayed.

System > Date and time

Current Time

Unit clock: 08421/2008 04:11:20

FC clock: 09/03/2008 17:45:52

Doate format: [t Ay [*]
Time Zone

Time zone: [GMT [*]

Time Settings

() Synchronize with PC
& Manual zettings
Date and Time: |DS;’DS£2DDB‘I?:45:24 |

() Synchronize with NTP

MTF Server IP: | |

Sampling rate [min. ] 1 |

Date and Time Screen
2. From the Date format drop-down list, select either dd/Mm/yyyy or MM/dd/yyyy.

3. From the Time zone drop-down list, select the time zone in which the unit is located. For
example, GMT-05:00.

4. Click Apply. The date format and time zone are set.
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5.1.5.2 To Define the Date and Time Settings

To define the date and time settings
1. Inthe Setup workspace, select System > Date and time. The Date and time screen is
displayed. See_Date and Time Screen.

2. Ifyou want to synchronize the date and time with an NTP server, continue with step 8.
3. Ifyou want to set the date and time manually, continue with step 11.

4. Ifyou want to synchronize the date and time with the P C from which you are working, select
Synchronize with PC.

5. Continue with step 11.
6. Enter the IP address of the time sernver In the NTP Server IP field.

7. Enter or select the time interval in minutes for synchronization updates to occur In the Sampling
Rate field.

8. Continue with step 11.
9. Select Manual settings.
10. Enter the date and time according to the selected date format In the Date and Time field.

11. Click Apply. The date and time settings are defined.

5.1.6 Configuring Discrete Input/Output Resources

This section describes how to configure the unit to receive alarms from external devices and control
external devices.

The Discrete 1/0 screen enables you to configure hardware resources in the ioi unit to:

* Receiw alarm signals from dry contacts of external devices (alarm inputs on the ioi unit).
* Provide signals used to control external devices (relay outputs on the ioi unit).

The ability to receive alarms from external devices enables you to configure the ioi unit to respond to
events generated on external devices such as doors, sensors, etc.

The external devices should be able to open or close a dry contact, indicating a change in their status.
For example, if the specific alarm input is armed and an intruder opens a door, the ioi unit can be
configured to move a PTZ camera to a specific preset.

Similarly, you can configure the unit to control an external device upon an event being triggered on the
ioi unit. For example, if an intrusion is detected in a particular area, you can configure the unit to close
all entrances to that area by activating a relay output.

The section Configuring the Event Engine describes the following:

*  How to configure automatic responses once external alarms (from alarm inputs) occur.
* How to activate or deactivate the units’ relay outputs following an event detected on the ioi unit.

Refer to Monitoring Real-Time Video for more information on using the Live View screen to monitor and
control discrete inputs and outputs in real-time.
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Note:

The icons (buttons) in the I/O Resources table indicate the number of alarm inputs or relays available
on the unit being configured

The Discrete 1/0 screen has the following fields:

Label Description

1/O Resources

Alarm input Button indicating the current status of the alarm input as follows:
(from external device O Disabled.
dry contact)

©: Enabled, armed and there is no alarm indicated.

@: Enabled and disarmed.

#®: Enabled and an alarm has been triggered (the external device
is in a status considered as an alarm).

Relay Button indicating the current status of the relay as follows:
©: Disabled.
©: Enabled and the relay has not been activated (Off).
®: Enabled and the relay has been activated (On).

Alarm Input Settings

Alarm input Number of the alarm input in the unit.
(dry contact)
Name Name of the alarm input (can be edited by the user to reflect

connected device).

W orking mode W orking mode for the alarm as follows:

e Alarm on closed: Alarms (notifies) upon short circuiting
of the external device dry contact terminals.

e Alarm on opened: Alarms (notifies) upon disconnection
of the external device dry contact terminals.

e Disabled: Disables all specific alarm input functionality
and ignores its status.

Condition Indicates if the alarm input is:
e Armed: Being monitored for alarms.

e Disarmed: Not being monitored for alarms.

Alarm status Indicates the current status of the input (Alarm/No Alarm).

Clear Clears the current alarm status.

Output Control Settings

Relay Number of the relay output in the unit.
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Label Description
Name Name of the relay. Can be edited by the user to reflect a
connected device.
Status Indicates if the relay is:
e Enabled: Enables specific relay functionality and its
activation to control external devices.
e Disabled: Disables all specific relay functionality and
its activation from the unit.
Signal Indicates the current status (signal) of the relay (On/Off).
Change Changes the current signal status.
Note:
Refer to the unit’s installation manual for information regarding alarm input wiring and connections
to your specific unit.

5.1.6.1

To Configure the Settings for an Alarm Input

To configure the settings for an alarm input
1. Inthe Setup workspace, select System > Discrete 1/0. The Discrete 1/0 screen is displayed.

System = Discrete O

/D Resources

[ | =1t | =
Alarm Input W)
[ Retay | O

Alarm Input Sellings

Alarm inpul e

Hame |AJamm Input - 1
Warking mode: Alarm on closed

Condition Dimarmed

Alarm status MNo alam

Qulpul Conlrel Sellings

Relay 1
Mame |Ralay - 1
Status Fmr—
Signal: of
Legend

LPOEnE

* Changes take affact aftar clicking "Apphy™

# | # a5 # | # #8
[-]
.
[«]
oK
Clear
[+
.
|_-' L]
1 Change
Apply

Discrete I/O Screen

2. Inthe Alarm Input Settings area, from the Alarm input drop-down list, select the number of the
alarm input you want to configure.
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Note:

The Alarm input drop-down list includes the numbers of all the alarm inputs whose alarm
settings can be configured according to the unit type.

3. Enter a name for the alarm input in the Name field.

4. From the Working mode drop-down list, select the working mode for the alarm input:

. Alarm on closed
*  Alarm on opened

. Disabled
5. Click Apply to enable fields according to the updated working mode.

6. From the Condition drop-down list, select Armed or Disarmed.

7. The alarm status for the alarm input is indicated in the Alarm status field. Click Clear if you
want to clear the alarm status for the alarm input.

8. To configure the alarm settings for additional alarm inputs, repeat steps 2 through 6 for each
alarm input.

9. Click Apply. Your changes are saved.

Note:

The Alarm input drop-down list includes the numbers of all the alarm inputs whose alarm
settings can be configured according to the unit type.

34 HTML Edition Units User Guide November 7, 2016



Configuring the Unit

5.1.6.2 To Configure the Settings for a Relay Output

To configure the settings for a relay output

1. Inthe Setup workspace, select System > Discrete 1/0. The Discrete I/0 screen is displayed.
See figure above.

2. In the Output Control Settings area, select the number of the relay you want to configure from
the Relay drop-down list

Note:

1. The Relay drop-down list includes the numbers of all the relays whose output control
settings can be configured according to the unit type.

2. The units include a single relay output whose configuration is NORMALLY OPEN by
default. To change relay configuration, see Changing Relay Status from N/O to N/C.

3. Refer to the unit’s installation manual for information regarding relay output wiring and
connections to your specific unit model.
3. Inthe Name field, enter a name for the relay output.
4. From the Status drop-down list, select Enabled or Disabled.

5. The signal status for the relay output is indicated in the Signal field. Click Change if you want
to change the signal status.

6. To configure the output control settings for additional relays, repeat steps 2 through 5 for each
relay.

7. Click Apply. Your changes are saved.

Note:

Changes to the Name and Status fields only take effect after clicking Apply.
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5.1.6.3 Changing Relay Status from N/O to N/C

The on-board relay in the unit provides a single contact (NORMALLY OPEN by default), which can be
configured to CLOSED upon an alarm condition. This is usually configured with a momentary closure (for
example, five seconds), followed by returning to the OPEN condition, to be ready for the next alarm event.

Should a NORMALLY CLOSED (N/C) condition be preferred, the relay may be configured by selecting one
of the following two events in the Event Engine:
o Event 1: Triggering event = Power ON
»= Action = Activate relay contact — continuous ON
o Event 2: Triggering Event = Detection Alarm (according to your configuration)
»= Action 1 = Activate relay contact — continuous OFF — immediately
= Action 2 = Activate relay contact — continuous ON — after five seconds

The above conditions will turn on the relay at Power ON. An alarm will open the relay for five seconds and
close it again. The above conditions also will create an alarm indication in case of a loss of power.

Note:

1. The unit must be rebooted after configuration in order for this setting to take effect.

2. Event 1 can also be replaced by Triggering Event = ARM. In this instance, the relay will be OPEN

until the unit is armed, at which time it will behave as described above. This may be desirable in
some deployments.
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5.1.7 Copying Settings to Other Units

Once a unit has been configured, you can copy specific configuration settings to other units in the
system simultaneously, thus awiding redundant steps and reducing the time required for system

configuration.

This function includes the ability to search for ioi units in the network and to select them as targets in
order to copy the unit's configuration settings to them.

The following is an example of the Copy Settings screen:

cFI_IR Camera: ioibox trk101 Site - Live | Site - Playback | Live View | Setup | Log Out
4 System > Copy Settings
System

> Unit Information
> Firmware

= User Accounts

= Date & Time

> Discrete /O

> Copy Settings

> Backup & Restore

Network

Camera

Analytics

Events

Settings:

@ General Settings Select All Clear All Select settings to copy and target channels

Network Settings Date & Time
Include email identifier (From') On-Screen Display
User Accounts GUI Language
Video Streaming Automatic Responses
Remote Setup Scheduled Actions
SoE Setftings
Copy To:
Available Channels Selected Channels:
P [cn [ Channel Name | Model P [cn | Channel Name | Model
>
<
>
<<
Add Manually l:l Add Refresh Copy

Copy Settings Screen

The following settings are available for duplication to other units:

Configuration

Description

Network Settings

Include email
identifier ("From")

If the local unit is in DHCP mode, target unit will be set to work in
DHCP mode.

If the local unit is in Manual IP mode, target unit’s IP address definition
will not be changed.

The subnet mask, default gateway address and DNS server address will
be copied.

If checked, the target unit'semail identifier is the same as the unitl being
configured. When enabling email notifications, all emails will have the
same sender.

If unchecked, the email identifier of each unit is configured separately,
allowing different identifiers for each unit.

User accounts

All user accounts and their properties will be copied to the target units.
Existing accounts will be overridden and deleted.
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Configuration Description

Video Streaming  All video streaming settings will be copied to the target units including
Compression, Resolution, Max. Frame Rate, Streaming Mode and Bit
Rate/Quality.

Note:

This applies only when both the source and target unit support the
same streaming features (CIF/4CIF, Single/Dual Stream).

Remote Setup Remote Setup settings will be copied to the target units.

SoE Settings SoE pre- and post-settings, plus FTP backup settings, will be copied to
the target unit. Verify that target unit video streaming settings comply
with SoE recording requirements:

e Compression: MPEG4/H.264
e Streaming mode: CBR
e Target bit rate: < 1.5Mbps

Date & Time All date and time settings will be copied to the target units.

On Screen Display All On-Screen Display settings will be copied to the target units.

(OSD)

GUI Language The language in the target unit will be the same as the language
displayed in this unit's user interface.

Automatic All automatic responses, except PTZ camera control-related responses

Responses (i.e., goto preset, playlist, etc.) and discrete 1/O resource-related

responses (i.e., relay output, external alarm inputs), will be copied to
the target units.

Note:

1. If at least one automatic response related to PTZ control or
discrete I/O is present on the unitl, no Automatic Responses
will be copied at all.

2. Before copying this type of event to another uni, it is
recommended to delete all PTZ control or Discrete I/O
resources that are related to automatic responses.
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Configuration Description

Scheduled Actions All Scheduled Actions, except PTZ camera control-related responses
(i.e., goto preset, playlist, etc.) and discrete 1/O resource-related

responses (i.e., relay output, external alarm inputs), will be copied to
the target units.

Note:

1. If at least one automatic response related to PTZ control or
discrete I/O is present on the unitl, no Automatic Responses
will be copied at all.

2. Before copying this type of event to another uni, it is
recommended to delete all PTZ control or Discrete /O
resources that are related to automatic responses.

To copy settings to other units in the network

1. Inthe Setup workspace, select System > Copy Settings. The Copy Settings screen is
displayed. The unit searches for available units.

2. Inthe Settings section, mark the settings you want to copy to the other units.
3. Inthe Copy To section, select the target units.

4. Click Copy. The selected settings are copied to the target units.

5.1.8 Backing Up and Restoring Unit Settings

The Backup & Restore screen enables you to create backup files of the system and analytic settings
on the unit.

System = Backup & Restore

Backup
Backup
Restong
@ To faclary defaulls
Kedp curren! metwork sellings
Full restare fram file
Andlylics $ellings frgm Nlg

File path:

Restore

Backup & Restore Screen
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A\

Warning:

1. Make sure to restore or duplicate the unit settings with a file taken from the same type of unit.

2. Before performing a restore, make a full backup of the unit. The unit automatically resets after
performing a restore, which cannot be undone.

Note:
1. The backup can also be used to for replicating configurations to other units.
2. Disconnect the unit to awid duplicated IP addresses.

3. Atter the settings are replicated, it is recommended that individual settings for each unit be
updated. This particularly applies to the IP address of the unit, but refinements must also be
made if the scenes parameters vary, such as depth, camera height, angle of view, terrain, etc.

The Backup & Restore screen has the followings fields and buttons:

Label Description

Backup

Backup Creates the backup file.

Restore

To factory defaults Indicates that the restore must return all settings to their factory
defaults including network and IP settings unless otherwise
specified.

Keep current Indicates that the restore to factory defaults must not restore the

network settings network (IP configuration).

Full restore from file  Indicates that a full restore of all the saved settings is to be made
from the file specified in the File Path field to the unit.

Note:

A full backup file must be specified in the File Path field.
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Label Description
Analytics settings Indicates that the analytics settings (depth and detection rules
from file settings) will be restored from the file specified in the File Path field
to the unit.
Note:

From the File Path text box, browse for and select the analytics
settings backup file.

File Path The path and filename of the backup file to be used for the restore.

Restore Restores the settings according to the definitions made.

5.1.8.1 To Backup Unit Settings

To backup unit settings
1. Inthe Setup workspace, select System > Backup & Restore. The Backup & Restore screen

is displayed.
Spstem > Backup & Restore

Backup
Backup

Restore

& To factory defaults

[] Keep current network settings

() Full restare from file

() Analytics settings from file

File path: | ||_E_-_

i

Restare

Backup & Restore Screen
2. Inthe Backup area, click Backup. The Save As dialog box is displayed.

3. Browse to location where you want the file saved and enter the name of the file in the File name
field.

Note:

Make sure that you use the correct file extension (. fok) for your backup.
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4. Click Save. The file is saved.

A

Warning:

If you restore your unit to the default factory settings, your user account settings are also
restored to their default factory settings.

5.1.8.2 To Restore Unit Settings

To restore unit settings
1. Inthe Setup workspace, select System > Backup & Restore. The Backup & Restore screen
is displayed. See Figure Backup & Restore Screen.

2. Do one of the following in the Restore area:

« Ifyou want to restore the unit to factory defaults, do the following:

a. Select To factory defaults. A message is displayed asking you to confirm that you
want to restore the unit to the factory default settings.

b. Select Keep current network settings if you want to keep the current network
settings (IP address, Subnet mask, Default gateway, Unit name, and DHCP
setting).

c. Click Yes. The unit is restored to its factory default settings. This concludes the
restore process.

* Ifyou want to restore a full backup, do the following:
a. Select Full restore from file.

b. In the File path field, enter or browse for the required backup file including the
extension (.fbk).

Note:

Be sure to use the correct file extension (.fbk) during the restore process.

c. Click Restore. A message is displayed asking you to confirm your action.

Note:

Current settings will be lost by restoring settings.

d. Click Yes. The unit’s selected settings are restored.
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+ Ifyou want to restore an analytics settings’ backup, do the following:
a. Select Analytics settings from file.

b. In the File path field, enter or browse for the required backup file including the
extension (.fok).

Note:

Be sure to use the correct file extension (.fbk) during the restore process.

c. Click Restore. A message is displayed asking you to confirm your action.

Note:

Current settings will be lost by restoring settings.

d. Click Yes. The unit’s selected settings are restored.

5.2 Configuring Network Settings

The Network section of the user interface includes the following screens:

e |P _Address: enables you to define the IP address used by the unit

e Multicast: configure multicast support for video streaming

e SMTP: configure settings for email

e RTP Length: set the length of RTP packets for real-time video transmission for use
with encrypted networks

The first step in configuring network settings is to set the IP address. Two methods are
available for configuring the IP address of the unit:

e Changing the Unit’s IP Address from the Web Interface
e Initial IP Configuration with the DNA Utility

5.2.1 Changing Unit's IP Addresses from the Web Interface

All units are delivered with the same IP address set during manufacture. This address must be changed
before connecting to the network. The default IP address is 192.168.123.10.

A unit can stream video in both multicast and unicast modes. The unicast mode is always enabled and
need not be configured. The unit, however, must be configured to operate in multicast mode, which is
disabled by default.

November 7, 2016 HTML Edition Units User Guide 43



Configuring the Unit

The Network > IP Address screen has following fields:

Field Name Description

General

Unit name The name assigned to the unit.

IP Address

Use the following IP Enables you to enter the address of the unit comprising the IP
address address, Subnet mask and default gateway address.

IP Address The IP address used on the LAN/WAN in standard format.

Subnet mask The mask that limits which network computers are allowed to access

the encoder. This mask should be changed to match with your local
network numbering convention.

Default gateway Local IP address, usually a router, on the local network that senes to
forward to another network beyond the local network. If your network
uses a switch (gateway), this is the IP address of that switch. If your
network uses a hub, this setting is not applicable.

Obtain an IP address  Enables the unit to obtain an IP from a DHCP server on the network.
automatically (DHCP)

To configure the unit’sIP address
1. Inthe Setup workspace, select Network > Settings. The Network Settings screen is
displayed.

Netwark = IP address

General
Unit namae it 1k 101-P

IF Address
Obtain an IF address automatically (DHCP)
@ Use tha follawing |P address
IF Address: 172.20014.34
Subnat mask (2552552550

Default gateway 17220141

Network Settings Screen

2. In the Unit name field, enter the name of the unit.
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3. Select one of the following settings:

*  Use the following IP address to manually define the IP address

a. Enter the IP address to be used in the IP Address field.

b. Enter the network subnet mask in the Subnet mask field.

c. Enter the IP address of the default gateway in the Default gateway field.
*  Obtain an IP address automatically to use a DHCP server on the network

a. [fusing the automatic option (DHCP), continue with step 4.

Note:

Selecting the DHCP option when a DHCP server is not available will cause
the following results:
* Remote Setup not enabled (default): The unit will be defined with the
last static IP address used.
* Remote Setup enabled: The unit will be defined with the last static IP
address used and will reset approximately every five minutes.

4. Click Apply. The IP address of the unit is configured.

Note:

After applying the changes to the IP address, the unit resets itself. The browser reconnects
to the unit at the updated URL reflecting the new IP address.
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5.2.2 Using DNA for Initial IP Configuration of Connected Devices

The Discovery Network Assistant (DNA) application is the preferred method for initial configuration of the

device's IP address.

All ioi products use DNA for easy discovery and configuration in the video surweillance system. Once
discovered, DNA lists and reports the status of all supported devices on the network. It provides a simple
interface for required tasks such as setting IP addresses (manually or using DHCP), logging on to the Web
interface of devices for changing settings, checking and updating firmware, and updating credentials. For
more information about using DNA, click here to download the DNA User Manual from the Tools section.

<] Discovery Network Assistant (DNA) - v2.1.1.8 - o
-5 [
IP € & T. = ©
Aasign IP Login Web Fimware || Admin Properties | Identify |Credentials
Filter :
Add Device Manually | | Select All Device type v apply | Clear

Device type Model name Status Login Status IP address Name Firmware version MAC address Port  Up time R
=P camera CB-5222-11 Online Authenticated 10.70.20.212 ioiHD dt20160121N5X 00: 1B:D8:80:70:AC 1500 33 days 01:25:00

=P camera CB-5222-31 Online Authenticated 10.70.20.23 ioiHD dt20160223NSX 6565 3 days 01:53:00

=P camera CB-5222-31 Online Authenticated 10.70.20.42 ioiHD dt20160121N5X 1500 13 days 07:40:00

=P camera CB-6204-11-1 Online Authenticated 10.70.20.57 QuasarQHDIPCamera dt20150426NSZ 6666 12 days 05:55:00

=P camera CF-3211-00 Online Authenticated 10.70.20.46 QuasarHDIPCamera dt20141118N5A 6666 14 days 01:00:00

=F camera CF-5212-00 Online Authenticated 10.70.20.32 ioiHD dt20160121INSX 6866 40 days 05:47:00

=P camera CF-5222-00 Online Authenticated 10.70.20.29 ioiHD dt20160121N5X 00:1B:D8:80:2B:13 1500 38 days 23:45:00

=F camera CP-4221-201 Online Authenticated 10.70.20.22 QuasarHDIPCamera dt20141119NSA 00:1B:D8:10:75:AB 6666 143 days 14:39...

=P camera CP-4221-201 Online Authenticated 10,70.20.56 QuasarHDIPCamera dt20141119N5A 00:D0:89:0A:BF: 5D 1900 11days 04:11:00

=F camera CP-4221-301 Online Authenticated 10.70.20.43 QuasarHDIPCamera dt20141119NSA 00:00:89:0F:B8:80 6666 0 days 03:13:00

=P camera EN-216 Online Authenticated 10,70.20,61 EN-218 V1,1,0build 141127 BCiET:48:43:C0:9D 3702 101days 22:22...

=F camera Ev-116 Online Not authenticated 10.70.20.244 EV-116000792189618 2.4.17.128.178473 00-07-9A-18-96-18 5510  101days 22:19...

=P camera Ev-201 Online Not authenticated 10.70.20.242 EV-201-00079a022755 2,2,11,309.115017 00-07-9A-02-27-66 5510 101 days 22:21.,

=F camera EV-208-A Online Not authenticated 10.70.20.241 EV-20800079a189600 2.4.17.128.178473 00-07-9A-18-96-00 5510 101days 22:17... ~

Number of devices : 27

DNA Main Screen

To set the unit’s IP address for the first time
1. Download DNA from the ELIR Firmware & Software Downloads page.

Click the DNA icon E and run the DNA utility (DNA . exe). DNA discowers all devices on the

same VLAN and displays the device’s current IP address.

Attach the unit to the same LAN segment as the computer that is managing the unit. DNA

automatically discovers the unit on the network and displays it in the Discovery list. The unit status
should be displayed as Online and Authenticated.

<] Discovery Network Assistant (DNA) - v2.1.2.0 = =
) [
IP E 2. & 2)
Assign IP Login Web Firmware | Admin Properies | [dertfy | Credentials
Filter :
Add Device Manually | | Select Al Tt v Clear

Device type Model name Status Login Status 1P address Name Firmware version MAC address Port  Up time

=P camera CB-5222-11 Online Authenticated 10.70.20.39 ioiHD dt20160330NSX 00:18:D8:80: 70:AF 6666 1days 22:10:00

=P camera CB-5222-11 Online Authenticated 10.70.20.42 igiHD dt20160330NSX 00:18:D8:80:AD:B7 6666 1days 21:46:00

=P camera CB-5222-31 Online Authenticated 10.70.20.23 ioiHD dt20160330NSX 00:18:D8:80: 70:E3 6666 2 days 04:14:00

=P camera CF-3211-00 Online Authenticated 10.70.20.57 QuasarHDIPCamera dt20141119NSA 00:15:D8:80:08:22 6666 6 days 06:03:00

=P camera CF-5222-00 Online Authenticated 10.70.20.32 ioiHD dt20160121INSX 00:18:D8:80:28:13 1500 2 days 04:12:00

=P camera CP-4221-201 Online Authenticated 10.70.20.22 QuasarHDIPCamera dt20141119NSA 00:18:D8: 10:75:AB 6666 1days 23:00:00

=P camera CP-4221-201 Online Authenticated 10.70.20.56 QuasarHDIPCamera dt20141119NSA 00:D0:89:0A:BF:50 6666 6 days 06:06:00

=P camera CP-4221-301 Online Authenticated 10,70,20.43 QuasarHDIPCamera dt20141119NSA 00:D0:89:0F:88:80 6666 6 days 06:04:00

=P camera EV-208-A Online Not authenticated 10.70.20.241 EV-20800073a189600 2.4.17.128.178473 00-07-9A-18-96-00 5510 4 days 05:17:04

=P camera EV-216 Online Not authenticated 10.70.20.243 EV-216-00079a18b...  2.4.17.128.178473 00-07-3A-18-BA-32 5510 4days 05:17:24

DNA Discovery List
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4. Do one of the following:

® N o o

If the unit is managed by Horizon or Meridian configured as a DHCP server, or
is on a network with a DHCP server, double-click the unit. If the unit’s Login
window opens, the unit has received a valid IP address.
If the unit is managed by Latitude or is on a network without a DHCP server
and requires a static IP configuration, open DNA’s Assign IP dialog box. Do
the following:

a. Uncheck Use DHCP.

b. Enter the IP, Mask and Gateway IP addresses.

c. Click Update. The device will be displayed in DNA’s Discovery list.

DNA - Assign IP ( 1 Device Selected )

[[]use DHCP
FirstIP Address: | 10 . 70 . 20 . 154
Mask : 255 . 255 .25 . 0

Gateway : 0.7 .20 .1

Status

Model name
CP-4221-201

Name
QuasarHDIPCamers

Current IP
10,70,20,56 (DHCP)

Previous I

Close

DNA Assign IP Dialog Box

If the device is located on a separate VLAN, it must be added manually to the
network by clicking Add Device Manually from the toolbar and entering its
IP address. The unit will be displayed in the Discover list.

F

DNA - Add Device Manuall

Enter the IP address of the device:

o . 70 . 20 . 52

Use default credentials

DNA Add Device Manually Dialog Box

Click the unit in DNA’s Discover List. The unit’'s Login window opens.
Enter the default user name (“admin") and password (“admin”). The device’'s web interface opens.
Click the on-screen message to install the FLIR plug-in.

Follow the on-screen instructions to install the plug-in.
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5.2.3 Defining Multicast Settings

A unit can stream video or audio through the network in both multicast and unicast modes. The unicast
mode is always enabled and need not be configured. However, the unit must be configured to operate in
multicast mode, which is disabled by default.

Note:

Confirm with your Network Administrator that multicasting is enabled on the network equipment.

The Network > Mulitcast screen has following fields:

Field Name Description

Multicast

Enable video stream  Enables multicast video streaming.

multicasting

Multicast address IP multicast group address to which the unit sends the video
stream. The default address is 224.1.1.1.

Port range Enables you to select whether you want the unit to automatically
assign a port range or if you want to manually assign a port range.

Time to live (TTL) The number of transmissions (hops) that a packet can experience

before it is discarded.

MNetwork = Multicast

Multicast

Enable video stream multicasting

Multicast address: [225.16.14.204 |
(-3m3a1)

Time to live (TTL):

Multicast Screen

To enable multicasting streaming
1. From the Netw ork > Multicast screen, select Enable video stream multicasting.

2. In the Multicast address field, enter the multicast IP address.

Note:

Obtain the multicast IP address from your Network Administrator.

3. From the Port range drop-down list, select Automatic or Manual.
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4.
5.

If you selected Manual, enter the start port range in the text box to the right of the drop-down list.

In the Time to live (TTL) field, enter the TTL value. This can be a value from 0-128.

Note:

The TTL value is the number of hops that a packet is permitted to travel before being discarded
by a router. Zero restricts it to the same host, one to the same subnet, 32 to the same site, 64

to the same region, and 128 to the same continent.

6. Click Apply.

To disable multicasting streaming
1. Unselect Enable video stream multicasting.

2. Click Apply.

5.2.4 Defining SMTP Notifications

In addition to the default network notifications via HTTP, a unit can be configured to send an email through
an SMTP server. The email can notify of the occurrence of events such as detection of any or a specific
type or rule, tampering and/or operational events. Settings are configured on the Network > SMTP

screen.

Network > SMTP

SMTP
] Enable sending emails from this unit
SMTP Server Name / IP 173.194.65.108

465

securitytower1@gmail.com
s Authentication Required

=

User name securitytower1@gmail.com
Password

¥ Is SSL Used

SMTP Screen

The Network > SMTP screen has following fields:

Apply
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Enable sending
emails from this unit

Enables to send emails through the organization SMTP server such
as MS Exchange according to the rules defined in the unit event

engine. See Configuring the Event Engine.

SMTP Server Name/
P

Defines the SMTP server to be used for sendng email notifications. A
server name, e.g. mail@<domain>.com, can be entered if the
network uses a DHCP server. The SMTP server's IP address can be
entered if there no DHCP senrver on the network.

SMTP Port

Defines the port used by the SMTP server.

Sender ("From™")

Sets the sender email address as it will appear in the email itself
("From™").

Is Authentication

If SMTP Authentication is used, this field should be checked. It is not

Required checked when using MS Exchange for email notifications.

User name The user name for the email account.

Password The password for the email account.

Is SSL Used If Secure Socket Layers (SSL) is used for encryption, select this

checkbox.

To enable sending email notifications
From the Netw ork > SMTP screen, select Enable sending emails from this unit.

1.

©o o A~ w N

In the SMTP Server Name/IP text box, enter the SMTP server name or IP address.

If necessary, change the default port used by the SMTP senr.

In the Sender ("From") text box, enter the name of the sender.

Click Apply.

Go to Events > Responses or Events > Sched. Actions and define rules for sending emails as
the action to be performed. See Defining Automatic Responses and Configuring Scheduled

Actions.

Note:

Confirm with the Network Administrator that sending email from ioi units is enabled on the
SMTP senrver and that email notifications are not treated as spam (i.e. filtered).

To disable sending email notifications
Unselect Enable sending emails from this unit.

1.
2.

Click Apply.
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5.241 Password and SSL Support for Email

Email notifications are sent via MS Exchange. It is possible and recommended to add a password and to
use SSL to encrypt email for maximum security from the Network > SMTP screen.

Depending whether your network uses a DHCP senver, select one of the following options:

e [f the network uses a DHCP sener, enter the SMTP server's name in the SMTP Server
Name/IP text box.

e [f the network does not use a DHCP senrver, enter the SMTP sener’s static IP address in the
SMTP Server Name/IP text box.

After entering SMTP server details, do not select the Is Authentication Required checkbox.

The email can include a snapshot of the event and details of the camera on which the alarm occurs. In
order to define rules for sending email as the action to be performed, open the Events > Responses or
Events > Sched. Actions screen. For configuration instructions, see Configuring the Event Engine.

5.2.5 Setting the RTP Length (MTU) for Encrypted Networks

When data is encrypted on a network, additional bytes are added to a data packet, which slows real-time
transmission time. In order to improve real-time video performance, the MTU (Maximum Transmission Unit)
size can be defined by setting the RTP packet size (in bytes).

The following settings are available on the Network > RTP Length screen:
e [ong — Maximum value = 1472 (default setting)

e  Medium — Value = 1312
e  Short — Minimum value = 812

e Custom — Set a custom value between 812-1472

5.3 Configuring Camera Settings

The Camera tab enables you to define the type of camera that is connected to the encoder.

This section provides suggestions for how to configure the camera in different scenarios.lIt includes the
following topics:

»  Defining the Camera Type Connected to a TRK Encoder
«  Configuring On-Screen Display Settings

»  Configuring Streaming Settings

» Aligning the Camera Position

* Using Storage on the Edge (SoE)

« Tips for Camera Configuration
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5.3.1 Defining the Camera Type and Model

When using a TRK encoder, from the Type & Model screen, select one of the following camera types
being used:

« Stationary (fixed). See Defining a Fixed Camera
«  Pan/Tilt/Zoom (PTZ). See Defining a PTZ Camera on trk-101-P

Note:

1. The trk-101 encoder supports only fixed cameras. This is because the trk-101 does not
support an RS-485 connection and the Type & Model screen does not display fields and
controls required for PTZ camera configuration.

2. The trk-101-P encoder supports PTZ cameras as well as fixed cameras. When a PTZ
camera is attached to the trk-101-P PTZ Tracker, a fixed camera will automatically hand-
off a tracked object from the fixed camera to a PTZ camera.

After configuring camera settings on the encoder, it is necessary to define the On-Screen Display Settings
and Video Display Settings described in the following sections:

+  Configuring On-Screen Display Settings

«  Configuring Steaming Settings
After defining the connected camera type (fixed or PTZ), you can enhance the quality of the image in the
display area for best detection results.

5.3.1.1 Defining a Fixed Camera

This section describes how to define that the unit being configured receives the video signal from a fixed
(stationary) camera.

The following table describes the buttons and fields in the Type & Model screen:

Setting Description

Channel name Name assigned to the camera.

Camera Type

Fixed Indicates that a stationary camera is connected to the unit.

Image Quality Enhancer

Automatic/ Determines which image enhancement method is to be used (Automatic
Manual or Manual).
+ Automatic enhancement enables the built-in image enhancer to
determine the best settings for detection at any given time
* Manual enhancement enables you to determine the image settings
using the sliders described below

Brightness Sets for the amount of white added to the color of the image. From the
drop-down list, select a number from 0-100.

«  The higher the number, the more intense (whiter) the image
« The lower the number, the less intemse (less white) the image
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Setting Description

Contrast Sets the difference between colors (gray scale). From the drop-down list,
select a number from 0-100.

«  The higher the number, the lighter the colors
» The lower the number, the darker (more gray) the colors

Saturation Sets the vividness of hue (the degree of difference from a gray of the same
lightness or brightness). From the drop-down list, select a number from O-
100.

»  The higher the number, the sharmperthe colors
« The lower the number, the colors will be less sharp

Enable noise Activates the 2D noise reduction filter.
reduction

5.3.1.2 To Define a Fixed Camera Source

To define a fixed camera source

1. Inthe Setup workspace, select Camera > Type & Model. The Type & Model screenis
displayed.

Camera = Type & Model

Channel name: ioibox trk101
Camera Type
@ Fixed

Image Quality Enhancer
@ Automatic O Manual

Brightness 0 1000 |
Contrast: 0 1000 |
Saturation 0 1000 |

|#] Enable noise reduction Save

trk-101 Camera Type & Model Screen

2. Inthe Camera Type area, select Fixed.

3. Click Apply. The camera type is set as fixed.

To adjustimage quality
1. From the Image Quality E nhancer section, select either Automatic or Manual.

@

Tip:

Always use the automatic Image Quality Enhancer option.
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2. If Manual is selected, use the sliders to change the following settings:

*  Brightness
e Contrast
e Saturation

3. Ifyou want to enable 2D Noise Reduction, select the Enable Noise Reduction checkbox.

4. Click Save. The settings for enhancing the image are sawed.

5.3.1.3 Defining a PTZ Camera on trk-101-P

This section describes how to define that the camera being configured by the TRK encoder receives the
video signal from a Pan/Tilt/Zoom (PTZ) camera.

Note:
1. Only the trk-101-P encoder supports PTZ cameras.

2. When a fixed camera is connected to the trk-101-P, only the fields illustrated in the trk-101
Camera Type & Model Screen are displayed.

The following table describes the buttons and fields in the Type & Model screen:

Setting Description

Channel name Name assigned to the camera.

Camera Type

Fixed Indicates that a stationary camera is connected to the unit. If a fixed
camera is connected to the unit, PTZ camera related fields are grayed
out.

Pan/Tilt/Zoom Indicates that a PTZ camera is connected to the unit.

(PT2)

Camera Model

Manufacturer The manufacturer of the PTZ camera.
Model The PTZ camera model.
Max zoom Maximum optical zoom setting of the camera.

Communication

Port The port and protocol of the physical connection on the encoder.
Protocol The protocol of the physical connection on the encoder (RS-232 or RS-485).
Device ID The camera ID number as set in the PTZ camera itself. For more information
on this number, refer to the manufacturer's documentation of the PTZ
camera.
HTML Edition Units User Guide November 7, 2016
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Setting Description

Baud Rate Communication setting that specifies the number of bits transferred per
second between the ioi unit and the camera on the specific port.

Parity Communication setting that specifies whether the data (packets) contains a
parity bit for error detection and whether that parity bit is Odd Parity or Even
Parity. This setting should match manufacturer's PTZ model specifications.

Start bits Communication setting that specifies the number of start bit(s) that signify
the start of a new packet This setting should match manufacturer's PTZ
model specifications.

Stop bits Communication setting that specifies the number of stop bit(s) that signify
the end of a packet. This setting should match the manufacturer's PTZ
model specifications.

P The camera's IP address.

Port The network port used to access the camera via HTTP. Usually, this is port
80.

User The user name assigned to the camera.

Password The password.for authorized users to access the camera.

Image Quality Enhancer

Automatic/ Determines which image enhancement method is to be used (Automatic
Manual or Manual).
* Automatic enhancement enables the built-in image enhancer to
determine the best settings for detection at any given time
*  Manual enhancement enables you to determine the image settings
using the sliders described below

Brightness Sets for the amount of white added to the color of the image. From the
drop-down list, select a number from 0-100.

*  The higher the number, the more intense (whiter) the image
«  The lower the number, the less intemse (less white) the image

Contrast Sets the difference between colors (gray scale). From the drop-down list,
select a number from 0-100.

»  The higher the number, the lighter the colors
+  The lower the number, the darker (more gray) the colors

Saturation Sets the vividness of hue (the degree of difference from a gray of the same
lightness or brightness). From the drop-down list, select a number from 0-
100.

»  The higher the number, the sharmperthe colors
+ The lower the number, the colors will be less sharp

Enable noise Activates the 2D noise reduction filter.
reduction
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The PTZ controller located below the display window includes the following buttons:

Buttons Description

o Pan Left: Rotates the PTZ camera to the left.

b Pan Right: Rotates the PTZ camera to the right.

A Tilt Up: Tilts the PTZ camera upwards.

v Tilt Down: Tilts the PTZ camera downwards.

) Zoom In: Increases the magnification in the Viewing area.
\1 Zoom Out: Decreases the magnification in the Viewing area.

Speed: Determines the speed at which the camera controls mowe
< the camera when panning, tilting or zooming.

Spead

After defining the camera model and control communication settings, you must run the PTZ Camera
Definition Wizard to complete the configuration process. See Using the PTZ Camera Definition Wizard.
5.3.1.3.1 Defining the PTZ Camera Model and Control Communication Settings

This section describes how to define the camera model and control communications settings for a PTZ
camera.

Note:

1. When a PTZ camera is attached to the trk-101-P PTZ Tracker, a fixed camera will automatically
hand-off a tracked object from the fixed camera to the PTZ camera. Depth and rules should be
defined on the fixed camera before configuring the handoff settings on the PTZ

camera as described in Step 3: PTZ Synchronization with Fixed Cameras.

2. If you change the depth on the fixed camera, you must perform the binding process
again.
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To configure the PTZ camera settings and activate the PTZ Camera Definition Wizard
1. Select Camera > Type & Model. The Type & Model screenis displayed.

4 Camera = Type & Model

Channel name:

ioibox trk101-P

Camera Type
O Fixed
@ Pan/Tilt/Zoom (PTZ)

Camera Model
Manufacturer

—
P I5)
Communication

o —O
M .

[ S e

Parity: fe 9 G4 [ s | O
Start bits | Image Quality Enhancer
[

IP: Port
| | | |

Device 1D:

Baud rate:

O Automatic @ Manual
Brightness: 0 @100

Stop bits

Contrast: 0 @=———100

User. | | Password:: [ |

Saturation: 0 @Q——— 100

Apply Start PTZ Setup Enable noise reduction Save

trk-101-P Camera Type & Model Screen

In the Camera Type area, select Pan/Tilt/Zoom (PTZ). The fields for configuring PTZ cameras
are activated.

From the Manufacturer drop-down list, select the camera’s manufacturer.

From the Model drop-down list, select the PTZ camera model. A description of the camerais
displayed in the Description field. The default values for the remaining fields in the screen are
automatically configured.

Do one of the following:

« Ifthe values do not need to be changed, proceed to step 18.
« Ifthe values need to be changed, change them as described in the following steps.

From the Maximum Zoom drop-down list, select the maximum zoom to use.

From the Port drop-down list, select RS-485, which is the standard physical connection used by

the encoder for PTZ controllercommunication.

AN

Caution:

Be sure that the two control wires from the PTZ camera are properly connected to the RS-485
port on the encoder. Refer to the encoder’s installation manual for more information.

8. From the Protocol drop-down list, select the protocol of the physical connection on the unit

being used for PTZ controller communication.

9. From the Device ID drop-down list, select the camera ID number.

November 7, 2016
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Note:

The camera ID number is the camera’s Pelco D address, which normally is set by dip switches
on the camera. Refer to the camera’s installation manual for more information.

10. From Baud Rate drop-down list, select the baud rate.

11. From the Parity drop-down list, select the parity to use (Odd, Even or None).

12. From the Start Bits drop-down list, select the start bits value.

13. From the Stop Bits drop-down list, select the stop bits value. Verify the settings are correct by
trying to move the camera using the control buttons from the application.

14. In the /P field, enter the unit's IP address.

15. In the Port field, enter the network port used to access the camera via HTTP. Usually, this is port
80.

16. In the User field, enter the user name assigned to the camera.
17. In the Password field, enter the password.for authorized users to access the camera.
18. Click Apply. The PTZ camera and its control settings are configured.

19. Use the PTZ control buttons located below the display area to move the camera and erify that
the settings you have defined are correct.

Note:

Before proceeding to the next step, make sure that the settings on the PTZ camera match
the detection requirements for an ioi unit. Refer to Tips for Configuring Stationary Cameras and
Third-Party PTZ Cameras.

20. Click Start PTZ Setup and follow the steps in the PTZ Camera Definition Wizard.

21. After completing the above steps, configure the image quality settings in the Image Quality
Enhancer section of the screen illustrated above. See following section.
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5.3.1.3.1.1 Using the PTZ Camera Definition Wizard

The PTZ Camera Definition Wizard simplifies the process of setting up a PTZ camera. It includes the
following steps:

+ Step 1: Detection & Tracking

+ Step 2: Calibration

« Step 3: Preset & Playlist or Step 3: PTZ Synchronization
» Step 4: Tracking Parameters

Step 1: Detection & Tracking

The first step of the PTZ camera wizard is to define the detection mode used on the unit being
configured. The following is an example of the Detection & Tracking screen.

Cameara = FTZ Selup » Detection & Tracking

Detaction & Tracking Oplions
Detaction from this camera
With avtamatic fracking

i@ Deleclion from another camera wilh Aulamalic PTZ
tracking

JManual detection wilh Automatic FTE tracking

This camera will be wsed Tor aulamalic tracking of an object
detecied om a different camera (fixed). Need to comelates
the scone of views of both cameras (later on i this

wizard)

Important; Make sere to defing depth 2etilngs on aach
camera used for defeclion Before synehranizing wilh this
camera. Any depth seifings changes on & camera used for
doteciion requires to re-synchronice.

Dedection & Tracking Calbration PTZ Synchronization Tracking Parameies

Detection & Tracking Wizard Screen
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The Detection & Tracking screen includes the following fields:

Setting Description

Detection from this Enables automatic detection from the PTZ camera presets as
camera follows:
e Enables you to define camera presets and detection on
each defined preset. Depth setting and detection rules
must be defined on each preset doing detection.

e Supports PTZ tracking with autonomous tracking or no
tracking settings depending on whether the With
automatic tracking option is selected.

Note:

Autonomous tracking is not available for generic PTZ
cameras.

e Supports playlist definitions for timed movement among
the defined presets. At each preset its depth and
detection settings are loaded and executed.

W ith automatic Enables and disables autonomous PTZ Tracking. Enables and

tracking disables the automatic control of the camera movement by the
encoder for autonomous tracking of detected intruders. There is no
need for user intervention or joystick use.

Note:

Autonomous tracking is not available when "Generic Pan/Tilt/
Zoom” is selected as the PTZ camera model.

Detection from Detection is made on stationary cameras constantly monitoring
another camera with  the target field of view (FOV) and no detection is made on the PTZ
Automatic PTZ camera (used only for tracking).

tracking Enables a handoff to be made from a stationary camera to a PTZ

camera when an intrusion is detected by the stationary camera.
The handoff enables the PTZ camera to automatically track the

intruder.
Manual detection Enables manual (user-initiated) detection as follows:
with Automatlc PTZ e Supports the definition of camera presets, but detection
tracking does not take place.

e Enables PTZ tracking of a suspect selected by the user
in the unit's HTML interface Live View.

e Supports playlist definitions for timed movement among
the defined presets when operating in NVR mode and
there is live video.
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Setting Description

Note:

Video can be viewed in Live View only when the unit is
operating in NVR mode. In other operating modes, it is not
possible to use manual tracking.

Select the required options and click Next to mowe to the next screen in the wizard. The Calibration
screen opens.

Step 2: Calibration

The calibration step is required for the TRK encoder to learn the parameters of the PTZcamera for
automatic control and autonomous object tracking purposes.

The following is an illustration of the Calibration screen:

Camera = PTZ Setup = Calibration

Camera Height
@ Unknown
) Set camera height: (0.0 * Faet
Calibration
Before calibration:

1. Set PTZ camera to full Zoom-out.
2. Set tilt angle to 30-50 degrees below the horizon

m Herizan line:
el 300
line.

3. Scene background must contain different slatic
objects (As many as possible)

Al
Calibration status: Camera is already calibrated -~ — - speed \
v o Q Q)
L -
Calibrate
Detection & Tracking Calibration FTZ Synchronization Tracking Parameters
Previous Next
Calibration Wizard Screen
The Calibration screen includes the following fields:
Setting Description
Unknown Indicates that the camera installation height is not known and cannot be

used forimproving the detection settings.
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Setting Description

Set camera  The height of the camera installation in relation to the detection plane.

height Note that the use of this parameter (accurate value) improves the detection
results.

Calibrate Initiates the calibration process.

button

Calibration Provides information on the calibration results and indication whether the

status calibration was successful or not.

Select the required options and click Next to mowe to the next screen in the wizard. The PTZ
Synchronization screen opens.

To calibrate a PTZ camera
1. In the Camera Height area, do one of the following:

If you do not know the installed camera’s height measurements, select Unk nown.

If you know the installed camera’s height measurement, enter the camera height in the Set
Camera Height text box.

Note:

1. The camera height is the height of the camera lens relative to the Primary
Ground plane where the intended tracking will take place.

2. The camera height value greatly influences the detection and tracking
accuracy. It is highly recommended to provide a precise camera height value
when possible.

2. Using the PTZ controller, set the zoom on the PTZ camera to the widest view (Maximum Zoom
Out). Tilt and rotate it to a scene that is optimal, according the instructions on the PTZ Camera
Definition Wizard screen.

3. Set the optical zoom to full zoom out position for the calibration scene. This positionis only
needed during calibration and is used as the benchmark for zoom settings.

4. Set the camera tilt to 30-50° below the horizontal line parallel to the ground.

5. For calibration, the camera should be framed-up to a scene that contains many noticeable
objects well distributed throughout the field of view. This position is only needed during
calibration for optical checking.

Note:

There should be as many “hard-edges” as possible. Well defined edges (like cars, boxes,
crates, etc.) will produce a more accurate result.

6. Click Calibrate.
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7. Review the Calibration status and Results. If the calibration failed or the results are significantly
flawed, redo this procedure and refine the settings and scene as needed.

8. Click Next to mowe to the next step in the wizard.

9. Do one of the following:

« Ifyou selected Detection from this camera or Manual detection with Automatic PTZ tracking

in Step 1: Detection & Tracking, continue with Step 3: Preset & Playlist.
» Ifyou selected Detection from another camera with Automatic PTZ tracking in Step 1:

Detection & Tracking, continue with Step 3: PTZ Synchronization.
Step 3: Presets & Playlist

Note:

This step is only available if you selected Detection from this camera or Manual detection with
Automatic PTZ tracking in Step 1: Detection & Tracking.

The Presets & Playlist screen enables you to define preset camera viewing positions and design a
timed display sequence for running “step and stare” viewing known as a Playlist.

A Playlist enables you to organize configured presets into sequenced order presets. When a playlist
runs, the Pan/Tilt/Zoom camera mowes through each preset in the list for the defined duration enabling
viewing and (if configured in step 2) detection as long as the camera is armed. When you create the
Playlist you can define the duration of staying on each preset.

Itis not necessary to include all the presets to be included in the playlist (timed
sequence).

Note:

When detecting from the PTZ camera presets, make sure the playlist stop duration is
enough for the detection rules and settings to load and enable detection.

The duration should be sufficient for the type of detection required, so that an intruder has
sufficient time to cover the minimal distance while the preset is on-screen. Short display
durations can conflict with slow-moving intruders who do not cover the required distance. In
scenarios such as these, consider adjustments to the minimum distance or extending the
preset’s duration. In addition, consider using a stationary camera for full-time surveillance
of areas.

AN\

Caution:

All presets on a PTZ camera connected to a TRK encoder must be defined through the unit's HTML
interface. Do not set presets directly on the PTZ camera.
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The following is an example of the Presets & Playlist wizard step:

Camera > PT2 Setup > Presets & Plaglist

Down Remove

Presets & Plajist

Preset & Playlist Wizard Screen

The Presets & Playlist Wizard screen includes the following columns and buttons.

Setting Description

Presets

No. The number of the preset as assigned by the unit. The number of presets
rows in the table according to the number of presets supported by the
camera (maximum 32).

Name The name assigned to the preset (can be edited).

Status Shows whether or not the specific preset is set.

Set Sets the selected preset to the current camera position.

Clear Clears the preset from the Preset list.

Add to playlist

Adds the selected preset to the playlist. The same preset can be added
several times to the playlist.

Go to preset

Moves the camera position to the selected preset.

Playlist

Seq. No. The sequence in which the preset is accessed by the playlist.

Preset No. The number of the preset as assigned by the unit.

Name The name of the Preset.

Duration The period of time (in seconds) that the camera stays on the preset location
until moving to the next preset in the playlist.

Up Moves the selected preset one position up in the playlist. This is used for
sorting the playlist into the desired sequential order.

Down Moves the selected preset one position down in the playlist. This is used
for sorting the playlist into the desired sequential order.

Remove Removwes the selected preset from the playlist.
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To configure presetsand playlists

1. Create presets by moving the camera position to a required scene and set each preset. See To
Create a Preset.

2. Create a playlist from the presets list. See To Create a Playlist.

3. After creating your presets and playlist, click Next to go to the next step in the wizard. See
Step 4: Tracking Parameters.

To create a preset
1. Inthe Preset list, select the preset (row) you want to create.

Note:

1. When detecting from the PTZ camera presets, make sure the playlist stop duration is
enough for the detection rules and settings to load and enable detection.

2. The table is populated automatically with rows according to the number of presets of the
specific PTZ camera model (up to 32).

2. Using the PTZ controller, navigate as directly as possible to the scene to set as preset. In order
to prevent poorly defined presets, take the following steps when defining presets:

« Before beginning preset definition, get a clear idea of where you want the next preset to be
positioned.

* Navigate as directly as possible. Remember that any superfluous mowements may reduce the
preset accuracy.

Note:

1. All presets are referenced from the calibration scene, which is the camera
position on which calibration was performed.

2. Be sure to navigate directly from one preset target position to the next, as
every movement made with the PTZ controller is configured in the preset.
Consequently, the more preset positions that are made, the greater is the
possibility of errors occurring.
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3. When the camera is at the position, click Set. The preset is set.
Note:
All presets are referenced from the calibration scene (the camera position on which

calibrationwas performed). After setting a preset, the camera returns automatically to the
calibration position, ready for an additional preset configuration.

4. Repeat steps 1 through 3 for all the presets you want to create.

To remove a preset
1. Inthe Preset list, select the preset that you want to removwe.

2. Click Clear. The preset is removed.
A
Caution:

If you remowe a preset that has already been configured for detection, playlists, and PTZ
handoff, you will lose all configurations related to the removed preset.

To create a playlist
1. Inthe Preset list, select the prseset that you want to add to the playlist.

2. Click Add to playlist.

3. Inthe Duration drop-down list, enter the time in seconds that you want the camera to remain in
the preset location until moving to the next preset in the sequence.

4. Change the order of the presets in the playlist using the Up and Dow n buttons.

Note:

A preset can be added more than once to the playlist.
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Step 3: PTZ Synchronization with Fixed Cameras

Note:

1. This step is only available if you selected Detection from another camera with Automatic PTZ
tracking in step 1 of the PTZ wizard. See Step 1: Detection & Tracking.

2. Depth and rules should be defined on the fixed camera before configuring the
handoff settings on the PTZ camera.

3. If you change the depth on the fixed camera, you must perform the binding process
again.

PTZ synchronization is required when detection is performed by a fixed camera which continuously
monitors the target area and hands off the detection results to the PTZ camera, which then continues
tracking the detected intruder.

The PTZ Synchronization step enables you to synchronize the field of view (FOV) in a preset with the
image from a fixed camera monitoring a similar FOV.

Synchronizing the PTZ and fixed cameras requires two steps:

+  Setting a preset for the PTZ camera that is the same or has a larger field of view as the fixed camera.

«  Correlating 8 points in the field of iew of both the fixed and PTZ cameras (i.e. marking the same point
in the monitored area both in the PTZ preset scene and the fixed camera scene). See To set
correlation points in a preset.

Note:

Correlation points are two points representing the same physical location: one on the PTZ camera
video image (preset) and the other on the stationary camera \ideo image.

AN

Caution:

Accurate placement of these points is absolutely critical to the correct operation of the handoff
feature. The zoom tools should be used to ensure that the markers correspond exactly to the
same item on both camera views. Markers are to reference items ONLY on the ground level.
Any item elevated abowve the primary ground plane cannot be used as a reference.

As part of the synchronization definition, you can define priorities for situations with more than one
single intruder (multiple detections). These priorities configure the PTZ camera to continue with its
current tracking or stop the tracking and start tracking the newly detected object.

In the following example of the PTZ Synchronization screen, the correlation points for the fixed camera
are displayed in the window on the left and the correlation points for Preset 2 of the PTZ camera are
displayed in the window on the right. The numbers and locations of the presets are the same in both
windows.

November 7, 2016 HTML Edition Units User Guide 67



Configuring the Unit

Camera > PTZ Setup = PTZ Synchronization

# | Preset name Synch with camera Channel Status
1 | Pressti1 Not sel yal NIA Preset is set. ~
2 |Preset 2 10.70.20.238 1 Fully set
'3 |Preset3 |Not set yel, |NIA Preset not set yet. b
Set preset unzel preset Interrupt |:{mnnu= angeing tracking -l
mode .
Fixed Camera Selection FTZ Camera
—
| »
) f
Test
—
- |F
Link
—
i &
P
Q
IP Address: 10.70.20.238:8080  ioiHD
Add Manually Add
speed
Channel oHOG [=]
name _
Disconnect
Delection & Tracking Calibration PTZ Synchronization Tracking Paramelers

Previous Mt

trk-101-P PTZ Synchronization Screen

The PTZ Synchronization screen has the following fields and buttons:

Field/Button Description

# Number assigned to the preset.

Preset name Name of the preset (editable).

Synch with The IP address of the stationary camera which will perform the detection

camera and will handoff the intruder information to the PTZ camera for autonomous
tracking.

Channel N/A

Status Current status for this preset (Preset is set/fully set/not set yet/not defined/
synched with fixed camera, or More sync points needed).

Set preset Sets the current camera position and zoom as the selected preset.

Unset preset

Clears the selected preset (camera position and zoom).

Interrupt mode

For situations with more than a single intruder (multiple detections
simultaneously), this mode determines which of the following actions the
PTZ camera will perform:

» Continue its current tracking (Continue ongoing tracking)

» Stop the current tracking and track the new detection (Track last detected
object)

Test Tests the synchronization settings between scenes. After correlating the
FQOV of the PTZ camera with the FOV of the fixed camera, moving the
mouse around in the fixed camera video screen will show the related
position in the PTZ scene.

Link Starts the calculations for correlating the scenes after positioning the

correlation points and links the PTZ preset with the fixed camera.
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Field/Button Description

1] The Pause button freezes the image.
- The Play button displays the Live Video image.

IP address IP address of a discovered stationary camera on the which will perform
detection and handoff to the specific preset of the PTZ camera.

Add Manually If the stationary is not discovered (i.e., it is located on another VLAN), enter
the IP address in the text box. Then click Add. If it is successfully added,
the camera's IP address is added to the IP Address drop-down list.

Add Click this button to manually add a camera that was not discovered.The

encoder searches for the camera and adds it if it is discovered. After the
camera is added, select it from the IP Address drop-down list and click

Connect.

Channel name Displays the name of the selected fixed camera.

Connect/ Connects to the stationary camera at the address selected in the IP
Disconnect address field. Click Disconnect to disconnect the stationary camera.

The camera selection windows include the following buttons:

Buttons Description

Select point: Selects a correlation point in the PTZ camera view window
The Selected point can be moved and positioned by dragging them.

T Add point: Adds a correlation point to both the stationary and PTZ

camera video windows.

’?‘ Delete point: Deletes a correlation point in both the stationary and PTZ
camera video windows.

’I Zoom In: Increases the optical magnification in the Viewing area.

’E‘ Zoom Out: Decreases the optical magnification in the Viewing area.

’i‘ Pan: Enables you to move the magnified view in the Viewing area. The

Viewing area must be in a magnified state in order to use this tool.

To configure PTZ synchronization

1.

Note:

Set each preset position by moving the PTZ camera position to a required field of view (FOV)
and set the preset.

Only one stationary camera can be synchronized to a preset. Set a preset for each

stationary camera to be synchronized even if they have similar field of view.
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2. Create correlation points for each preset to be synchronized with a fixed camera. See procedure

below: To set correlation points in a preset.
@ |
Note:

Correlation points are two points representing the same location (physical place), one on the
PTZ camera video image (preset) and the other on the stationary camera video image. See
Figure: trk-101-P PTZ Synchronization Screen.

3. After synchronizing the fixed and PTZ cameras, click Next to go to the next step in the wizard.

See Step 4: Tracking Parameters.

To create a preset

In the Preset list, select the preset you want to create.

Caution:

All presets on a PTZ camera connected to a TRK encoder must be defined through the web
interface. Do not set presets directly on the PTZ camera.

Note:

1.The table is populated automatically with rows according to the number of presets of
the specific PTZ camera model (up to 32).

2. Only one stationary camera can be synchronized to a single preset. Set a preset for
each stationary camera to be synchronized, even if they have similar field of view.

3. All presets are referenced from the “Calibration” scene (the camera position on which
calibration was performed).

2. Using the PTZ controller, navigate as directly as possible to the scene to set as preset. In order

to prevent poorly defined presets, take the following steps when defining presets:

a. Before beginning preset definition, get a clear idea of where you want the next preset to
be.

b. Navigate as directly as possible. Remember that any superfluous movements may reduce
the preset accuracy.

Note:

You must navigate as directly as possible to the preset target scene, as every
movement made with the PTZ controller is taken into account. Consequently, the
more movements that are made, the greater the possibility of accumulating errors.
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c. When the camera is at the position, click Set Preset. The preset position is set.

Note:

After setting a preset the camera returns automatically to the calibration position,
ready for an additional preset configuration.

3. Repeat steps 1 and 2 for all the presets that you want to set.

To remove a preset
1. Inthe Preset list, select the preset that you want to clear.

2. Click Clear Preset. The preset position is cleared.

/N

Caution:

If you remowve a preset that has already been configured for detection, playlists, or PTZ handoff,
you lose all configurations related to the removed preset.

To set correlation points in a preset

1. Inthe PTZ Camera toolbar, select Add Point @ .
2. Move your mouse in the PTZ Camera window to the position where you want to place the
correlation point and click. A correlation point is displayed 1.

Note:

1. Correlation points are numbered in sequence from 1 to 8. A corresponding numbered
marker will appear on the fixed camera window. Use your mouse and the Select/Zoom/
Hand tools to adjust the location of each marker in both windows so that the marker
points exactly to the same location on both cameras.

2. Correlation points should only be placed on the ground lewel, i.e. the primary ground
plane. Any points elevated off the ground level should not be used.

3. The two correlation markers should point exactly to the same physical location in both
camera views. Any error here will result in poor hand-off performance.

4. Use the available viewing tools (Zoom-in, Zoom-Out, Pan, and Close-up) to enlarge the
image and focus on the specific place to improve the placement accuracy of the correlation
points.

3. Repeat step 2 for each correlation point you want to create. You must create 8 correlation
points.
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r—‘a

4. If you want to move any correlation point, click Sele ct point . and mowe the correlation point
as required.

5. To delete a correlation point, select it by using the Select point tool.

™

| fF
6. Click Delete point “-—. The correlation point is deleted.

7. After defining all the correlation points, click Test to confirm that the correlation between the
Fixed Camera and PTZ Camera windows is correct, by moving the mouse on the fixed
cameravideo screen. A correlated (synchronized) movement is displayed on the PTZ camera
window.

8. Correct the correlation points in either of the windows until the test is successful.

9. Click Link. The correlation points between the Fixed Camera Selection and PTZ Camera
windows are linked and the PTZ preset is synchronized with the fixed camera.

To set the Interrupt mode
1. From the Interrupt mode drop-down list, select the priority for the PTZ camera. Select from:

*  Continue ongoing tracking: The PTZ camera ignores additional detection handoffs while
tracking.

» Track last detected object. The PTZ camera stops its current tracking and starts tracking the
new detection handoff.

Step 4: Tracking Parameters

The Tracking Parameters screen enables you to define the PTZ camera settings during Autonomous
PTZ Tracking.

The following is an example of the Tracking Parameters screen:
Camera = PTZ Selup = Tracking Parameters

Tracked Qbject

wo [0

Size in frame: 0

Delection & Tracking Calibration PTZ Synchronization Tracking Paramelers

Previous Finish

Tracking Parameters Screen
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The Tracking Parameters screen has the following fields:

Setting Description

Size in frame The size of an object in the display area during Autonomous PTZ
Tracking, relative to the video screen.

To set tracking parameters

1. Move the slider to the required size or select the required value of ratio between the object
dimension and the frame size.

5.3.1.3.1.2 To Adjust Image Quality

The Image Quality Enhancer section includes the following settings:

Automatic/ Determines which image enhancement method is to be used (Automatic
Manual or Manual).
+ Automatic enhancement enables the built-in image enhancer to
determine the best settings for detection at any given time
+ Manual enhancement enables you to determine the image settings
using the sliders described below

Brightness Sets for the amount of white added to the color of the image. From the
drop-down list, select a number from 0-100.

*  The higher the number, the more intense (whiter) the image
«  The lower the number, the less intemse (less white) the image

Contrast Sets the difference between colors (gray scale). From the drop-down list,
select a number from 0-100.

»  The higher the number, the lighter the colors
+  The lower the number, the darker (more gray) the colors

Saturation Sets the vividness of hue (the degree of difference from a gray of the same
lightness or brightness). From the drop-down list, select a number from O-
100.

»  The higher the number, the sharmperthe colors
*  The lower the number, the colors will be less sharp

Enable noise Activates the 2D noise reduction filter.
reduction

To adjustimage quality
1. From the Image Quality Enhancer section, select either Automatic or Manual.

@

Tip:
Always use the automatic Image Quality Enhancer option.

2. If Manual is selected, use the sliders to change the following settings:

*  Brightness
e Contrast
e Saturation
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3. Ifyou want to enable 2D Noise Reduction, select the Enable Noise Reduction checkbox.

4. Click Save. The settings for enhancing the image are sawed.

5.3.2 Configuring On-Screen Display Settings

The On-Screen Display window determines the information to be displayed on the video screen as an
overlay on top of the video. The settings on this window define the selection, alignment and color
configuration of the various overlays that appear during normal monitoring, events and detection.
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On-Screen Display Window

Note:

1. Analog output from the unit is disabled by default and must be enabled if necessary.

2. The settings under the Tracking Information section refer both to the IP streaming video and
analog video output.

3. The settings under the Camera Information section refer only to the analog video output and do
not affect the IP streaming video content.

The On-Screen Display Window includes the following fields:

Setting Description

Enables the output of processed analog video from the unit to analog
devices such as monitors, DVR, and so on.

Note:

Analog output from the unit is disabled by default and must be enabled via the

Enable analog unit's web interface.
video output
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Setting Description
Display Enables and disables the display of tracking marks on top of the detected
tracking objects according to the defined tracking shape. When enabled, this setting
information refers both to the IP streaming video and analog video output.
Rectangle: Indicates a detected object is marked by a rectangle around the
detected object.
Figure Rectangle Tracking Shape
Crosshair: Indicates a detected object is marked by a crosshair (+) overlay
centered on the detected object.
Tracking
shape CrosshairTracking Shape
Enables and disables the OSD to show a trailing line where the moving
vehicle or person has been. The drop-down list enables you to select how
much trail history is displayed. Any trail information that has aged beyond
Display trail this threshold time is subtracted from the trail’s display length.
The color assigned to tracking shapes and trails for one or more detected
threats.
» Automatic: The system to determine the next color for each of multiple
intruders or threats.
Tracking » Custom: Enables you to define the color to be used for the first five detected
color intruders and threats that are simultaneously viewed on an alarm video.
1-5
(intruder This feature is only activated when the Tracking Color is set to Custom.
colors) Select up to five different colors for tracking sequential intrusions or threats.
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Setting Description

Display camera-related OSD information on the display according to your
selectionin the Display column of the Camera Information list.

Note:
Display The settings under this section refer only to the analog video output. They do
camera not affect the IP streaming video content.
information
Font Enables you to select the font for the OSD.

Enables you to select the font size for the OSD.

» Small

* Medium
Font size + Large

5.3.2.1 OSD Camera Information List

The following table describes the columns in the OSD Camera Information list:

Column Description
Type Description of the following OSD types.
Note:

The settings under this section refer only to the analog video
output. They do not affect the IP streaming video content.

Channel Name of the channel as OSD text.
Name
Date Date stamp that is the current date on the unit.
Time Time stamp that is the current time of the unit.
Status Status of a camera. The following are status texts are
displayed:
» Armed: The camera is armed for detection. Is not in an alarm
state

» Live: The camerais disarmed. Is not in an alarm state
+ Alam: The camera has detected. Is in an alarm state
*  Not Connected: The camera is not connected to the network

Alert Displays a text alert and other custom text when a detection
display occurs.
message
Blinking Shows a blinking customized rectangle when an alarm
alarm notification occurs.
notification
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Column Description
Can be used for triggering DVR events recording using the low
accuracy DVR Video Motion Detection (VMD) to monitor the
blinking alarm.
No signal Displays No Signal or other configured text when the video input
message signal is lost.
Bad signal Displays Bad Signal or other configured text when the video
message Input signal is poor quality.
Low Displays Low Visibility or other configured text when a low
visibility visibility alarm occurs (video with significantly low grayscale
message variance).
Camera Displays Camera Shift or other configured text when a Camera
shift Shift alarm occurs (stationary camera is physically mowved from
message its original view).
Good signal Displays Signal OK or other configured text when the video
message signal is good.
Video Displays Video Disabled or other configured text when the video
disabled is disabled.
message
Display Select if you want to display the OSD type.
Caption W here applicable, this column enables you to define the
caption to be displayed for the OSD type.
Background Select the background color that is displayed behind the overlay
color text. If Transparent is selected, no background color is applied.
Foreground Select the color for the OSD text.
color
Horizontal Sets the text on-screen position. Select from:
Align . Left
+ Center
*  Right alignment
Vertical Sets the text on-screen position. Select from:
Align e Top
«  Middle
» Bottom
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The following is an example of the Preview screen showing the OSD configuration.

Preview

OSD Configurations in Preview Window

5.3.2.2 To Define the On-Screen Display Settings Tab

To define the On-Screen Display settings tab

1.

8.
9.

In the Setup workspace, select Camera > On Screen Display. The On-Screen Display
screenis displayed. See Figure: On-Screen Window Di

In the Analog Video area, select Enable analog video output if you want to enable analog video.

In the Track ing Information area, select Display tracking information if you want to display
tracking.

Configure the tracking shapes and colors as follows:

a. From the Tracking Shape drop-down list, select the required shape.
b. To display a tracking trail, select Display trail.
Select the time that you want the trail history shown in the display.

From the Tracking color drop-down list, select one of the following options to define the color:

a. Automatic if you want the system to automatically select the tracking color.
b. Manual if you want to manually define the color. If you choose Manual, you can define up
to five tracking colors.
To display camera information on the analog video output, select Display camera information.

From the Font size drop-down list, select the required font size.

Define the information you want to display as explained in the OSD Camera Information List.

10. Click Apply. Your settings are saved.
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5.3.3 Configuring Streaming Settings

The Streaming screen enables you to define network video streaming settings, such as compression
(MPEG4, MJPEG, or H.264), resolution, bit rate, etc.

The trk-101 and trk-101-P support one video stream. Following is an example of the trk-101
Streaming screen:

Camera > Streaming

Video Settings

Video standard [nrsc [=]

Main Stream - Settings

Compression: MPEG4 bl
Resolution: CIF b
Max. frame rate; o5 v
Streaming mode: Constant bi rale »

Target bit rate (MBps): [o7s | = | Mbps

Streaming Screen

November 7, 2016 HTML Edition Units User Guide 79



Configuring the Unit

The Streaming screen includes the following fields:

Setting Description Setting
Video
Settings Shows the video settings for the unit.

Video

standard Displays the TV standard of the camera (PAL or NTSC).
Main
Stream - Enables you to define the settings for the main streaming
Settings set.

Compression

Enables you to define the compression mode for the unit:
- MPEGH4

« H.264
« MJPEG
Resolution Enables you to select from the following resolutions:
- CIF
+ VGA
* 4CIF
« 2CIF
- D1
Max. frame Enables you to select the maximum frame rate
rate (PAL: 25 fps/NTSC: 30 fps).
Streaming Enables you to select the streaming mode: Constant bit
mode rate (CBR) or Variable bit rate (VBR).

Note:

Variable bit rate is not available with MJPEG
compression.

Target bit rate
(Mbps)

Enables you to select the target bit rate when using H.264
and MPEG4 compression.

Video Quality

Enables you to select the quality of the streamed video for
all compression types with VBR streaming. Select a
number from 5-100.
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The following table summarizes the various settings for the main stream:

Compres- Resolu- Max. frame Streaming Target bitrate Video quality
sion tion rate — fps mode (Mbps)
(PAL/NTSC)
MPEG4 CIF 25/30 CBR 0.125-1.5 -
MPEG4 CIF 25/30 VBR - 5-100
MPEG4 VGA 25/30 CBR 0.5-2.5 -
MPEG4 VGA 25/30 VBR - 5-100
MPEG4 4CIF 25/30 CBR 1-4 -
MPEG4 4CIF 25/30 VBR - 5-100
MPEG4 2CIF 25/30 CBR PAL: 0.52.0 -
NTSC: 0.25-2.0
MPEG4 2CIF 25/30 VBR - 5-100
MPEG4 D1 25/30 CBR 1-4 -
MPEG4 D1 25/30 VBR - 5-100
H.264 CIF 25/30 CBR 0.125-1.5 -
H.264 CIF 25/30 VBR - 5-100
H.264 VGA 18/22 CBR 0.5-2.5 -
H.264 VGA 18/22 VBR - 5-100
H.264 4CIF 12/15 CBR 0.75-3.0 -
H.264 4CIF 12/15 VBR - 5-100
H.264 2CIF 25/30 CBR 0.25-2 -
H.264 2CIF 25/30 VBR - 5-100
H.264 D1 12/15 CBR 0.75-3 -
H.264 D1 12/15 VBR - 5-100
MJPEG CIF 25/30 CBR - 5-100
MJPEG VGA 25/30 CBR - 5-100
MJPEG 4CIF 25/30 CBR - 5-100
MJPEG 2CIF 25/30 CBR - 5-100
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Compres- Resolu- Max. frame Streaming Target bitrate Video quality
sion tion rate — fps mode (Mbps)
(PAL/NTSC)
MJPEG D1 25/30 CBR - 5-100
5.3.3.1 To Define the Main Stream Settings

To define the main stream settings

1.

In the Setup workspace, select Camera > Streaming. The Streaming screen is displayed.
See Figure: Streaming Screen.

From the Video standard drop-down list, select the video standard for the camera (PAL or
NTSCQ).

Note:

Make sure that the ioi unit and the external analog equipment support the same video standard
(PAL or NTSC).

Confirm that other predefined settings will be deleted.

From the Compression drop-down list, select the compression mode for the camera:

« MPEG4
« H.264
+ MJPEG

From the Resolution drop-down list, select CIF.
From the Max. Frame rate drop-down list, select the maximum frame rate.

From the Streaming mode drop-down-list, select Constant bit rate (CBR) or Variable bit rate
(VBR).

Set the Target bit rate (Mbps) or Max. bit rate (Mbps)

*  When defining MPEG4 or H.264 with CBR, select the Target bit rate (Mbps) from the drop-
down list.

*  When defining MPEG4 or H.264 with VBR, select a value from the Video Quality drop-down
list.
*  When defining MJPEG, select a value from the Video Quality drop-down list.

From the Streaming mode drop-down-list, select Constant bit rate (CBR) or Variable bit rate
(VBR).

*  When defining MPEG4 and H.264: Inthe Target bit rate (Mbps) or maximum bit rate (Mbps)
field, set the bit rate according to the selected streaming mode.
*  When defining MJPEG, select the required quality from the Video Quality drop-down list.

10. Click Apply. Your settings are sawed.
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5.3.4 Aligning the Camera Position

Situations can occur where the camera is moved or shifted from its original position, thus changing its
field of view or, in the case of a PTZ camera, changing its preset position.

In order to awid the need to reconfigure the depth (perspective) settings, the camera alignment
functionality uses a reference image (a snapshot of the camera FOV at the right position) for returning
the camera, or preset in the case of a PTZ camera, to its original position.

The re-aligning method consists on drawing references (same lines or points) on both images
simultaneously, comparing and correcting the camera or preset position accordingly.

The following is an example of the Alignme nt screen on a TRK unit, which shows the original position
FOV and the shifted one on the live video image:

crun Camera: ioibox trk101 Site - Live | Site - Playback | Live View | Setup | Log Out

4 Camera > Alignment
(system D)

) Live Video Reference Picture
{ Network

(Camera )

€ 5| 2]

> Type & Model
> On-Screen Display
> Streaming

3

> Alignment
> SoE

(" Analytics )
Save Upload

Events

Camera > Alignment Screen

5.3.41 To Realign a Camera or Preset Position

To realign a camera or preset position
1. Inthe Setup workspace, select Camera > Alignment. The Alignment screen is displayed.
See figure above.

2. To upload a reference picture from a jpeg file, click Upload. The reference image is displayed in

the right window.
B

3. On top of the Reference Picture, draw lines [7 and/or points “=1 on reference (fixed)
locations, such as columns, windows, borders, signs, etc. The same references appear
simultaneously on the Live Video window.
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Camera » Alignment

The pole shall averlap the 050 mark.
to iefun b the cignal pasilion
JEP T P |eameta mruzl be shited right)

Rafeience Picture

@ LB
Ii—"'ﬂ. r@?‘
!

Save Upload

Camera > Alignment Screen with References

4. Move the camera or preset position so that the OSD marks match the same position as in the
original image (e.g. in the picture above the green line overlaps the pole).

5. Do one of the following:

* For afixed camera, fix the camera position.
* ForaPTZcamera, reset the preset position.

5.3.5 Using Storage on the Edge (SoE)

trk-101/101-P units can store approximately 3800Mb of video clips and recordings in the internal flash
memory on units that are shipped with firmware version 2.1.1 and higher. The clips can be played back with
the free VLC media player.

Note:

1. The remote unit must be operating in NVR mode in order to view video while armed.
2. The VLC player must be the 32-bit version.

The Setup > Camera > SoE screen displays how many events can be stored based on the range
settings, configured video profile and recording profile. Use this screen to enable or disable the SoE
function, to set the pre-event and post-event recording range, and to automatically backup SoE recordings
by FTP.

Note:

1. This feature is enabled only on units that are shipped from the factory with firmware version 2.1.1.
2. This feature is NOT upgradeable on units that are already deployed in the field.

3. Storage is not on a microSD card.

4. It is recommended to set unit date and time before enabling SoE.
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5.3.5.1 To Utilize Storage on the Edge

To utilize Storage on the Edge
1. Select Setup > Camera > SoE. The SoE screen is displayed.

Camera = SoE

Storage On Edge
Video standard:

(U Disabled
i Video Compression:
@ Enabled
Resolution:
Pre-event Range 15 |5 Max. frame rate:
Post-event Range: 15 | Streaming mode

Target bit rate (Kbps)

Number of supported events: 100

Delete all SoE recordings

FTP Backup
() Disabled
@ Enabled
FTP server Name / IP:
FTP server port: 2 H
FTP Username:
FTP Password:
Sub folder: Pertinax

Setup > Camera > SoE Screen

2. In the Storage on Edge area, select Enabled.

PAL

H264

2CIF

25

Constant bit rate

1250

Apply

3. From the Pre-event Range drop-down list, select the number of seconds (0-30) to record before the

event.

4. From the Post-event Range drop-down list, select the number of seconds (10-270) to record after

the event.

5. Click Apply.
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5.3.5.2 To Record an SoE Event

To record an SoE event

1.

Events > Responses

After applying SoE settings, click Events. The Events > Responses screen opens on the
Triggering Event tab.

Name
| Response_1

Triggering Event

Alarms

@ Detection by type
Detection by rule:

External alarm (dry contact)

Enabled

o) Any detection

Schedule

[any gesestion | -|

Open Close

(L) No more detections left in scene

Video Signal

() Video signal

Operations
Power on
) Arm

Disarm

| Triggering Event Action
Activate SoE

Delete

2. Click Add.

Apply

Events > Responses > Triggering Event Screen

3. From the Detection By Type drop-down list, select Any Detection or any other triggering event from

the drop-down list.

Amy detection
Intrusion detection
‘Wiehicle Stopped
Unattended Object
Object Removed

Tripwire detection

{Fence defection

Loitering detection

W

Detection By Type Drop-Down List
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4. Select the Actions tab.

Events > Responses

Name Enabled Triggering Event Action
Response_1 [v] Any detection Activate SoE
-|I-Iespmse_2 v Any detection Activate SoE

 Triggering Event | Actions | Schedule |
[ step Action Settings |
[1 [Activate SoE [... |
[ up || Down | [ Add | Delete
Action: [actvste SoE [+] Perform on this unit
Settings
Activate SoE: @ Immediately

Events > Responses > Actions Screen

5. From the Action drop-down list, select Activate SoE.

6. Repeat the above steps each event that you want to record if you do not want to record all
detections.

7. Click Apply.

Note:

If you do not perform the above steps, the event will not be recorded.
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5.3.5.3 To Backup aFile Using FTP

Note:

If you do not perform the following steps, the event will not be recorded.

To backup a file using FTP
In FTP Backup area, select Enabled.

1.

N o o M w0 D

In the FTP server IP text box, enter the FTP server IP address.

In the FTP server port field, select the port number.

In the FTP Username text box, enter the FTP user name.

In the FTP Password text box, enter the FTP password.

In the Sub folder text box, enter the camera name.

Click Apply.

Note:

The following restrictions apply when using SoE:

1.
2.

Operates only in NVR mode.

Operates only when trk-101/101-P is configured to CBR (Constant Bit Rate) video profile,
which is set on the Setup > Camera > Streaming screen.

Bit rate must be 1.5 Mbps or less.
Operates only on H.264 and MPEG4.

Recording is for events, which must be configured from the Setup > Events screens. This
function is not used for constant recording.

Maximum clip size 300 Mbit (including pre-event and post-event recording).

A configured post-event time range stops the clip recording, even if more events were
triggered. If additional events occur during the clip recording, a new clip is created with
post-event duration.
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5.3.6 Tips for Camera Configuration

This section provides suggestions for configuring stationary cameras and PTZ cameras.

5.3.6.1

Tips for Configuring Stationary Cameras and Third-Party PTZ
Cameras

Following are suggestions for configuring stationary cameras and PTZ cameras:

The encoders only support analog input signal. The video input of the encoder’s white balance signal
should be 1V p/p.

Connected video should be live when the encoder is powered on.

If the camera model supports On-Screen Displays, disable them.

Enable the image stabilizer, if your camera model supports this functionality.

If the camera has built-in motion detection, disable it.

If the camera model has a shutter speed setting that is automatically reduced during night, disable it.
Position the camera to awid scenes that directly view the sun in the daylight.

Extend the sunshield as far as possible. This increases the possibility of the sunshield protecting
from effects of the sun and the lens from dust and weather.

Adjust the camera for clarity of the objects, not necessarily for the best aesthetics.
Adjust the sharpness, brightness, and gain on the camera for optimal settings.

Adjust the focus as follows: Adjust the focus during the day to best view of the area of interest.
Perform final focusing always during the night.

Following are tips for configuring PTZ cameras only:

Analog PTZ cameras must have auto focus. Assure that auto focus (AF) is enabled and manual
focus (MF) disabled.

If the PTZ camera has automatic backlight compensation (BLC), disable it.
If the PTZ camera supports privacy masking, disable all privacy masks.
If the PTZ camera has proportional pan and tilt, disable it.

AN

Caution:

To achieve good tracking results, proportional pan must be disabled.

If the PTZ camera supports digital zoom, the digital zoom should be disabled or adjusted to full zoom
out. Current support for zoom uses optical zoom commands.
If the PTZ camera supports zoom speed settings, refer to the ioi datasheet for the optimal setting.

Disconnect any attached keyboards or controllers, except for unit connection. Use of a splitter and
dual controls may cause interference with unit operations.

If the camera supports sync settings, change the synch setting to internal synchronization.

5.3.6.2 Tips for Configuring All Cameras
5.3.6.2.1 Camera Height and Angle Adjustment

*  When movement towards the camera is to be detected, the camera angle and height
should be adjusted based on the Field of View depth, topology/detection plane, and angle
of intersection.
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©

Tip:

Recommended minimum camera height is 5m (15 feet) above the detection plane (6m/19
feet is advisable). This height should be increased as the detection distance increases.

In case a unit is mounted on a fence, the fence height should be considered. Assuming
fence height is 2.5m/8’, the minimum installation height should be 7.5m (2.5m + 5m)/23
feet (8 feet + 15 feet).

In general, greater heights with smaller inner (steeper) angles provide more pronounced
visualization of movement on the detection plane towards or away from the camera.

If you set a low camera height and a camera angle that is too large (tilt approaching
parallel in relation to the detection plane), visualization of movement towards or away from
the camera will be less pronounced. This may affect the speed of detection if an intruder
makes a precise forward or backward movement (no significant horizon), because the pixel
distance translations will be more difficult to gauge. A one-pixel change, in this situation,
will be equivalent to a considerable distance traveled.

Pole vibration should be up to 0.5° and up to 5% of the field of view.

Pole should be capable of withstanding wind gusts of 80 mph (129 km/h) speed.

The higher the camera is placed on the pole, the larger the Field of View.

Camera installation should be parallel to the horizon without rotations.

In order to avoid blind spots, it is recommended to use multi-camera installation that will
cover all areas.

Camera should not be facing straight down. It should be mounted at 30°- 40° angle from
the object.

An angle of 35° from the horizon is required for getting the right depth angle when setting
up the algorithm.

Wide-angle lenses provide less depth capabilities at distances, as the intruder will appear
smaller at close to 90° (relation to the primary detection plane).

The following image shows how, from the camera’s point of view, the angle at which an
intruder is viewed becomes greater at a distance. Thus, quality of visible progression away
from the camera is less pronounced.

100
| m |

I L

Intercept
Camera — intruder at
100m

s
e 8

T camers Angle
82°

Field of View at 100m

The view nearer the camera is at a steeper angle, the depth is more accurate in
determining depth movements towards or away from the camera (more pixels per
movement at a set distance). If a camera is mounted at 90° to the detection plane, an
approaching object only grows in size, but does not show movement in reference to the
detection plane.
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Poor camera placement can be compensated partially by increasing sensor Gain
(sensitivity). This, however, may increase noise in the image.

The following illustration demonstrates the following conditions:

Camera detection area of 60 meters (197 feet)
Pole height is 4 meters (13 feet)

Camera is mounted at a 35° angle

Lens magnification of 18mm

5.3.6.2.2 Lighting Adjustment

For scenes of depth, lighting should always be behind the camera and not in the front. If
the lighting is in front of the camera, it may cause the auto iris to automatically adjust to
close light. This will reduce visibility at depth where the light is not as strong.

If the foreground is brightly lit, the auto iris may adjust and reduce \visibility at depth where
the light is not as strong.

If using white or yellow lighting, use a Lux meter and measure the lighting by facing the
meter down. The reading for areas that will support detection in white or yellow light
cameras should read at 5 lux or greater.

Lighting (including infrared) should not be directed at the ground in front of the camera. It is
best to direct it nearly parallel to the ground.This will avoid auto iris malfunctioning and to
awoid blurry spots on the surface, which could prevent detection.

If using an infrared illuminator, check that the sensitivity of the camera chip matches the
illuminator specifications.

lllumination units should be installed at a distance, so that the illumination is constant and
floods constantly along the Region of Interest.

Infrared lights should be separate from the camera and directed away from camera lens in
order to awoid attracting bugs.

lllumination units should be located on a different pole than the cameras pole, in order to
prevent false alarms caused by insects attracted to the heat source.

Light poles should be at least 2m (79”) higher than the camera poles.

Moving object light can reduce the analytics performance.

Blinking lights might cause detection issues.

Awoid cameras facing the sunrise or sunset.

Awoid shadows from buildings which can cause the camera Field of View to contain bright
and dark areas.

Thermal cameras do not require any lighting. They are recommended to use in cases
where static and moving lights are expected to be in the scene.
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5.3.6.2.3 Camera Placement

« The tripwire functionality performs optimally when the camera is positioned to point down
the tripwire line of separation.

>
[ [

Camera Trgeenre

Optimal Camera Tripwire Placement

*  When the PTZ synchronization is used, the PTZ camera must translate the stationary
cameras’ three-dimensional coordinates to its own preset scene coordinates.

* In a situation where the stationary camera sends a less than precise depth coordinates,
most often synchronization can overcome errors using the other two coordinates. If,
however, the PTZ camera is at a nearly 90° intersection with a stationary camera, the
margin of error in distance coordinate becomes more pronounced, as individual pixels can
translate into several meters on the horizontal pan of the PTZ camera.

*  When planning the intersection angles of a PTZ and stationary camera, observe the
following guidelines for understanding the level of accuracy on a PTZ handoff at the
different PTZ-to-stationary camera intersect angles (horizontal) for different visual and
camera angles (vertical).

» For a stationary camera with a low camera angle or visual angle (vertical), the following
illustration shows the advantages and disadvantages of intersecting between a PTZ

camera (5 ) and a stationary camera:

[}
Stationary E -
: -
A , S
360" \
b
45° Y

x

\ Intersect Angle
| Optimization
- |2
90'4,,,
; W Medium
!
/
| ra B Low
L

Intersection of PTZ and Stationary Camera with Low Angles

* For a stationary camera with medium camera angle or visual angle (vertical), the following
illustration shows the various qualities at installation angles where the PTZ and stationary
camera synch share a view of an intruder at horizontal intersect angles:

[ A
Stationary E ‘-
: . PTZ
v )
a60* K N
1

Intersect Angle
Optimization

E High
B Wedium

Intersection of PTZ and Stationary Camera with Medium Angles
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For a stationary camera with a steep camera angle or visual angle (vertical angle), the
following illustration shows the qualities at installation angles where the PTZ and
stationary camera sync share a view of an intruder (horizontal intersect angles at
horizontal intersect angles:

I
Stationary E *k
v ) . PTZ
360° K N
. Intersect Angle
Optimization
I High

Intersection of PTZ and Stationary Camera with Steep Angles

If an area is large and requires multiple cameras, place the cameras so that each
camera’s Field of View (FOV) owerlaps sufficiently so that there are no dead zones
between them. Factors of lens selection, camera height, depth, and width of view will
determine the capabilities of the cameras to cover any given FOV area. The overlap should
be such that the area of overlap provides the ability to view the full top-to-bottom height of
an intruder by the camera covering the dead zone of another camera. Owverlapping views
also enable capturing an attempt to tamper or disable an adjacent camera.

P M. e

Incorrect Camera Placement
Security hole allows intruder to approach
without head-to-toe visual needed for
proper size classification and detection

rellow
Camera
Head only

Blue
Carmers
Feet onky

Incorrect Camera Placement with Overlapping FOV

.

Correct Camera Placement
The overlap coverage does not lesve
gaps where an intruder can enter
without being seen head-to-toe

ellow
Camera
Head-to-toe

Blus
Camera
Head-to-toe

Correct Camera Placement with Overlapping FOV
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*  When determining camera height and installation area, consider accessing the camera for
maintenance, camera security, lighting qualities, cabling requirements (factors signal
degradation) and FOV coverage.

« Atter configuring a camera scene in the Setup workspace, be sure to use the Alignment
function to record the camera’s position. In this way, if the camera is shifted during
cleaning or maintenance, it can be restored to the configured scene. See Aligning a
Camera Position.

5.3.6.2.4 Environmental Considerations

Environment (vegetation, weather, animals, etc.) has a vast influence on detections and should be taken
into account when setting up a camera for detection. Considerations include:
*  When PTZ synchronization is used, the PTZ camera must translate the stationary
cameras’ three-dimensional coordinates to its own preset scene coordinates.

* Vegetation can create shadows in certain regions.

»  Consider variables such as parking vehicles.

+ Typical animal types and their sizes should be taken into account.
» Cameras can be dazzled by headlight wash from passing vehicles.

* The relevant size of the far-end detected intruder should be not less than 10% of the frame
size (unless otherwise approved for a specific camera model).

*  Maximum object size should be less than 25% of the frame.

5.4 Configuring Analytics

The Analytics tab contains menus for defining the camera’s depth, rules, and advanced settings.

o The Depth tab enables you define the perspective of the scene being monitored (3D view).
Depth can be calibrated automatically or manually.
o When selecting Manual depth calibration, it is possible for one person to single-
handedly configure a unit's depth by using the Solo Setup function or to configure
multiple units with the Batch Solo Setup function.

OFI.IR' Camera: ioibox trik101-P Site « Live | Site - Playback | Live View | Setup | Log Oul

— -, 4 Analylics = Dapth Units: poer =]

AUTO MANUAL
(“Hetwark
A pou conGuCtEng setup by yourssl?
it Yes", follow the ™50l Setup™ steps,
alberaise contimue with Sep 1.
(camera
Folo Setup

Step 1. Goound & Heighl

Analynics Y Step T Camera & Harizon
Step I Advan bd Depth Region:
= Depth Step 4 Venfication
> Rules
= Advanced

(Events

Mppiy Detault

Analytics > Depth > Manual Tab

o When selecting Auto depth calibration, the camera automatically calculates the
depth based on an advanced algorithm.
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e The Rules tab enables you to define detection rules according to the type of detection you
want to be notified about. When the conditions of a detection rule are met, an alarm is
shown in which you can observe the detection and take the appropriate action. See
Configuring Detection Rules.

e The Advanced tab enables you to define scenes with large or many object and to enable/
disable enhanced detection. See Configuring Advanced Analytic Settings.

5.4.1 Solo Setup

The Solo Setup function enables you to install and setup a camera at the remote site without requiring
another person’s assistance. It is very useful and should be used even if you have another person’s
assistance. With this feature, you can:

e Mowe around within the camera’s field of view.

o Use the camera to record a set of snapshots of the scene while the user is moving around the
camera field of view. Creating the recording of the person in the FOV can be used to adjust
settings without requiring another physical walk through the FOV.

e Use the recording of his movement to setup the depth by marking his height on the camera’s
field of view.

When selecting Solo Setup, a keypad is displayed with the following control icons:

lcon Function Notes
T Starts recording and browses to destination folder

Start Recording  where the clip will be saved

Stop Recording  Stops recording

Browses to the destination folder where clip is stored
Browse and loads the clip

w-
@ Play/Pause Speed X1/X0

Speed X2, X4, X8, X16. Click to increase or decrease

v)

Fast Forward speed.
™~ Speed -X2, -X4, -X8, -X16. Click to increase or decrease
Rewind speed.
November 7, 2016 HTML Edition Units User Guide
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5411 To Perform a Solo Setup

To perform a Solo Setup
1. Open the Setup > Analytics > Depth window. The Solo Setup window is displayed:

4 fnalytics = Depth Units, [Feet -,
Are you sendusting sehip by yourse? '-x m
H"Ves!, faliow the "Solo Sehup” steps, M
atherwise continue with Step 1. Coalls]
Il I
Sola Setup
LERGIERE T T
va's Bekd of view.
#r smene's
% and guideines a
* Selct 8 folder whene e clig wil e stored. Az o A
500N 25 pressng ‘OK, recordng wil star E ﬁ
+ Walk through variaus lncation paints in the
camen's field of s E-
+ Return to the WS and stop recoeding [0
+ Click %] ec joad e cip . ) =l
= Usethe Flay [ FE 1=, Rew (=] 10 cxplore the L
ciip. Folow step 1 o place markens in each of the
lotzalion peinls . —
» Corsime it cteps 274 Properties L i Solo Setup
Marker height s Bon rﬂ @ o
- -
Markers colr [ [+ nom
Sten 1: Ground & Height o , o el A

Step 2 Camera & Honzon

Stop 3 Adhans od Depth Regons
" Rspih Reg Go te Verification tab to verify & apply settings,
Siep 4 Verification
Drefault

Solo Setup Window

o]
2. On the Solo Setup control keypad, click Start Recording to record a view in the camera’s
field of view.

3. Create a separate folder for each camera or Preset to be configured. Recording starts when the
folder is selected.

4. Walk through various locations across the vertical axis of the camera’s field of view in order to
place human height markers and ground guidelines in the clip.

"
5. Press Stop Recording

6. Proceed to the tab for Step 1: Ground & Height.

=
7. Click Browse to load the clip from the folder where it is saved.

-
> 0 =
8. Use the Play , Pause , Fast Forward , and Rewind buttons on the Solo
Setup keypad to explore the clip. The status of the view is displayed on the bottom left side of the
screen.

9. Set the human markers and ground guidelines as defined in Depth Setup Step 1: Ground & Height.
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. . . . L4
10. Exit Clip mode and return to Live mode by pressing the round Play button ©— on the control
panel located to the left of the monitor. The caption under the monitor changes from Clip to Live.

(@)
=]

11. Proceed to the tabs for Steps 2-4 of the Depth Setup to complete the setup and apply settings.

5.41.2 Batch Solo Setup

It is possible to configure Solo Setup (single person depth setup) of multiple trk-101 and trk-101-P units.
This is known as batch solo setup.

To perform a batch Solo Setup

1. Select the Setup > Analytics > Advanced screen, which displays all analytic units in the
physical site (VLAN). The Advanced screen is displayed. The web page searches for the ioi
units and adds them to the Available Units list. Units using firmware version 1.5.7.328 will also
be discovered.

Analylics = Advanced

Available Units For Depih Recording

IP: 10.70.20. 117
salection | B Ch | Cnannei name [Model |, | Model: kit
107020104 |1 | Ay McBeal 101 Channel name: Atmmoy
wiowe |1 | * 000
) IFB000_CH_1
o
10.70.20 108 4 200
FEB000_CH_2
odsan,
10.70.20.142 |3 0304
abbd_CH_3
10.70.20.110 |1 |An eian
107020144 |1 | Rosans scian
107020128 |1 | Metuselah scian
W0 128 1 Whngion i1
107020130 |1 | van Gogh w101
WT0I0.143 |1 | Ritda Tylar L Lalel] L
vy
Sabect Al Unsabect All Feeliash

Advanced Saltings
o] Scene with large sbjects or many objecls

Enabile snhanced detection

Analytics > Advanced Screen

2. From the Available Units list, select the checkbox for the units to setup or click Select All.

November 7, 2016 HTML Edition Units User Guide o7



Configuring the Unit

3. Click the Record icon @ to start recording. The Browse for Folder dialog box opens.

4. In the dialog box, enter the name of the directory in which you want to save the data. By
default, the data for each camera is stored in a folder whose name is the camera’s IP address.

5. Click the Stop icon @ when finished recording.

6. For each camera, select Setup > Analytics > Depth. The Depth screen opens.

Analytics > Depth Units: |Maier -!

P e ————————— 1

um R RE

-

Are you conducting setup by yourself? F]
It Yes', follow the " Sole Setup” sieps, o
otheraise continue with Step 1.

Solo Selup

Slep 1. Grournd & Height m A
[l

Slep 2. Camara & Homzoen

Slep 3. Advanced Dapth Regions

Slep 4. Venficatan m@

Setup > Analytics > Depth Screen
7. Click the Step 1: Ground & Height tab. The tab opens.

Analytics = Depth Units: |seser [v
.f—'\.
AUTO MANUAL m( m

Are you conducting setup by yourself?
if “Yes', follow the “Salo Setup” steps, It
otherwise continue with Step 1.

Saly Sep

Step 1: Ground & Helght mm i

Define the seene perspective by placing Markers

and Ground Guidealines 2 r‘:? r‘;'.‘

® Place ai least 4 human markers [Ti] , in
different well distibuted locations in the scene, @ TET
regrasenting & person helght in each location. :
Markers should be placed so that the base of EE I
Ihe Marker is on e Greund (detection plane) b = ([P
then resize the marker io match the person m ra].
haight, (use mouse scroll. upidavwn keys, drag -
paze of marker).Once Set, enter the heght of

the person in the Marker Height box Solo Setup
» Place al least 1 guideling [} on the graund
(datection plana), representing the distance [ L B

behween 2 locations, To place a guideline, paint

(o] (= |[m]

Step 2. Camera & Horizon
Step 3 Advanced Deplh Regions
Step 4; Venficalion

Step 1 Ground & Height Screen

8. Browse for the recorded data folder and follow steps 1-4 on the screen.
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5.4.2 Manually Defining the Depth (Perspective) of the Monitored
Scene

Depth setup is the configuration used to teach the ioi unit about the scene perspective as seen by the
camera. It creates a virtual 3D model for measurement of distances and sizes from the pers pective of the
camera over the field of view. In other words, it compensates for the fact that objects visually appear
larger when closer to the camera lens.

Depth settings are performed by teaching the unit how a human person looks in several positions
around the scene as well as known reference distances.

All units come with a default depth setting that must be modified and adapted to each scene.

Note:

1. Depth settings are performed by teaching the unit how a person looks in seweral places throughout
the scene and known distances (between reference points) is displayed on the ground (detection
plane).

2. Ifyou are using a PTZ camera, the depth (perspective) must be defined for each of the presets
separately.

The following is an example of the Depth tab showing Step 1 of the depth configuration steps for a unit
with a single FOV (camera or encoder connected to a fixed camera):

Analytics = Depth Units: |wezer [ =]
AUTO MANUAL ([~
Xk
Ara you conducting setup by yourself? ~
if “Yes’, follow the ~Salo Setup™ steps, &It
otherwise continue with Step 1.
Sole Setup
Step 1: Ground & Helght - rq‘
Define the scene perspective by placing Markers A
and Ground Guidelings SNAL )
® Flace al l2ast 4 human markers ? in
different well dislibuled locations in (he Scene, 'y L]

representing & person helght in each lecation.
Markers should be placad so that the base of EJ_—|

hi marker is on the ground (detection plane) p
then resize the marker to match the persan i) ﬁ
haight, {use mause scrall, upidovwn kays, drag

baze of marker).Once set, enter the height of

the person in the Marker Height boz. Solo Setup
® Place al least 1 guideline () on the araumnd
{defection plana), representing the distance W bl L g
between 2 lcalions To place a guideline, paint
(o] (= [m]

Step 2. Camera & Horizon
Step 3 Advanced Depth Regions
Step 4; Verficalion
Apply Datault

Depth Setup Step 1: Ground & Height
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Note:

Presets with depth (perspective) or detection rules not defined are shown in orange in the drop-down

list for clear identification.

5.4.21 Depth Tab Buttons

The Depth tab includes many toolbar icons. Each step of the configuration process has differenticons.

The following buttons are available during the depth configuration process.

Icon Description

markings in the display area.

( m Shows all human markers (height markers), ground guidelines and horizon

area.

|’ D 1 Hides all human markers, ground guidelines and horizon markings in the
- display area.
T Enables you to select items, such as human markers, ground guidelines,
and advanced depth regions.
’? Deletes the selected item.
(123] Enables the ground guideline tool for defining a reference distance in the
— display area.
™ Positions the PIP window at the top right corner of the Viewing area.
’F Enables the human marker tool for defining a person’s height in the display

)

Enables to upload a previously saved image of the scene (jpeg file).

Returns the display area to normal size after it has been magnified.

Magnifies the view in the display area.

)

Reduces the magnification of the display area.

L)
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lcon Description

Enables you to move the magnified view in the display area. You can only
use this tool if the display area is in a magnified state.

&)

Enables you to select an area in the display area and to magnify it to fit the
display area.

)

Displays the horizon skyline on scenes when needed.

bl

Enables the interactive ground guideline tool that displays the distance of a
line drawn with this tool. Use this tool to compare the calculated depth and
measurement values with objects in the scene whose size you know.

%)

Enables the interactive human marker tool that displays a marker that
reflects the calculated person height in the specific position on the scene.

5]

_ Shows the configured horizon indicator.
™ Draw fence tool.
g
’mT Draw multi-segment fence tool.
i
@ Enables you to select items, such as human markers, ground guidelines,
and advanced depth regions.

The following sequence of configuration must be followed to ensure proper detection on the specific
scene or preset.

« Step 1: Ground & Height: Enables you to position and resize markers representing a person's height
and guidelines, representing known reference distances as they appear in the detection plane
(ground) in the video image. See Step 1: Ground & Height.

«  Step 2: Camera & Horizon: Enables you to define the camera’s height and set the horizon if it is visible
in the video image. See Step 2: Camera & Horizon.

»  Step 3: Advanced Depth Regions: This optional step enables you to define additional planes in cases
where the video scene has areas that are not on the ground plane and where the change in perspectiwe
can affect the object’s size (slopes, hills, walls, fences, etc.). See Step 3: Advanced Depth Regions.

« Step4: Verification: Enables you to \erify and test the results of the configured scene depth
(perspectiwe). See Step 4: Verification.
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@ +
Note:
Detection is based mainly on a single detection plane at ground lewel. If detection is needed

in areas that are elevated above the ground detection plane, Advanced Regions need to be
specified.

If the intended detection for the scene includes Fence Intrusion, the definition of fence depth regions is
required. This must be done to relate each fence to the detection rule configurations for Fence trespass.

See Step 3: Advanced Depth Regions.

Note:

If you are using a PTZ camera, depth settings must be defined for each of the camera presets field of view
separately. You can only sawe the depth settings definitions in the Verification tab.

5.4.2.2 Depth Setup Step 1: Ground & Height

Note:

If you are using a PTZ camera, depth settings must be defined for each of the camera presets
separately.

This step enables you to define the depth (scene perspective) in the video image by placing size
markers (which represent a person’s height) and guidelines (which represent known reference distances
as they appearin the detection plane).

Marker and Ground Guidelines
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To define the ground and height settings
1. Select the Depth > Manual tab.

2. Select the Step 1: Ground & Height tab. The Ground & Height section is displayed. See Figure:
Depth Setup Step 1: Ground & Height.

3. Select the measurement units from the Units drop-down list. Set the units of measurement
to Meters (metric standard) or Feet (English standard). See Selecting Measurement Units.

4. Create and adjust markers representing persons. Align four or more head to toe markings
(human markers) on people in the video who are standing on the ground (primary detection

plane). See Creating and Adjusting Human Markers.

5. Create and adjust ground guidelines. Align one or more line measurements (ground guidelines)
on the ground and enter the equivalent distance value. See Creating and Adjusting Ground
Guidelines.

5.4.2.2.1 Selecting Measurement Units
Before defining any settings and measurements, you must select the measurement unit.
To set the measurement units

1. Inthe Setup workspace, select Analytics > Depth >Manual. The Depth > Manual screen is
displayed. See Step 1: Ground & Height.

2. From the Units drop-down list, select Feet (American/English measurement standard) or Meters
(metric standard).
5.4.2.2.2 Creating and Adjusting Human Markers

In order to teach the ioi unit how a human looks in the scene, you will need an individual, whose
approximate height is known, to walk into the field of view. At least four markers representing the
person's height at specific locations are required. For best results, the markers should be well
distributed throughout the field of iew where detection is to take place.

Note:

By default, four markers are already placed in the display area. Use the default markers or create
additional markers.

The markers should be adjusted and set while the individual is observed in the display area. The
individual should be standing on the ground (primary depth detection plane) for this step.

After completing the depth setting process (including human markers and ground lines), you must select
Step 3: Advanced Depth Regions to verify and save the markers or ground lines that you have defined.
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5.4.2.2.2.1 To Adjust Markers Representing Persons on the Scene

To adjust markers representing persons on the scene

1.

In the Sefup workspace, select Analytics > Depth > Manual. The Depth > Manual screen
is displayed. See Figure:_Depth Setup Step 1: Ground & Height — Single FOV or
Figure: Depth Setup Step 1: Ground & Height — Multiple FOV.

If the camera type is a PTZ camera, select a preset from the Preset drop-down list and select
the Step 1 Ground & Height tab.

Place a person at the setting position:

e If you are using an assistant, ask the assistant to stand still in the selected location.
e Ifyou are using passersby, freeze the video using the Pause button on the Solo Setup
keypad.

Use the Close-up, Zoom, Magnifying Glass and Pan buttons to focus on the person as
much as possible.

p—

Click Select ™ in the Depth toolbar.
Select one of the existing markers (vertical lines) by clicking it. The selected marker turns red.

Place the marker over the person by pressing and holding the left mous e button while dragging
the marker.

Using the mouse scroll wheel or Up/Down arrows on the keyboard to resize the marker to the
individual’s height.

Click to set the marker.

@

Tip:

Use the Close-up, Zoom, Magnifying Glass, Close-up View and Pan buttons to focus on the
person and improve marker placement. Use the 1:1 button to return to original image size.

Tm{ .'-.-.-

af][11) [

Depth Setup Step 1: Ground & Height Tab — Zoomed In
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10. Enter the height of the individual in the Marker height properties text box.

E) x|

T
Q|
olf

p) 5] =

38

L4 "Ilttlh.hllﬂh'l |1 D En
L

Maikers color

Booh: hesahy o o ke

Depth Setup Step 1: Ground & Height Tab with Height Measurement

Note:

Instead of entering the same height for each marker, you can enter it once and click Apply
height to all markers.

11. If you are going to configure additional human markers, ask the individual to move to another
position in the field of view.

12. Repeat steps 6 through 11 for each marker.

Note:

At least four markers are required. For best results, the markers should be well distributed
throughout the field of view where detection is to take place.

13. Delete any unused markers as described below in To delete markers.
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5.4.2.2.2.2 To Create Additional Markers

To create additional markers

iy

1. Click Marker 1t in the Depth toolbar. A marker is displayed at the end of the mouse pointer.

2. Position the marker in the display area and left-click the mouse, in order to leave the marker in
the position.

3. Repeat steps 1 and 2 for each human marker you want to create.

5.4.2.2.2.3 To Delete Markers

To delete markers

1. Click Select '™ in the Depth toolbar.

2. Inthe display area, click the human marker you want to delete.

—

3. Click a in the Depth toolbar. The marker is deleted.

4. Repeat steps 1 and 2 for each marker you want to delete.

5.4.2.2.3 Creating and Adjusting Ground Guidelines

Ground guidelines enable you to define a known distance (the “reference”) as it is viewed by the camera
on the video scene (e.g. distance between poles, trees, dedicated measurement, etc.).

Ground guidelines should be marked on the ground (the “detection plane”) and not at an elevation
abowe, as the measurement points are always treated as being on the detection plane.

Ground guidelines are optimal if they are at an angle other than horizontal or vertical within the field of
view (diagonal in the camera’s perspective), but both edges should be on the detection plane.

Note:

Accuracy for ground guidelines is essential. If ground guidelines are used, the measurement should be
done with a tape measure. Endpoints should be placed by using the zoom tool to achieve as much
accuracy as possible.

After completing the depth setting process (including human markers and ground guidelines) you must
select Step 4: Verification to verify and save the markers or ground lines you have defined.
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5.4.2.2.3.1 To Adjust a Ground Guideline

To adjust a ground guideline

1. Inthe Sefup workspace, select Analytics > Depth. The Depth screen is displayed. See
Figure: Depth Setup Step 1: Ground & Height — Single FOV or Figure: Depth Setup
Step 1: Ground & Height — Multiple FOV.

Note:

By default, two ground guidelines are already placed in the display area. You can use the default
ground guidelines, delete them or create new ones.

2. Ifthe camera type is a PTZ camera, select a preset from the Preset drop-down list.

3. Select the Step 1: Ground & Height tab.

4. Select a reference distance on the detection plane (ground), for example:

»  Two persons standing at a known distance holding a measuring tape at their feet.
* A known distance between reference points, such as poles, columns, trees, etc.
5. Click Select ™ in the Depth toolbar.
6. Inthe video display area, select the ground guideline (green line) using the arrow selection tool.

7. From the Guidelines color drop-down list, select the color for the ground guideline markers for
best \isibility according to the scene background.

8. Click and drag each endpoint of the existing ground guideline to match the field measurement
location on the ground plane of the scene.

@

Tip:

By default, two ground guidelines are already placed in the display area. You can use the default
ground guidelines, delete them or create new ones.

9. Enter the length in the Guideline distance text box.

10. Delete any unused ground guidelines. See explanation below.
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5.4.2.2.3.2 To Create Ground Guidelines

To create ground guidelines

1.
2.

3.
4,

Click Ground Guideline "= in the Depth toolbar.
Point to start position, click and drag the ground guideline so that it stops at the end

meas urement point. Then double-click the mouse.
Enter the length in the Guideline distance text box.

Repeat steps 1 through 3 for each guideline you want to create.

5.4.2.2.3.3 To Delete Ground Guidelines

To delete ground guidelines

1.
2.

&

p—

Click Select - in the Depth toolbar.

In the display area, click the ground guideline you want to delete.

p—

Click — in the Depth toolbar. The ground guideline is deleted.

Repeat steps 2 and 3 for each ground guideline you want to delete.

5.4.2.3 Depth Setup Step 2: Camera & Horizon

The camera height from the ground (primary detection plane) should be entered to help optimize the depth
(perspective) definition. This is the vertical measurement perpendicular to the ground to the height where
the camera lens is. It is not necessarily the pole height of the camera.

Camera Height Measurement
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The following is an example of the Depth tab showing Step 2 of the depth configuration steps:

Anaiytics > Dapth unlts: [wese  [=

AUTO MANUAL

A you conduscling selup by yoursell?
i "Yes', follow the “Salo Setup™ sleps,
olherwise conlinue with S1ep 1.

Solo Setup

Step 1; Ground & Helght

Step 2: Camera & Horlzon

* If Ihe camera's height is known, sefecl Set
camera height and enter the heigh vale

= if the seene includes a view of the horizon, seinct
Set honzon to and ender & parceniage valus (0% -
by, 100% - bottoin) od elick [=] and drag M bl
line 1o cover ihe hosizon line

Camera Height

@ Unknown

O et camera helght: 00 |2 m
Horizon

@ Calculate

) Set horizen line 1o i} | %

Step 3 Advanced Depth Regions
Slep 4 Verificalion

Depth Setup Step 2: Camera & Horizon
Perform the following steps to configure the camera and horizon:

«  Set Camera Height. If known, set the camera installation height from the detection plane (lens to
detection plane measurement). See Setting Camera Height.

«  Set the Horizon line. If your scene has a detection horizon (skyline), use the horizon tool to teach the
unit where the outer edge of ground plane detection reaches the horizon. See_Adjusting the Horizon
Skyline.

After completing the definition of the camera height and the detection horizon, select Step 4: Verification
to verify and save your settings.

5.4.2.3.1 Setting Camera Height

This section describes how to enter the camera height. If the camera height is unknown, it is calculated
by the unit and should be checked in the verification step.

To enter the camera height measurement

1. Inthe Sefup workspace, select Analytics > Depth. The Depth screen is displayed. See

Figure: Depth Setup Step 1: Ground & Height — Single FOV or Figure: Depth Setup
Step 1: Ground & Height — Multiple FOV.

2. Select the Step 2: Camera & Horizon tab. See Figure: Depth Setup Step 2: Camera &
Horizon.

3. Ifthe camera type is a PTZ camera, select a preset from the Preset drop-down list.

4. If the camera height is not known, select Unknown in the Camera Height area of the window.
The camera height is calculated and the result should be checked in the verification step.

5. Ifthe camera height is known, enter the height in the Set camera height text box in the Camera
Height area.
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5.4.2.3.2 Adjusting the Horizon Skyline

The horizon marker enables the measurement model to identify items that are not located on the
ground.

Scene Without Horizon Marks

To set the horizon
1. Inthe Setup workspace, select Analytics > Depth. The Depth screenis displayed. See

Figure: Depth Setup Step 1: Ground & Height — Single FOV or Figure: Depth Setup
Step 1: Ground & Height — Multiple FOV.

2. Select the Step 2: Camera & Horizon tab. See Figure: Depth Setup Step 2: Camera &
Horizon.

3. [Ifthe camera type is a PTZ camera, select a preset from the Preset drop-down list.

4. Do one of the following:

e [fthe horizon line is unknown, select Calculate.
e [fthe horizon is known, select Set horizon line to.

5. Drag the blue line from the top video border and place it on top of the horizon line.
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Note:

1. The horizon position is represented as a percentage measured from the video display
top border: 0% representing the top border and 100% representing the bottom border.

2. Values below 0% or above 100% indicate that the horizon is below or abowe the
scene’s FOV.

5.4.2.4 Depth Setup Step 3: Advanced Depth Regions

The Advanced Depth Regions tab is used to define zones that may affect the size of objects that are
viewed in the scene. Advanced depth regions help determine the distance and size of threats for areas not

on the detection plane.

Note:

1. Adwanced depth regions should be defined in scenes that include additional surface leels (roofs,
walls, slopes, ditches, etc.), besides the main ground (detection) lewel.

2. Every plane which affects the scene perspective (an object height) should be defined as a "Special
Region".

The Advanced Depth Regions tab includes the following icons that are used for configuring advanced depth
regions:

Icon Description
'@* Draw fence tool
*@ Draw multi-segment fence tool
*@ Draw additional plane tool
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5.4.2.4.1 To Set an Advanced Depth Region

To set an Advanced Depth Region

1. Inthe Setup workspace, select Analytics > Depth. The Depth screen is displayed. See
Figure: Depth Setup Step 1: Ground & Height — Single FOV or Figure: Depth Setup
Step 1: Ground & Height — Multiple FOV.

2. Select the Step 3: Advanced Depth Region tab. The Advanced Depth Region tab opens.

Analylics » Dapth Presei _"' Units: Feal |_r

Step 1 Ground & Hisight
Srep > Camera & Horron
Fap LAdvanced Depth Regiens

Oeling zones whh may afiect obyecls wesng soe
on the scene such as walls, hlls, lences, bricges
elevatnd [ sumiven planes, dic

Planea Chel P pesibon the bollcrm cenber of the
e &t i plane ks, resize B marker 1o reflect
o Paman obje ol 3 ol ths posiien [3crol) and set
ekl Repeal bo define the plane mils

Fance |Single segment): Clck = definie he land g
stariing and end pomis at ground level (o and dirag)
Set the fence width & hesght graphically (drag arrows)
or manually {lext booes) .

Fance (Multi segmantl Chek e sl [ e @
segmenl starl and end poents af ground level [chck and
drag). Repeat for sach segment (e end point of the
previous segment i the starting pomt of the net ooe)
Right chick on video screen 1o fnish drawing. Setthe
lerce width and eighl graphecally (drag amows) of
manualy (lext bones)

Foepeat verification {Step 23} bo confirm addisonal
sy

Saep 4 Verfieanon

Lot
Go lo Verification tab 1o verily & apply seltings.

Depth Setup Step 3: Advanced Depth Region

5.4.2.4.2 To Add a Straight Line, Single-Segment Fence

To add a straight-line, single-segment fence

1. Inthe Setup workspace, select Analytics > Depth. The Depth screen is displayed.In the
Setup workspace, select Analytics > Depth. The Depth screen is displayed. See Figure:
Depth Setup Step 1: Ground & Height — Single FOV or Figure: Depth Setup Step 1:
Ground & Height — Multiple FOV.

2. Select the Advanced Depth Region tab. The Advanced Depth Region tab opens. See figure
abowe.

3. Click Draw Fence @ in the Depth toolbar.

4. Point to the start position of the fence. Click and point the mouse to the end position of the
fence. Click again.

5. Do one of the following:

«  Enter the properties of the fence in the Fence Name, Fence Height, and Fence Width
fields.

» Drag the fence borders in the video window to match the required size.
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6. Repeat steps 4 through 6 for each fence.
5.4.2.4.3 To Add a Multi-Segment Fence

To add a multisegment fence
1. Inthe Setup workspace, select Analytics > Depth. The Depth screen is displayed. See

Figure: Depth Setup Step 1: Ground & Height — Single FOV or Figure: Depth Setup
Step 1: Ground & Height — Multiple FOV.

2. Select the Advanced Depth Region tab. The Advanced Depth Region tab opens. See figure
abowe.

)

4. Point to start position of the fence. Click and point to each location where there is a bend in the
fence and click. Right-click after the last point.

3. Click the Draw multi-segment fence button in the Depth toolbar.

5. Do one of the following:

» Enter the properties of the fence in the Fence Name, Fence Height and Fence Width fields.
+  Drag the fence borders in the video window to match the required size.
6. Repeat steps 2 through 6 for each multi-segment fence.

5.4.2.4.4 To Adjust an Existing Fence Line

To adjust an existing fence line
1. Inthe Setup workspace, select Analytics > Depth. The Depth screen is displayed. See Figure:
Depth Setup Step 1: Ground & Height — Single FOV or Figure: Depth Setup Step 1:
Ground & Height — Multiple FOV.

2. Select the Advanced Depth Region tab. The Advanced Depth Region tab opens. See figure
abowe.
3. Click Select m in the Depth toolbar.
4. Click on the base of the fence region so that a centerline is displayed.
5. Place the cursor over a point or on the line. Drag the line to adjust or move the center fence line.
The following are examples showing a three dimensional fence moved to a new location:

p—
(%[ x

=)

=

Adjustment of Three Dimensional Fence Region -1
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x][]

¥5)

&5

D)
3

Adjustment of Three Dimensional Fence Region -2

5.4.2.4.5 To Add an Additional Detection Plane

To add an additional detection plane

1.

In the Setup workspace, select Analytics > Depth. The Depth screen is displayed. See Figure:
Depth Setup Step 1: Ground & Height — Single FOV or Figure: Depth Setup Step 1:
Ground & Height — Multiple FOV.

Select the Advanced Depth Region tab. The Advanced Depth Region tab opens. See Figure:
Depth Setup Step 3: Advanced Depth Region.

2
Click Draw Additional Plane ) in the Depth toolbar.

Note:

1. Additional plane areas can be set anywhere within the scene for providing adjusted
measurements that are used instead of the primary detection plane (ground)
meas urement sizes.

2. Additional planes boundaries are determined by placing markers.
3. The lines connecting the bottom of the markers represent the plane boundaries.
4. Each marker height represents a human height (how a human looks) on the marker
position.
Click and position the bottom of the marker at a perimeter point.
Scroll to resize according to a person's height on this position.
Click to set.

Repeat to define the outside boundary of the plane area. The following example shows a sloped
detection plane placed over steps leading from the mezzanine of a building to the ground floor. On
the ground floor is a flat detection plane.
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Additional Detection Plane on Sloped Surface

&)

Note:

The Advanced Depth Regions tab turns orange after additional planes are created:

Step 1: Ground & Height
Step 2: Camera & Horizon

Step 3: Verification

5.4.2.4.6 Considerations for Configuring an Advanced Depth Region

In a typical scene where the camera is angled down towards the ground, the closer an object is, the
larger it is displayed in the video image in number of pixels. In addition, as an object moves towards
the camera, the closer its base is displayed to the bottom of the image.

Primary Plane Straightforward Size Perspective

An exception to this is when an object does not move closer or further to the camera on the ground
plane. Instead, it ascends or descends away from the ground plane. This can occur with climbing a
fence or in scenes that include additional surface levels (hills, valleys, buildings, and so on). In these
situations, the system, which sees in two dimensions, needs to be taught that it should not measure
these objects as if they were on the main ground plane.

The following graphically altered image shows the same man as seen in a video. This simulation shows
how the single measurement model on a two dimensional image assumes that both are on the ground
and standing side-by-side.
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The single ground plane measurement model measures the man on the left correctly and at the correct

distance. But it incorrectly assumes the man on to the right is too large to be human, because of a
mistake in gauging distance from the camera lens.

Optical illusion of a giant when climbing a fence is not considered in gauging size perspective.

Simulation of an Object Not on the Ground Plane

Scene with Elevated Areas of Detection

After completing the definitions in this section, select Depth Setup Step 4: Verification to verify and
save your settings.
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5.4.25 Depth Setup Step 4: Verification

The Verification step enables you to check if the configured depth settings match the scene perspective
as viewed by the camera.

Check the following steps:

1. Review the Camera Height properties for inaccuracies in the calculated value.

2. Use the Interactive Marker tool to to check human heights throughout the field of view.

a. Place the Interactive Marker on a selected position in the scene.

b. Setthe height the marker represents by using the keyboard Up/Down arrows or by
entering the \alue on the Interactive Marker text box.

c. Move the Interactive Marker through the scene by clicking and dragging the marker bottom
center point. The marker height changes according to how the height it represents is seen
at the s pecific position.

Note:

The Interactive human marker must correctly represent the height of a human at any
position in the scene. If there is an error in this representation, detection results will be
incorrect. Adjustments should be made in the depth setup until this representation is
correct.

3. Use the Ground Guideline tool Lo to check distances on the ground plane and advanced
depth regions throughout scene. Measurement should be checked at the base where an object
would make contact with the detection plane.

a. Click on the start point and while leaving the mouse left button pressed.
b. Dragthe measuring to the end point. The dimension is shown on the video screen.

e

4. Use the Show Horizon tool = to check the height of the horizon in the scene.

5. [Ifthe results are unsatisfactory and negatively affect detection, repeat Step 1 Ground & Height
and/or Step 2 Camera & Horizon.

6. If you are satisfied with the results, click Apply to save the depth configuration and complete the
verification process.

Note:

Depth (perspective) settings are not saved until you click Apply in the Step 4: Verification
tab.
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AN

Caution:

1. When selecting the Step 4: Verification tab, the unit checks forinconsistencies in the
depth definitions.

2. If the following message is displayed, depth definitions must be corrected.

Mezzage

Depth definitions unclear. |t iz reconmmended to add £
re-dizgtribute markers and guidelines, othenwize incormect
detection rezults will be obtained.

Continue Anyway Cancel

3. Clicking Continue Anyway causes wrong detection results and should never be used for
detection.

5.4.3 Automatic Depth Calibration

The Automatic Calibration function:

Automatically configures scene depth

Calculates camera height, focal length, and tilt angle according to the scene depth
Discowvers people in the scene and configures human markers automatically
Eliminates the time and effort required to manually add human markers

Requires a person walking in the scene while auto calibration is in progress
@

Note:

1. The Auto Calibration function does not support multiple PTZ presets.

2. If you use the Auto Calibration function, it is possible to configure additional settings
manually and verify the Auto Calibration settings after the Auto Calibration process is
completed. Click MANUAL in order to configure additional settings.

3. If you choose to not use this feature, click MANUAL and proceed with the manual depth
configuration.

Caution:

1. Auto calibration can be performed only in scenes that contain a single plane (no

differences in height), because it automatically configures depth settings for the entire
field of view.

2. Auto calibration is not recommended when analytics are required only for certain areas.
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5.4.3.1 To Configure Automatic Depth Calibration

To configure automatic depth calibration
1. Verify that the camera is installed at a height of at least four meters (13 feet).
2. Verify that the horizon is less than 30% of the Field of View (FOV).

Horizon Line

Horizon Line

3. From the Settings tab, select Analytics > Depth. The Auto depth screen opens.
‘Analytics » Depth Units: [Mater | v

-

AUTD MUANUAL
Slep 1: Stan Auls Cakbration
To automatically configure depth selfings.

® Vedily thal the camera is instalied a1 a height of at
Ieast four meters (13 feat),

& Werily that the hosizen i less (han 30% of he
Foed of View (Fev).

*

Horizon Line

& Frain the Units drap-down Bt select Feet ar
Midar

® Selart Se camera haight and entar the estmated
camra height

® Chok START. Whan the progeess bar reachas Gamera Height

A00%, the Aule Galibrabon |s completed and fhe ) Unknawn

calculated results are deplayed @ Set camera height "
* He sure that a persan is walking along 1he ¥

[Wertical) axis of the Fol whils Aul Calibrason is Auto Calibration:

in process. Saant

Analytics > Auto Depth Screen-Step 1
4. From the Units drop-down list, select Feet or Meter.
5. Select Set camera height. See Setting Camera Height.
©
Tip:

If you are using Auto calibration on a camera with a zoom lens, set the height as Unknown.
If you do not see any progress in the progress bar, or if you do not see flickering over the
detection box, enter the estimated camera height in the Set Camera Height textbox. If there
is no flickering over the detection box, reduce the camera height setting by a few meters
until you do see flickering over the detection box and the progress bar reaches 100%.

6. Enter the estimated camera height in the text box.
7. Click Start. The camera automatically calibrates the depth.
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G)

Note:

Be sure that a person is walking along the Y (vertical) axis of the FOV while Auto
Calibration is in process. When the progress bar reaches 100%, the Auto Calibration is
completed. The unit displays the Step 2: Verification tab.

G)

Note:

Analytics > Depth

AUTO  MAHUAL

St 1: Start Ao Galibraion
Siop 2: Verfication

Check the ageuracy of the depdh to sea ifan
Bccurate modeling of dimension and measurament
has been achisved.

= Using he display taols, setect Inleractive Human
Markar rl-li of Interadiiee Ground Guideling ol
] and chick haighs and lenglhs on th graurd
pitane (only) theaughou soene.

® Resiew the Camera Properties for inaccuracies in
the caloulated valuss.

I the resilts ane unsatisfactony. run Auts
Galibration again {follow Step #1) or click
MANUAL to manually canfigure the depth
SRIENgs,

Units-

‘Camera Height
O Unknown

@ Set camera height m

Auito Galibratian:
Start J
Results

Camera height: 4.0 m.
Horizon: 36%

Auto Depth Screen with Results

While Auto Calibration is in progress, you can proceed with the next steps in the analytic
configuration if you are operating in NVR mode. In all other modes, the video is not
displayed in the web interface during Auto Calibration. This is the normal behavior.

Caution:

1. The Auto Calibration algorithm takes at least five minutes to run. If you stop the
procedure before the progress bar reaches 100%, the analytic process will reset.

2. Ifyou change from Auto to Manual mode, you must wait until the analytic process
resets in order to use Manual mode.

8. Select the Auto > Step 2: Verification tab.

9. Inthe Results area, verify that the horizon and camera height are correct. Also check that the
human marker settings are correct by selecting the buttons in the top left corner of the screen.
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Note:

If the results are unsatisfactory, run Auto Calibration again (follow Step #1 on-screen) or
click MANUAL to manually configure the depth settings.

10. After finishing the Auto Calibration, click the MANUAL tab. The MANUAL Depth screen is

displayed.

Analytics = Depth

-

AUTD MANUAL

Units: i =]

Ara you conducting setup by yourseif?
It ez, follow tha "Salo Setup” staps,
‘otherwise continue with Step 1.

Sk Selup

Slep 1. Greurd 8 Hesght

Slep 2. Camera & Herizen

Slep 3 Advanced Deplh Regions
Slep 4- Verificatian

Manual Depth Screen

11. Select the Manual > Step 4: Verification tab to complete the depth configuration.

Analylics = Depth

AUTO MANUAL

Are you conducting setup by yoursel?
it "Yes', follow the "Sclo Setup” steps,
otherwisa continue with Step 1.

Soko Setup

Siep 1: Ground & Height

Step 2 Camers & Horzon

Step 3: Advanced Depth Regions

Step 4: Verification

Check e accuracy of e depth 1o see| Depth definitions unclear. 1t is recommended to add ¢
accurate madekng of dimension and ¢ re-distribute markers and guidelines, otherwise
has been achisved incorrect detechion resulis will be oblained

® Using the display tools, select Interag

Marker {0} or Interactive Ground Guideline tool {1}
and eheck heighis and lenglhs on the ground
plane (anly) throughout scene.
* Review the Gamara Properties for inaccuracies in
the calculated values.
Ihe resulls are unsaliskaciony and can sigilicantly
influence detection, rede sieps 1-3 making
comections as needed

Unils. Mater -

Ceil)
=
—

Q,
4w

Cuntinue Anyway Baﬂ-l
Live
Resulis
Camera height 40 m
Horizan %
Apply Dicfault

Analytics > Depth > Manual > Step 4 Screen

12. Add markers and guidelines as needed.

13. To configure advanced settings, see Defining the Depth (Perspective) of the Monitored Scene

and Configuring Detection Rules.

November 7, 2016 HTML Edition Units User Guide

121



Configuring the Unit

5.4.4 Configuring Detection Rules

The Analytics > Rules tab enables you to define and customize detection rules.

Detection rules are a combination of one or more conditions that must be met in order to register
detection. Examples of detection rules in a defined region include:

* Region entrance

» Loitering

e Tripwire Crossover

* Fence Trespassing

» Unattended Baggage
»  Stopped Vehicle

*  Object Removal

For details about each type of detection rule, see Rule Types.

Detection occurs when one or more detection rules are active, the camera is in Arm mode, and the
scenario on the video (scene) fits the detection criterion specified.

To define a new rule
1. Create a new rule and select its type. See Creating New Rules.

2. Draw a tripwire line or define the region of interest where events are monitored while other
regions are ignored in the display window. See Drawing Detection Areas.

3. Modify the detection attributes as needed. See Modifying Rule Attributes.

4. Activate the rule. See Enabling and Applying (Saving) Rules.

Existing rules can be modified and/or duplicated. See Modifying and Duplicating Rules.

Note:

When using a PTZ camera, rules should be set for each preset.
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Following is an illustration of the Rules screen:

Rules List Active Setting Selected Rule
b e Display
Area
RUIE ﬁ Hews e Dighcetn ook
Command
Buttons

Rule — et

Toolbar

Videa ——s. 0 5

Controls

£
wwu
= sl — Attributes Area
@ Tine esegan
o
B dsraehicn Min./M si
) . in./Max. Size
St e o St Vi 50
Simulation

Show/Hide Pre-alarm Zone, Show/Hide Custom Directions and Color Selection Buttons

Rules Screen

The Rules screen includes the following areas and buttons:

Label

Description

Active Setting

Indicates if the rule is currently active for use when the camera is armed
for detection.

Rules List

List of the rule definitions for the defined region on the camera or preset
as selected in the Preset menu.

Rule Command

Buttons apply to the selected rule in the Rules list.

Buttons * New: Creates a new rule based on the default template for drawing a
region, defining detection, and setting attributes to detect.
+ Delete: Deletes the selected rule from the Rules list.
« Duplicate: Creates a new rule based on the selected rule in the
Rules list, using the identical settings, drawings and attributes.
»  Apply: Sawves changes. All changes are lost if a Rule definition is not
saved before leaving the Rules screen.

Rule Toolbar Tools for graphical definition of detection rules attributes, such as
drawing detection areas, pre-alarm zones, defining specific directions,
etc.

Display Area Shows the camera or preset field of view (FOV). The actual detection

area can be defined as the full FOV (default) or part of it.

Video Control

Enable to show a live or still image (pause) of the streaming video in the
display area. In addition, a .jpeg picture file of a scene captured with the
Snapshot tool on the Live View screen can be uploaded to ease the
detection definitions on a clear image of the scene.

Show/Hide
Pre-alarm Zone,
Show/Hide
Custom
Directions and
Color Selection
Buttons

Buttons that show/hide the pre-alarm zone and the custom directions,
and a button that enables you to select the color of a selected area in
the display area.
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Label Description

Unit of Measure Measurement unit used for the Attribute settings. Select from Meters
(Metric Standard) or Feet (English Standard).

Selected Rule Currently selected rule in the Rules list, whose parameter vales are
shown in the Attributes area. A selected rule is indicated by a
highlighted gray background.

Rule Type Menu Menu for selecting the type of detection to be used. It opens a list of
detection possibilities and lists them under the following groups.

* For stationary camera types: Region entrance, Loitering, Tripwire
crossower, Fence trespass, Unattended baggage, Stopped \ehicle,
and Object removal.

» For PTZcamera types: Region entrance, Loitering, Tripwire
crossower, and Fence trespass.

Attributes Area  Settings for the Rule Type detection selected.

Min./Max. Size  Enables you to simulate the boundaries of the minimum and maximum
Simulation sizes of humans or vehicles according to the values defined in the
Attributes area.

The following table describes the icons available for use in defining the Pre-alarm area, directions, and
the color of a selected region.

Icon Description

No pre-alarm zone.

m Shows the pre-alarm zone (allows editing of the pre-alarm zone).

|’ D 1 Hides the pre-alarm zone (allows editing of the detection area).

No custom directions configured (detection in all directions).

i . Shows custom direction arrows.
. Hides custom direction arrows.

-E] Enables setting a color for the selected region (detection region and/or pre-
' alarm zone).
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5441 Rule Types

Rules can be set for the following rule types:

e Region Entrance
e Loitering

e Tripwire Crossing
e Fence Trespass

o Unattended Baggage

e Stopped Vehicle
e Object Removal

5.4.4.1.1 Region Entrance

This rule detects humans or vehicles that either enter or move within the defined region. The movement
can be qualified by user settings on direction, time, and distance traveled. Detection can be defined for

human, vehicles or both.

Detection areas can be custom drawn and detection is determined on the location where the object is
standing (lowest part of the object). If special regions (different perspective than the main detection
plane/ground) are added, the measurement model of the special region takes priority over the detection

plane.

Region Entrance includes the following rules:

enters region ﬁ

Rule Icon Description
Human "'J Detects prohibited human mowement into or within a region. The rule
enters m identifies mouMng persons and can detect persons walking upright,
region piggyback, running, crawling or walking crouched. This detection
enables the definition of directional movement settings for detecting
human mowement in any direction in the region.
Vehicle Detects prohibited vehicular movement into or within a region. The rule

identifies moving vehicles. This detection enables the definition of
directional movement settings for detecting \vehicle mowement in any
direction in the region.

Human or ¥
vehicle WJE

enters region

Same as abo\e for either persons or \ehicles.

5.4.4.1.2 Loitering

This rule detects humans that enter and remain in the specific region for a pre-defined period oftime.

Loitering includes the following rule:

Rule Icon Description
Human "'J Detects persons which remain inside the specified region for
loitering 1[[ more than a pre-defined period of time.
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5.4.4.1.3 Tripwire Crossing

This rule detects humans, vehicles or both crossing a tripwire detection line drawn in the detection
plane. Detection is based on the first visible movement beyond the line. There are two basic types of
tripwire lines: a single point-to-point line or multi-segment.

The detection on the tripwire line can be in a single direction or both directions. One-way detection
allows people to cross in the opposite direction and is useful for exit control or flagging individuals
moving against the flow of traffic.

The tripwire functionality performs optimally when the camera is positioned to point down the tripwire line
of separation, as per the following illustration.

>
[ [

Camera Trgeenre

Overhead Optimal Camera View of a Tripwire

Tripwire Crossing includes the following rules:

Rule Icon Description

Human \yi Detects if any part of a human crosses over a specified line.
cros§es This detection enables the definition of directional movement
tripwire settings for detecting human movement over the tripwire line.
Vehicle \K Detects if any part of a vehicle crosses over a specified line.
crosges This detection enables the definition of directional movement
tripwire settings for detecting vehicle movement over the tripwire line.
Human or \yi Detects if any part of a human or a vehicle crosses over a specified
vehicle line. This detection enables the definition of directional movement
crosses settings for detecting human or vehicle movement over the tripwire
tripwire line.

Human "‘}@\L Detects if a human crosses ower a specified line. This detection
crosses multi- enables the definition of directional movement settings for detecting
segment human movement over the multi segment tripwire line.

tripwire

Vehicle \:}"1 Detects if any part of a vehicle crosses over a specified line. This
crosses detection enables the definition of directional movement settings for
multi- detecting vehicle movement over the multi-segment tripwire line.
segment

tripwire

Human or ‘:?Z\L Detects if any part of a human or a vehicle crosses over a specified
vehicle line. This detection enables the definition of directional movement
crosses settings for detecting human or vehicle movement over the multi-
multi- segment tripwire line.

segment

tripwire
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5.4.4.1.4 Fence Trespass

This rule detects movement across a fence line drawn in the detection area. Detection is based on the
first visible movement beyond the line. Its detection differs from tripwire, because it is designed to work
with Advanced Region definitions that compensate the relative size of intruders for climbing (elevation)

abowe the ground detection plane. See Depth Setup Step 3: Advanced Depth Regions.

Note:

A fence compensates the relative size of intruders for climbing (elevation) abowe the ground detection plane.

Detection can be assigned a single direction of detection. This one-way detection allows people or vehicles
to pass a fence in the opposite direction. It is useful for exit control or flagging individuals or wehicles
moving against the flow of entrances and exits. Detection of human or vehicle crossing can also be
configured to detect crossing in either direction, for example, over a perimeter fence.

In order to use Fence Trespass detection, a straight-line or multi-segment fence region must be defined in
the depth setup. See To add a straight line fence or To add a multi-segment fence in Depth Setup Step
3: Advanced Depth Regions.

Fence Trespass includes the following rules:

Rule Icon Description
Human \% Detects if a human breaches the specified fence line. This
crosses detection mode enables the definition of directional movement
fence settings for detecting human movement over the fence line.
Vehicle “K Detects if any part of a vehicle breaches the specified fence
crosses line. This detection mode enables the definition of directional
fence movement settings for detecting vehicle movement over the
fence line.

Human or “}<| Detects if a human or vehicle breaches the specified fence
vehicle line. This detection mode enables the definition of directional
crosses movement settings for detecting human or vehicle movement
fence over the fence line.
Human \:}/VL Detects if a human breaches the fence lines specified. This
crosses detection mode enables the definition of directional movement
multi- settings for detecting human movement over the fence line.
segment
fence
Vehicle \:}41 Detects if any part of a vehicle breaches the specified fence
crosses lines. This detection mode enables the definition of directional
multi- movement settings for detecting vehicle movement over the
segment fence line.
fence
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Rule Icon Description

Human or “:/‘1 Detects if a person or vehicle breaches the specified fence
vehicle lines. This detection mode enables the definition of directional
crosses movement settings for detecting human or vehicle movement
multi- over the fence line.

segment

fence

5.4.4.1.5 Unattended Baggage

This rule detects when an item is displayed in a scene and remains unmoved and unattended for a period
of time. It also detects objects that the user left in the scene that were not previously in the scene. This is
helpful for identifying suspicious bags that may pose a terrorist threat, or even watching for debris, such
as on railroad tracks or highways.

Unattended Baggage includes the following rule:

Rule Icon Description

Object left ﬁ Detects qualified objects left behind in a controlled area
behind in

region

Note:

Unattended Baggage, Object Removal and Stopped Vehicle are static rules that cannot be activated at
the same time as any of the motion type rules above. Motion and static rules can be scheduled to
operate at different times on the same unit. Static type rules cannot be used with PTZ cameras.

5.4.4.1.6 Stopped Vehicle

This rule detects when a vehicle arrives and remains in an area of interest for a specified time. This
detection can be used for many applications, for example:

» Traffic enforcement of no parking or standing rules.
*  Notifying security of parking behavior which can alert security personnel to detect suspicious
behavior, thefts, preplanning, and attacks.

Stopped Vehicle includes the following rule:

Rule Icon Description
Vehicle Iﬁ? Detects if a vehicle stops, parks or remains in an area for a
stops in period longer than the time threshold defined.

region
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Note:

Unattended Baggage, Object Removal and Stopped Vehicle are static rules that cannot be activated at
the same time as any of the motion type rules above. Motion and static rules can be scheduled to
operate at different times on the same unit. Static type rules cannot be used with PTZ cameras.

5.4.4.1.7 Object Removal

This rule detects when an item is stolen or removed from its given location. This rule can be designed to
allow a grace period for restoring the item to its location and position. The rule can be used for safety
and loss prevention, as well as for notification with images of who has mowed items of interest.

Object Removal includes the following rule:

Rule Icon Description

Object Detects if an object is remowved from its location for a period
removed Ql longer than the time threshold defined.

from

location

Note:

Unattended Baggage, Object Removal and Stopped Vehicle are static rules that cannot be activated at
the same time as any of the motion type rules above. Motion and static rules can be scheduled to
operate at different times on the same unit. Static type rules cannot be used with PTZ cameras.

5.4.4.2 Creating New Rules

This section describes how to create new rules and to modify existing saved rules.

After creating a basic rule and selecting the rule type, you must define the region to which the rule
applies. See Drawing Detection Areas.

New rules are automatically given default attributes that can be modified as required. See Modifying
Rule Attributes.

After creating and/or modifying a new rule it must be enabled and saved. See Enabling and Applying
(Saving) Rules.

Note:

A unit must be armed in order for it to start detecting according to the enabled rules.
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5.4.4.21 To Create a New Rule

To create a new rule

1. Inthe Setup workspace, select Analytics > Rules. The Rules screen is displayed. See Figure:
Rules Screen.

2. Do one of the following:

« Ifthe cameratype is a PTZ camera, select a preset from the Preset drop-down list.
« Ifthe camera is not a PTZ camera, continue with the next step.

Click New. A new rule is created and is displayed in the Rule list.

> w

Enter a name for the rule in the Name column of the Rule list.

Use the default or define the detection region as described in Drawing Detection Areas.
Click the [blue hyperlink] Rule Type that is just abowe the Attributes area.

Select the required rule type from the drop-down list. See Rule Types.

Modify the rule attributes. See Modifying Rule Attributes.

© © N o o

Enable and save the rule. See Enabling and Applying (Saving) Rules.

5.4.4.3 Drawing Detection Areas

By default, the detection area of a new rule comprises the entire display area. The default detection area
always has afill color. If you plan to change the detection area, you must first clear (remowe) the default
region from the display area.

This section describes how use the icons in the Rule toolbar to draw detection areas in the display area
used in the creation of rules. The icons that are displayed vary according to the rule type. The following
table is a comprehensive list of all the icons that can appear in the Rule toolbar:
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lcon Name Description

Region Entrance and Human Loitering Toolbar

‘'m | Clear Region Erases all the masks and markers drawn in the display area.
7‘ Erase Erases the selected mask or marker in the display area.
;‘ Fill Enables you to fill an area is the display area with a selected

color. The selected area should have an external boundary.
Otherwise, the entire display area is filled with the selected
color.

7 Line Width Enables you to select a line width for any lines being drawn.
Each click on the icon changes the line size as follows:

p— ——,

"~ | Magnifying Magnifies a selected area to fit to the display area.

Q Glass

’i‘ Pan Enables you to mowe the image in the display area when it is

' magnified.

Z‘ Pencil Enables you to draw freehand lines in the display area.

’:‘ Rectangle Enables you to create a filled rectangular mask area in the
display area.

)z Line (Polygon) Enables you to draw straight lines for creating enclosed polygon
\ shapes.

m Add Direction Enables you to add a direction and specify the direction in which
- movement must be detected by the rule.

rm'ﬁl Delete Direction Deletes the selected direction.

E‘ Zoom In Magnifies the view in the display area.
a‘ Zoom Out Reduces the magnification of the display area.
" _ 1 Normal Size Returns the view from a magnified view to a non-magnified view.
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Tripwire and Fence Toolbar

J—

Select Enables you to select and mowve and existing tripwire or fence
detection line.

q Right side Enables you to draw a new single directional detection tripwire

! or fence line in the direction of the arrow. This icon can also be
used to change the direction of an existing directional detection
tripwire or fence line.

T Left side Enables you to draw a new single directional detection tripwire

L or fence line in the direction of the arrow. This icon can also be
used to change the direction of an existing directional detection
tripwire or fence line.

-\,,I Both directions  Enables you to draw a new dual directional detection tripwire or

L fence line. This icon can also be used to change the direction of
an existing single directional detection tripwire to a dual
directional tripwire line.

? Clear tripwire/ Deletes the selected tripwire line.
L= fence
Tir"' Right side Enables you to draw a new single directional detection multi-

segment tripwire or fence line in the direction of the arrow. This
icon can also be used to change the direction of an existing
directional multi-segment detection tripwire or fence line.

T Left side Enables you to draw a new single directional detection multi-

L segment tripwire or fence line in the direction of the arrow. This
icon can also be used to change the direction of an existing
directional multi segment detection tripwire or fence line.

3 Both directions  Enables you to draw a new dual directional detection multi-

i segment tripwire or fence line. This icon can also be used to
change the direction of an existing single directional detection
multi-segment tripwire to a dual directional multi segment tripwire
line.
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5.4.4.3.1 To Remove the Default Detection Area

To remove the default detection area
1. The default detection area is displayed as follows:

on
24

TN O

Default Detection Area

2. From the Rule toolbar, select the Clear Region tool m The color is removed from the
detection area.

on
[l /]

Default Detection Area — Color Removed
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5.4.4.3.1.1 To Change the Color of a Detection Area

To change the color of a detection area
1. The following is an example of a defined detection area:

Defined Detection Area

2. From the Color drop-down list -E] select a new color. The following is an illustration of the
defined detection area after the color was changed.

Defined Detection Area After Changing Color
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5.4.4.3.1.2 To Draw Freehand Lines Using the Pencil Tool

To draw freehand lines using the Pencil tool
1. From the Rule toolbar, select the Pencil tool @ The cursor changes to a pencil shape.

2. Using the pencil cursor, point to the location on the image where you want to start drawing.

Drawing a Freehand Line — Start

3. Click and drag the cursor and draw the line.

4. Release the mouse button when finished. The freehand line is completed.

Drawing a Freehand Line — Finish

Wif 0 &
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5.4.4.3.1.3 To Draw Straight Lines Using the Polygon Line Tool

To draw straight lines using the Polygon Line tool
1. From the Rule toolbar, select the Line tool @ The cursor changes to a polygon shape.
2. Using the polygon cursor, point to the location on the image where you want to start the line.

3. Click to set each point of the outline of the polygon.

i'-.'._rd i _.{_I. -Ei
Drawing a Straight Line

4. Click on the first point to close the polygon. The polygon is completed.

P Eipil 0

Completing the Polygon Shape
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5.4.4.3.1.4 To Draw a Rectangle Using the Rectangle Tool

To draw a rectangle using the Rectangle tool

1. From the Rule toolbar, select the Rectangle tool @.The cursor changes to a polygon shape.

2. Using the polygon cursor, point to the location in the image where you want to start the

rectangle.

oo
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Drawing Rectangle - Start

3. Click and drag the mouse away from the start point to complete the rectangle.

4. Releasethe mouse button. The rectangle is completed.
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Completing the Rectangle
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5.4.4.3.1.5 To Fill an Area Using the Fill Tool

To fill an area using the Fill tool
1. From the Rule toolbar, select the Fill tool @ The mouse changes to fill shape.

2. Move the fill cursor over the area in the image that you want to fill and click the mouse. The
color fills the selected area.

e ) (e .- - h 7 ) o4

Filling a Polygon Shape

Note:

If the borders of the polygon shape are not complete, click Fill to fill the entire image.

Caution:

All enclosed regions must be filled or detection will not take place.

138 HTML Edition Units User Guide November 7, 2016



Configuring the Unit

5.4.4.3.1.6 To Erase an Area in a Color Mask Using the Eraser Tool
To erase an area in a color mask using the Eraser tool

1. From the Rule toolbar, select the Eraser tool :[? The mouse changes to a rectangular shape.

2. Using the mouse point to the location on the image where you to remowve (erase) previously
drawn color masking.

on
na
@)=
=0
alla]

__
Using the Eraser Tool — Start

3. Click and drag the mouse over the area that you want to erase. The color masking is erased.

Using the Eraser Tool — Finish
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5.4.4.3.1.7 To Clear All Masks from the Display Area

To clearall masks from the display area

1. From the Rule toolbar, select the Clear Region tool % . A message is displayed asking you
to confirm that you want to clear all masking from the display area.

2. Click Yes. All the masking in the display area is cleared.

5.4.4.3.1.8 To Change the Line Pencil and Eraser Tool Thickness

To change the Line Pencil and Eraser tool thickness (line style)

1. From the Rule toolbar, click the Line Width tool “=.

2. Continue clicking until the desired line width is displayed in the icon. Each click increments the

p— — —.

line to the next width “—

5.4.4.4 Modifying Rule Attributes

Rules have different attributes that must be defined for each rule type. Attributes are divided between
two categories: basic and advanced. By default, the detection setting attributes are designed for the
most common detection rules. These attributes can be changed to optimize detection for unique
requirements of the camera orviewing scene.

The following table lists all the rule attributes. When you choose to define a rule type, only the attributes
available for that rule are displayed in the Attributes area. See Figure: Rules Screen.

@

Tip:

Awoid changing Advanced detection rule attributes unless you fully understand their necessity and the
consequences of the change.

Icon Setting Name Description

Basic Attributes

L Direction Places directional criteria on detection, enabling
detection only when the person/vehicle moves on a
specific (custom) direction.

W hen setting the direction, you can define tolerances
(variances) from the general direction. A person/wvehicle
moving in the general direction (including the tolerances)
is detected. Persons/vehicles moving in a direction not
specified are not detected. Up to four directions can be
placed in a region.

3 | Pre-Alarm Zone Enables an exterior buffer zone to be defined for pre-
qualifying objects surrounding the region of interest for
detection. This expedites detection if a person enters the
detection zone (pre-alarm zone).
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Icon Setting Name Description

_ Scene Type Defines the density of the scene. You can choose from:
»  Sterile
+  Semi-cronded
+  Crowded

ﬂ Alerts Defines the waiting time prior to raising an alarm

according to the detection type.

Advanced Attributes

E Size Specifies the size range of moving persons or vehicles
to be detected.
| Max. Speed Defines the upper speed threshold for moving persons or

vehicles. Objects moving faster than this speed are
disqualified.

Time in region

Defines the time-in-region and stationary time under the
threshold that must be exceeded for a person or vehicle
to be detected.

Max. Stationary time

The maximum time allowed for an object before it
becomes part of the scene.

Distance inside region

Defines the movement threshold that must be exceeded
for a person or vehicle to be detected.

Slow crawlers/small
animal detection

Enables or disables detection of very slow crawlers and
small animals. Used mainly for military grade detection.

Note:

. By default, the Slow crawlers/small animal detection option is disabled in the abowe rules,

meaning that the system is identifying people standing or walking upright. Selecting
Enable activates the identification of sophisticated intruders.

. The Slow crawlers/small animal detection option is not supported for the following rules:

Object left behind in region, Vehicle stops in region, and Object removed from location.

cannot be changed.

. For all other rules, the default setting is Enabled (identifying sophisticated intruders), which
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To enable the identification of people standing upright
1. Select Setup > Rules. The Rules screen opens. See Figure: Rules Screen.

2. Click the Basic tab in the Attributes area.
3. Click the link displayed above the Aftributes area and select one of the following rules:
e Human enters region
e Human loitering
e Human crosses tripwire
e Human crosses multi-segment tripwire

4. Select the checkbox for Enable detection of small, crawling or slow intruders.

$FLIR Camera: ioibox trk101 Site - Live | Site - Playback | Live View | Setup | Log Out

bbbbbb

nnnnnn

CCC

> Depth

Enable Identification of Upright People

Note:

It is possible that a person who is not standing upright might not be detected when:

+  Crawling
* Walking on all four (like an animal)
« Camouflaged to look like an inanimate object (i.e., small tree)
*  Running and viewed from the side
+ Bent over and viewed from the side
In these cases, in order to enable the identification of upright people and reduce false alarms, the

camera should not be facing straight where the camera does not have good low-light sensors or
thermal sensors, detection might be reduced due to insufficient data.

The following sections describe how to modify rule attributes:

*  Modifying Region Entrance Rule Attributes

*  Modifying Human Loitering Rule Attributes

*  Moadifying Tripwire Crossover Rule Attributes

*  Modifying Fence Trespass Rule Attributes

*  Modifying Unattended Baggage Rule Attributes
*  Modifying Stopped Vehicle Rule Attributes

*  Modifying Object Removal Rule Attributes
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5.4.4.41 Modifying Region Entrance Rule Attributes

Region Entrance rules identify moving persons and/or vehicles entering a predefined region. In the case
of humans, Region Entrance rules can detect persons walking upright, piggyback, running, crawling or

crouching.

Note:

The rule attributes change according to the rule type and the object to be detected (human, \ehicle or both).

The following illustration shows the Rules screen for defining the Basic Region Entrance Rule attributes.

The rule attributes are highlighted in the red rectangle on the right of the screen.

$FLIR Camera: iaibox trk101 it - Liwe | Sile - Plipback | Live View | Sotup | Leg Gul

p A Anaklics - Rulex Usits: [Wessr [
Syatam -

Hame Ensbled | Type
5 Gt F1 | Funan o ek i rispan

" heatware

(Gamern )
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Lh Advarced Fesstone detaul seth
> Deg e
- Rules

Basic Rule Attributes for Human or Vehicle Entering Region
The following section describes how to modify a rule to detect when a human and/or vehicle enters a
region.

5.4.4.4.1.1 To Modify a Rule to Detect When a Human and/or Vehicle Enters a Region

To modify a rule to detect when a human and/or vehicle enters a region
1. Inthe Setup workspace, select Analytics > Rules. The Rules screen is displayed. See
Figure: Rules Screen.

2. From the Rule list, select the rule that you want to modify.

3. [Ifyou want to modify the Rule Type, click the [blue hyperlink] Rule Type located above the
Attributes area from the list that is displayed.

4. Select the required rule type. See Rule Types.

5. If you want to rename the rule, enter a new descriptive name for the rule in the Rule column of
the Rule list.

6. Modify the region where detection will take place. By default, when a new rule is created, a
companion region is created in the full field of view.
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7. To change theregion that is displayed in the display area, do the following:

r—‘»
a. If you want to erase and redraw the selected region, click Erase “in the Rule toolbar.
b. Select a drawing tool and redraw the detection region. For more information on how to
use the Rule toolbar drawing tools, see Drawing Detection Areas.

5.4.4.4.1.2 To Modify Basic Attributes

To modify Basic Attributes
1. Modify the Direction attribute(s) as described below in To define directions.

2. Modify the Pre-alarm Zone attribute(s) as described below in To define the pre-alarm zone.

3. Check Enable detection of small, crawling or slow intruders if you wish to identify sophisticated
intruders.

4. Click Apply. The rule is modified.
5.4.4.4.1.3 To Modify Advanced Rule Attributes

To modify Advanced Rule Attributes

In the following example for defining Advanced Region Entrance rule attributes, the advanced rule
attributes are highlighted in the red rectangle on the right of the screen.

$FLIR Camera: iaibox trk101 it - Liwe | Sile - Plipback | Live View | Sotup | Leg Gul
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Advanced Rule Attributes for Human or Vehicle Entering Region

1. From the Rules window, click the Advanced tab in the Attributes section.
2. Modify the Size attribute(s). Do one of the following:

»  Click the [blue hyperlink] value to the right of the Size label if you are modifying the detection
rule attributes for humans or vehicles. Click OK when finished.

*  Ifyouselect Custom, set the values for the minimum and maximum sizes in the Set Human
Size dialog box and/or Set Vehicle Size dialog box. Click OK when finished.
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Modify the Max. Speed attribute(s). Do one of the following:

«  Click the [blue hyperlink ] value to the right of the Max. Speed label if you are modifying the
detection rule attributes for humans or vehicles. Click OK when finished.

» Ifyouselect Custom, set the \values for the minimum and maximum sizes in the Set Maximum
Human Speed dialog box and/or Set Maximum Vehicle Speed dialog box. Click OK when
finished.

Modify the Distance inside region attribute(s). Do one of the following:

«  Click the [blue hyperlink ] value to the right of the Distance label if you are modifying the
detection rule attributes for humans or vehicles. Click OK when finished.

* Ifyouselect Custom, set the values for the minimum distance in the Set Human Minimum
Distance dialog box and/or Set Vehicle Minimum Distance dialog box. Click OK when finished.

Modify the Time in region attribute(s). Do one of the following:

*  Click the [blue hyperlink] value to the right of the Time label and within the phrase “At least
[blue hyperlink] sec” for a time zone if you are modifying the detection rule attributes for
humans or vehicles. Click OK when finished.

*  Ifyouselect Custom, set the walues for the time in zone in the Set Human Time In Zone dialog
box and/or Set Vehicle Time In Zone dialog box. Click OK when finished.

Modify the Max. Stationary time attribute(s) as follows:

«  Click the [blue hyperlink ] value to the right of the Time label and within the phrase “Stationary
no more than [blue hyperlink] sec” if you are modifying the detection rule attributes for
humans or vehicles. Click OK when finished.

»  Ifyouselect Custom, set the values for the “stationary no more than”time in the Set Human
Time Static dialog box and/or Set Vehicle Time Static dialog box. Click OK when finished.

Modify the Slow crawlers/small animals detection attribute(s) as follows:

*  Click the walue to the left of the label inthe [blue hyperlink].
« Enable or disable it as required.

5.4.4.4.1.4 To Define Directions

To define directions

1.

By default, the All attribute is selected. Any object (human or vehicle) moving in any direction
within the detection region will be detected.

To define custom directions, click the [blue hyperlink] value to the right of the Direction label.

Select Custom. A directional arow . | . is displayed in the display area. The center vertical
arrow defines the main detection direction. The horizontal arrows to the left and right of the
center arrow determine the tolerance or deviation from the center that is allowed. Adjust the
position of the tolerance arrows by dragging either of the arrowheads to the required tolerance.
Both arrowheads mowe in synch.

n

Click the Select tool ' * . Drag the arrow to a position in the detection area where you want to
define the detection direction.

Set the custom direction by dragging the center arrow and turning it to point towards the
required direction of movement detection. Select the tolerance arrows and turn them to set the

allowed deviation from the main direction '\T/
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6. To add a new direction, click the New Direction icon in the Rule toolbar. The new direction
is added.

Note:

A detection rule can have up to four directions.

7. Ifnecessary, modify the attributes of the new direction as described in the previous step.

8. To delete a direction, do the following:

Select the direction you want to delete by using the Select tool =
-
»  Click the Delete Direction icon in the Rules toolbar. The direction is deleted.
9. Click the Show/Hide Directions button@ to show or hide the direction arrows.

The following is an illustration of the display area with a single direction arrow.

Direction Arrows in Detection Area

5.4.4.4.1.5 Pre-Alarm Zones

A pre-alarm zone is an area where the unit detects according to the detection rules, but does not trigger
any alarm notifications in case of detection. It can be used in narrow detection areas where it is
preferable to detect and track before an intruder enters the detection area for a short period of time.

To define the pre-alarm zone
1. Click the [blue hyperlink] value to the right of the Pre-alarm Zone |abel.

2. Select On. The entire display area becomes a pre-alarm zone as shown below.
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Default Pre-alarm Zone

3. From the Rule toolbar, click the Clear Region icon m to delete the default pre-alarm zone (full
FOV).

4. Click the Show/Hide Pre-alarm Zone button ‘£ Using one of the drawing tools in the
Rules toolbar, draw a new pre-alarm zone. The following is an example of custom pre-alarm

Zones.

(@l[x]]
na

9
wl

Custom Pre-Alarm Zones

Note:

For more information on how to use the Rule toolbar drawing tools, see Drawing Detection
Areas.
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5. To change the color of the pre-alarm zone, do the following:

[ . |

+  From the Rule toolbar, click the Select icon | x to select the pre-alarm zone.

+  Select a color from the Color drop-down list ET'

Note:

| &)

Use the * icon to switch between detection and pre-alarm areas.

5.4.4.4.2 Modifying Human Loitering Rule Attributes

Loitering rules detect persons that remain in a specific region for a pre-defined period of time.

In the following Rules screen for defining Human Loitering attributes, the rule attributes are highlighted
in the red rectangle on the right of the screen.

Enalyiics » Rules Units; Mt =

[Hame | Enabled | Typa
| Dt o Humsan kalssing

L RT———

Adiritastes

B [udvanose Flethois dedoudl setivnz

== Disable slow crawlers and very small inkiuders

Rule Attributes for Human Loitering

5.4.4.4.2.1 To Modify a Rule to Detect Human Loitering

To modify a rule to detect human loitering
1. Inthe Setfup workspace, select Analytics > Rules. The Rules screen is displayed. See Figure:
Rules Screen.

From the Rule list, select the rule that you want to modify.
To modify the Rule Type, click the [blue hyperlink] Rule Type located above the Attributes area.
Select Human Loitering.

To rename the rule, enter a name for the rule in the Rule column of the Rule list.

© o A~ w BN

Modify the region where detection will take place as required. By default, when a new rule is
created a companion region is created on the full field of view.

r—'—‘»
7. To erase and redraw the selected region, click Erase - in the Rule toolbar.
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8. Select a drawing tool and redraw the detection region.

Note:

For more information on how to use the Rule toolbar drawing tools, see Drawing Detection
Areas.

9. Modify the Time attribute as follows:

» Select a [blue hyperlink] value that is displayed to the right of the Time label and within the
phrase “At least [blue hyperlink] sec. in zone”. Click OK when finished.

« IfCustom is selected, set the values for the minimum time in zone in the Set Human Time in
Zone dialog box. Click OK when finished.

10. Modify the Slow crawlers/small animals detection attribute(s) as follows:

»  Click the [blue hyperlink] value to the left of the label and enable/disable as required.
*  Click Apply. The rule is modified.

5.4.4.4.3 Modifying Tripwire Crossover Rule Attributes

Tripwire Crossover rules detect humans, vehicles or both when crossing a single or multi-segmented
tripwire line. Detection is based on the first visible movement beyond the line.

Rule attributes are highlighted in the red rectangle on the right of the following Rules screen for defining

Human or Vehicle Crossing Tripwire attributes.

Mane Enabied Type
Dzt El Hianan o webicle ciciss hipeie

—— Fiettors defaa wstings

Rule Attributes for Human or Vehicle Crossing Tripwire

To modify a rule to detect when a human and/or vehicle crosses a tripwire line
1. Inthe Setup workspace, select Analytics > Rules. The Rules screen is displayed. See Figure:
Rules Screen.

From the Rule list, select the rule that you want to modify.

To modify the Rule Type, click the [blue hyperlink] Rule Type located above the Attributes area.

> w0 DN

Select the required rule type. See Rule Types.

5. To rename the rule, enter a descriptive name for the rule in the Rule column of the Rule list.
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Modify the direction by using either the direction icons or the selection [blue hyperlink] in the
direction attribute area.

—

Click '* to select the tripwire line.

Do one of the following:
Click B , & or & to change the directional detection as needed.
o Click the [blue hyperlink] in the direction attribute area, and select a value from the list that is
displayed.
Click Apply. The rule is modified.

Note:

The direction (left/right) is referenced as looking from the start point of the tripwire line to the end
point.

5.4.4.4.4 Modifying Fence Trespass Rule Attributes

Fence trespass rules detect movement across a fence line. Its detection differs from tripwire in that it is
designed to work with Advanced Region definitions that compensate for the relative size of intruders for
climbing (elevation) above the ground detection plane. The Advanced Region definitions must be defined
before defining this rule type. See Depth Setup Step 3: Advanced Depth Regions.

The following is an example of the Rules screen for defining Human or Vehicle Crossing Fence Basic
attributes.

lsi Human or vehicle croszes Mew Fence 1 "_|

fence
Attributes

Basic sdvanced Festore default sattings:

(z=]
=1
=

& Direction:

Basic Rule Attributes for Human or Vehicle Crossing Fence
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5.4.4.4.4.1 To Modify a Rule to Detect When a Human and/or Vehicle Crosses a Fence Line

To modify a rule to detect when a human and/or vehicle crosses a fence line
1. Inthe Setfup workspace, select Analytics > Rules. The Rules screen is displayed. See Figure:
Rules Screen.

From the Rule list, select the rule that you want to modify.
To modify the Rule Type, click the [blue hyperlink] Rule Type located above the Attributes area.
Select the required rule type. See Rule Types.

To rename the rule, enter a name for the rule in the Rule column of the Rule list.

o o A~ w BN

From the Fence Region drop-down list to the right of the selected detection rule [blue hyperlink],
choose an existing straight line fence or multi-segmented fence.

7. To change the direction of the detection on the fence, do one of the following:

Click = , A or A to achiewe the directional detection required

*  From the Direction attribute, click the [blue hyperlink ] and select the required direction.
8. Click Apply. The rule is modified.

5.4.4.4.4.2 To Modify Advanced Attributes

To modify advanced attributes
The following is an example of the Rules screen for defining Human or Vehicle Crossing Fence Basic
Attributes.

q&, Human or vehicle crosses Mew Fence 1 |

fence

Attributes
Basic Advanced Restore default settings
E Size: Human: Medium [(0.5-2.0 2q m]

Yehicle: Standard [3.0-12.0 2q m]
¥ Max speed Human: Average (6.0 m/sec)

Yehicle: dverage (15.0 mizec)

Bl Fnable slow crawlers and very small intruders
detection.

Advanced Rule Attrib utes for Human or Vehicle Crossing Fence

1. Click the Advanced tab in the Attributes section.

2. Modify the Size attribute(s) as follows:

» Select a [blue hyperlink ] \alue to the right of the Size label if you are modifying the detection
rule attributes for humans or vehicles.

«  Ifyouselect Custom, set the values for the minimum and maximum sizes in the Set Human
Size dialog box and/or Set Vehicle Size dialog box. Click OK.
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3. Modify the Max. Speed attribute(s) as follows:

«  Click the [blue hyperlink ] value to the right of the Max. Speed label, and select a value from
the list that is displayed. If you are modifying the detection rule attributes for humans or
\ehicles the Max. Speed values for both humans and \ehicles are displayed.

» IfCustom is selected, set the values for the minimum and maximum sizes in the Set
Maximum Human Speed and/or Set Maximum Vehicle Speed dialog box. Click OK when
finished.

4. Modify the Slow crawlers/small animals detection attribute(s) as follows:

*  Click the [blue hyperlink ] value to the left of the label.
« Enable or disable as required.
5. Click Apply. The rule is modified.

Note:

The fence height and width properties can be changed in the Advanced Depth Regions.

5.4.4.4.5 Modifying Unattended Baggage Rule Attributes

Unattended Baggage rules detect when an item is displayed in a scene and remains unmoved and
unattended for a pre-defined period of time.

Note:

Unattended Baggage is a static rule that is not supported on PTZ cameras.

In the following example of the Rules screen for defining Object Left Behind in Region attributes, the
rule attributes are highlighted in the red rectangle on the right of the screen.

=abtict + Rulex Uniz: ot ™

Msma st Tapa
el ‘ e

Rule Attributes for ObjectLeft Behind in Region
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To modify a rule to detect an object left behind in a region
1. Inthe Setup workspace, select Analytics > Rules. The Rules screen is displayed. See Figure:
Rules Screen.

2. From the Rule list, select the rule that you want to modify.

3. To modify the Rule Type, click the [blue hyperlink] Rule Type located above the Attributes area.
4. Select Object left behind in region. See Rule Types.

5. Torename the rule, enter a name for the rule in the Rule column of the Rule list.

6. Modify the region where detection will occur as required. By default, when a new rule is created,
a companion region is created on the full field of view.

—

+ Toerase and redraw the selected region, click Erase = in the Rule toolbar.
«  Select a drawing tool and redraw the detection region.

Note:

For more information on how to use the Rule toolbar drawing tools, see Drawing
Detection Areas.

7. Modify the Size attribute(s) as follows:

»  Click the [blue hyperlink] value to the right of the Size label, and select a value from the list
that is displayed.

» Ifyou select Custom, set the values for the minimum and maximum sizes in the Set Baggage
Size dialog box. Click OK when finished.

8. Modify the Scene type attribute(s) as follows:

»  Click the [blue hyperlink] value to the right of the Scene type label, and select a value from the
list that is displayed.

9. Modify the Time until alert attribute(s) as follows:

»  Click the [blue hyperlink] value to the right of the Alerts label, and select a value from the list
that is displayed.

*  Ifyou select Custom, set the \alues for the minimum and maximum period in the Set Time to
Alarm dialog box. Click OK when finished.

10. Click Apply. The rule is modified.

5.4.4.4.6 Modifying Stopped Vehicle Rule Attributes

Stopped Vehicle rules detect when a vehicle has arrived and remains for a specified time in an area of
interest.

Note:

Stopped Vehicle is a static rule that is not supported on PTZ cameras.
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In the following example of the Rules screen for defining Vehicle Stops in Region attributes, the rule
attributes are highlighted in the red rectangle on the right of the screen.

Enslptica » Rules Unite: [eer =)

Rule Attributes for Vehicle Stops in Region

To modify a rule that detects when a vehicle stopsin a region

1.

N

o &

In the Setup workspace, select Analytics > Rules. The Rules screen is displayed. See Figure:

Rules Screen.

From the Rule list, select the rule that you want to modify.

To modify the Rule Type, click the [blue hyperlink] Rule Type located above the Attributes area.
Select Vehicle stops in region. See Rule Types.

To rename the rule, enter a name for the rule in the Rule column of the Rule list.

Modify the region where detection will occur as required. By default, when a new rule is created,
a companion region is created on the full field of view.

» To erase and redraw the selected region, click Erase [7 in the Rule toolbar.

+ Select a drawing tool and redraw the detection region. For more information on how to use the
Rule toolbar drawing tools, see Drawing Detection Areas.

* Modify the detection settings attributes, as required. By default, the detection setting
attributes are designed for the most common detection rules. These attributes can be
changed to optimize detection for unique requirements of the camera or preset scene.

Modify the Size attribute(s) as follows:

»  Click the [blue hyperlink] value to the right of the Size label, and select a \alue from the list
that is displayed.

* Ifyou select Custom, set the values for the minimum and maximum sizes in the Set Baggage
Size dialog box. Click OK when finished.

Modify the Scene type attribute(s) as follows:

»  Click the [blue hyperlink] value to the right of the Scene type label, and select a value from the
list that is displayed.

Modify the Time until alert attribute(s) as follows:

»  Click the [blue hyperlink] value to the right of the Alerts label, and select a value from the list
that is displayed.

+  Ifyouselect Custom, set the walues for the minimum and maximum period in the Set Time to
Alarm dialog box. Click OK when finished.
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10. Click Apply. The rule is modified.

5.4.4.4.7 Modifying Object Removal Rule Attributes

Object Removal rules detect when an item is stolen or removed from its given location.

Note:

Object Removal is a static rule that is not supported on PTZ cameras.

In the following example of the Rules screen for defining the Object Remowved from Location attributes, the
rule attributes are highlighted in the red rectangle on the right of the screen.

Braptios v Hulas [ |

Hew el Ducicate iy

B Hevlae deladl ivdng!

I s s 101405 36 )
! A Ense Ippe

& s Fat Fiermseed Obgact alten 150 ane

St Dbt 1w

Rule Attributes for Object Removed from Location

To modify a rule to detect an object removed from a region
1. Inthe Setup workspace, select Analytics > Rules. The Rules screen is displayed. See Figure:
Rules Screen.

From the Rule list, select the rule that you want to modify.
To modify the Rule Type, click the [blue hyperlink] Rule Type located above the Attributes area.

Select Object removed from location. See Rule Types.

o > w0 b

To rename the rule, enter a name for the rule in the Rule column of the Rule list.
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6. Modify the region where detection will occur as required. By default, when a new rule is created,
a companion region is created on the full field of view.

» Toerase and redraw the selected region, click Erase - in the Rule toolbar.

»  Select a drawing tool and redraw the detection region. For more information on how to use the
Rule toolbar drawing tools, see Drawing Detection Areas.

* Modify the detection settings attributes, as required. By default the detection setting
attributes are designed for the most common detection rules. These attributes can be
changed to optimize detection for unique requirements of the camera or preset scene.

7. Modify the Size attribute(s) as follows:

*  Click the [blue hyperlink] value to the right of the Size label, and select a value from the list
that is displayed.

* Ifyou select Custom, set the values for the minimum and maximum sizes in the Set Baggage
Size dialog box. Click OK when finished.

8. Modify the Scene type attribute(s) as follows:
»  Click the [blue hyperlink] value to the right of the Scene type label, and select a value from the
list that is displayed.
9. Modify the Time until alert attribute(s) as follows:
»  Click the [blue hyperlink ] value to the right of the Alerts label, and select a value from the list

that is displayed.

*  Ifyou select Custom, set the \alues for the minimum and maximum period in the Set Time to
Alarm dialog box. Click OK when finished.

10. Click Apply. The rule is modified.

5.4.4.5 Simulating Maximum and Minimum Object Sizes

You can simulate the maximum and minimum size of objects to be detected (the persons, wvehicles, or
objects) on the video screen, in order to verify and confirm the size attributes defined in the detection
rule.

Note:

1. In order to be detected, an object must be between the minimum and maximum size of the
simulated image. Mowve the OSD simulation around the scene and confirm it fits the required
size of the persons, wehicles, or objects to be detected.

2. When moving the simulation, its size changes according to the calculated size values on the
specific location based on the depth (pers pective) settings defined for the scene.

To simulate the Min./Max. object size

1. Inthe Setup workspace, select Analytics > Rules. The Rules screen is displayed. See Figure:
Rules Screen.

2. On detection rules with both Basic and Advanced attributes, select the Advanced Attrib utes
tab.

158 HTML Edition Units User Guide November 7, 2016



Configuring the Unit

9.

Analytics > Rules = Units: [uosr =

Name [Enabled | Type
Default ] Human or vehicke enter region
Mew Delete Duphcate Aaply Test
&
™ . Humal
¥ =)
—
L4 U4 Atiributes
— Basic | Advanced Feestore default setings
-
— ? m)
— I
c ]
afa
—
a
—
0
o Stow Human size || Show Vehicke sine

Advanced Attributes Tab Size Settings

In the checkbox at the bottom of the Attributes area, select the type of object to simulate
(Human or Vehicle). An On-Screen Display (OSD) simulation of the minimum (small box) and
maximum (large box) object size is shown on the video screen.

Set the minimum and maximum size of the object.

Minimum: 0.4 =—@———————————— (0.5 ': 3sqm
Maximum: 1 9 3.0 [s| 5sqm
Ok Cancel

Set Human Size Dialog Box

Click and drag the bottom (center) point of the OSD simulation to mowve the simulation inside
the scene. The simulation size changes according to the size values calculated on the specific
location.

Click and drag on the simulation borders to change the ratio of its height or width.

Click and drag the simulation corners to change the minimum or maximum object size or define
them in the attributes section.

Confirm that a typical object to be detected is between the minimum and maximum simulated
size.

If necessary, change the object size attributes accordingly.

10. Click Apply to save the changes.

Note:

Use the Zoom-in, Zoom-Out, Pan, and 1:1 tools to enlarge and focus on the object to improve the
simulation accuracy.
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5.4.4.6 Restoring Rule Attributes to their Default Settings

You can restore a rule attributes to their default settings to cancel any changes performed by the user.

To restore the detection rules attributes to its default settings
1. Click Restore default settings.

L%
1LE Human or vehicle enter region

Attributes

Basic Advanced Festore default settings

=

&, Direction: Il

& Fre-alarm zone

)

f

Basic Attributes Area

2. Click Apply.

5.4.4.7 Enabling and Applying (Saving) Rules

You can enable and disable rule definitions in the Rule table. Only enabled definitions are used when a
camera is armed.

To enable ordisable a rule

1. Inthe Setup workspace, select Analytics > Rules. The Rules screen is displayed. See Figure:
Rules Screen.

2. Inthe Active column of the Rule list, select or clear the rules that you want to enable or disable.

3. Click Apply. The rules are enabled or disabled.

5.4.4.8 Modifying and Duplicating Rules

You can modify or duplicate an existing rule. The procedure for modifying existing rule is the same as

for modifying new rules. See Modifying Rule Attributes.
To modify the detection area for a rule, follow the procedures described in Drawing Detection Areas.

To duplicate a rule

1. Inthe Setup workspace, select Analytics > Rules. The Rules screen is displayed. See Figure:
Rules Screen.

From the Rule list, select the rule you want to duplicate.

Click Duplicate. The rule is duplicated and is displayed in the Rule list.

> w0 b

Modify the detection area of the duplicated rule. See Drawing Detection Areas.

o

Modify the rule attributes as described in Modifying Rule Attributes.

6. Inthe Active column of the Rule list, select or clear the rules that you want to enable or
disable.

7. Click Apply. The duplicated rule is saved.
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5.5 Configuring Advanced Analytic Settings

Enhanced detection is possible in scenes where there is movement in up to 80% of the frame. This
function is enabled by default. When the trk-101 and trk-101-P are operating in DVR and HD Analytic
Analog modes, the distance from which smaller objects are detected is enhanced and enabled by default.

To disable enhanced detection distance

e Uncheck the Enable enhanced detection checkbox in the Advanced Settings area of the
Setup > Analytics > Advanced screen.

Analytics > Advanced

Available Units For Depih Recording 1P 10.70.20.117

[Setection [ Ch| Channei nams | Model |, | Modek ik101
107020104 (1 | Aty McBeal win | Channel hame: Almoy
wrmsaos (1 | A0

IA000_CH_1
e ~
107020108 |2 | s s 2 00
O
T |3 | s oy | 0008

I T = T
WT020110 |1 An scian

| WT020.144 |1 | Roland wian |
MWT0128 |1 | Mstaseian scidn
W0 12E |1 Winston il
7020130 |1 | Van Gogh wt
107020143 |1 | Ressa Tyl W v

e
Sedect Al Ungabect Al Reliesh

—_—
L]

Advanced Seltings
of| Scene with large cbjects or many objects

Analytics > Advanced > Advanced Settings

5.6 Configuring the Event Engine

The unit's embedded event engine enables you to define responses (automatic actions) for selected
events and to perform actions at pre-defined times (scheduled actions).

Each automatic response definition includes the following three parameters:

«  Triggering event — The event that will start the automatic response.
» Actions — The actions to perform in response to the occurrence of the triggering event.
«  Schedule — When to monitor for the triggering event occurrence.

Each scheduled action includes the following two parameters:

* Actions — The actions to perform at the scheduled time.
*  Schedule — When the actions must be performed.
Multiple events or scheduled actions can be defined per unit. Actions can be defined to be performed (a)

locally on the configured unit, or (b) remotely on external units. For example, upon Intrusion detection
from this camera, to move a PTZ camera on the second floor to preset 5.

November 7, 2016 HTML Edition Units User Guide 150



Configuring the Unit

The following is an illustration of the Response s screen:

Events > Responses

Hame Enabled Triggering Event Action
|Hesnnnse_‘| il Intrusion detection Activate relay output
Add Delete
Tiagenng Event Actions Schedule
Alarms
@ Detection by type [Inlrtlsim detection F]
() Detection by rule; *
) External alamm [dry contact] Open Cloze
) No more detections left in scene
Video Signal
) Video signal
Operations
) Power on
| Arm
) Disarm
Apply
Responses Screen
The following is an illustration of the Sched. Actions screen:
Eventz > Sched. Actions
Hame Enabled Action
[.ﬁ.ction_l (v Activate relay output
Add Delete
Achons Schedule
[Step [ Action [ Settings |
[ | Activale relay oulput | . |
Up Down Add Delete
Action: IActi-rate 1elay oulout [*]
Settings
Activate relay: @ Immediately
) After £ sec
Felay number @ m
Aclivation signal @ Continuaus |Dn ] '.|
O Pulse activation:  Pulse duration | Sec.
Fpply

Sched. Actions Screen

The Responses and Sched. Actions screens are similar, except that the Responses screen includes

the Triggering Event tab. Both pages include a section where defined responses or scheduled events
are listed, as well as tabs for their settings.
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The Events list includes the following columns and buttons:

Setting Description

Name The automatic response or scheduled event custom name as given by the
user.

Enabled Enables and disables the specific automatic response or scheduled event.

Event Description of the triggering event type (for Responses only).

Action Description of the actions to perform.

Schedule For an automatic response indicates when the triggering event will be

monitored (always or scheduled).

For a scheduled event indicates when the actions shall be performed.

Add Adds a new event definition to the Events list.

Delete Deletes the selected event in the Events list.

The Responses and Sched. Events screens include the following tabs:

5.6.1

Triggering Events: Responses screen only. Defines the type of event which will start the automatic
response.

Actions: When configuring automatic responses, defines the actions to be performed on the
occurrence of a triggering event. When configuring a scheduled event, defines the actions to be
performed on the scheduled date or time.

Schedule: When configuring automatic responses, this tab enables you to define when to monitor
for the triggering event occurrence. See Configuring When to Perform Scheduled Actions. When
configuring Scheduled actions, this tab enables you to define when the actions must be performed.

See Configuring Scheduled Actions.
Defining Automatic Responses

An automatic response is a set of actions to be taken upon the occurrence of the triggering event during
a defined monitoring period (schedule).

To configure automatic responsesin the unit

1.

> w0 DN

In the Setup workspace, select Analytics > Responses. The Responses screen opens. See
Figure:_Responses Screen.

Click Add. A new event is added and is displayed in the Events list.
Configure the Triggering Event tab, as described in Configuring a Triggering Event.
Configure the Actions tab, as described in Configuring the Actions to Perform.

Configure the Schedule tab, as described in_Configuring the Monitoring Schedule for Automatic
Responses.

Click Apply. The automatic responses settings are saved.
After configuring responses, you can perform the following functions:

« Sort Events
 Delete Events
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5.6.2 Configuring Scheduled Actions
Scheduled actions perform an action on a specific date or time or on a recurring basis over a defined
time period (schedule).

To configure automatic responsesin the unit
1. Inthe Setup workspace, select Analytics > Sched. Actions. The Sched. Actions screen is
displayed. See Figure: Scheduled Actions.

2. Click Add. A new event is added and is displayed in the list.

3. Configure the Actions tab, as described in Configuring the Actions to Perform.
4. Configure the Schedule tab, as described in Configuring When to Perform Scheduled Actions.
5. Click Apply. The scheduled actions settings are saved.

6. After configuring responses, you can perform the following functions:

« Sort Events
 Delete Events

5.6.21 Configuring a Triggering Event

Note:

Triggering events refer only to responses and are not applicable when configuring scheduled actions.

The Triggering Event tab enables you to define triggering events that initiate an automatic response. An
automatic response is an action that is defined in the Actions Tab and executed during the monitoring

period defined in the Schedule tab. See Configuring the Monitoring Schedule for Automatic Responses.

The Triggering Event tab includes the following fields:

Setting Description

Detection by type  Triggers an automatic response in case the unit detects according
to a detection rule matching the selected type:

* Intrusion detection
*  Vehicle Stopped

»  Unattended Object
*  Object Removal

«  Tripwire detection

*  Fence detection

» Loitering detection
« Any detection

Detection by rule Triggers an automatic response according to a specific detection
rule defined in the unit.

External alarm Triggers an automatic response when the unit detects dry contact
(dry contact) alarms received from connected alarm Inputs.
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Setting

Description

No more detections
left inscene

Triggers an automatic response in case no detections are left in
the scene.

Video signal

Triggers an automatic response in case one of the following video
signal status notifications occur:

*  Video Signal OK
*  No Video Signal
*  LowVideo Signal
* Bad Video Signal
»  Camera Shift

Power On

Triggers an automatic response when the unit's power is turned
on.

Arm

Triggers an automatic response when the unit’s status is changed
to arm.

Disarm

Triggers an automatic response when the unit’s status is changed
to disarm.

To configure a triggering event
1. In the Setup workspace, select Events > Responses. The Responses screen is displayed.
See Figure: Responses screen.

2. Define the Triggering Events tab as follows:

Trigger Type

Action

Detection alarm
type

Select detection alarm trigger from the Detection by type drop-down
list.

Specific rule alarm

Select Detection by rule.

Select the rule to use as a trigger from the Detection rules drop-
down list.

External alarm
(dry contacts)

Select External alarm (dry contact).
From the drop-down list, select the dry contact to monitor.

Select whether to trigger an alarm when the selected dry contact
state is Open or Close.

After all detected
objects leave the
scene

Select No more detections left in scene.

Following changes
in the video signal
state

Select Video signal.
Select the type of video signal alarm to use as a trigger from the
Video signal drop-down list:

»  Video Signal OK

*  No Video Signal

« Low Video Signal

e Bad Video Signal

»  Camera Shift

*  Any tamper
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Trigger Type Action

Following powering  Select Power on.
up the unit

Following the arming Select Arm.
of the unit or
channel event

Following the Select Disarm.
disarming of the unit
or channel event

3. Click Add to add the event to the Events list at the top of the page. The ewvent is enabled.

4. Assign a name to the event by entering a name in the Response_x field, where x is the number of
the response.

5. Uncheck the Enable checkbox to disable the response.

6. To modify an event setting, simply change the setting in the Triggering Event tab and click Apply.

5.6.2.2 Configuring the Actions to Perform

W hen defining automatic responses, the Actions tab enables you to define the actions to be performed
when the triggering event occurs during the monitoring schedule.

When defining scheduled actions, the Actions tab enables you to define the actions to be performed at the
scheduled time.

The following is an example of the Actions tab. The details shown on this tab vary according to the
action chosen from the drop-down list:

Events > Seltings
MName _Enabled  |Event | Action | Schedule |

[Event1 [F] Viden Signal OF | Clear Atame Scheduled

Add Dinfighe

I'mogerng Event Ackionz Schedule

Step [ Action S ettings

1 | Clear Alars |

Up Down Add

& [Clear Alams =]

Sethings

Claar alarms: Immediately

@ Al : l— Se
Apgly
Actions Tab
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A\

Warning:

The relay output can be used for automatic responses that are initiated without intervention from an
outside user. Never use the relay output for automation that cannot be overridden or may cause
damage, injury or loss of life.

Because an ioi unit can automatically change the relay output state (NORMALLY OPEN or
NORMALLY CLOSED) of devices controlled by the system, safety measures should be taken as a
precaution.

The Actions tab includes the following fields:

Setting Options Description

Action Defines the actions to be performed when the triggering
event configured in the Triggering Event tab occurs
during the monitoring schedule.

Perform on Defines the unit to perform the selected actions: unit
this/remote being configured (local) or remote unit according to IP
unit address.

Settings Settings according to the selected action to perform.

5.6.2.2.1 To Configure the Actions Tab

To configure the Actions tab

1.

2
3.
4

Select the Actions tab. The Actions tab is displayed.

From the Actions list, select the action to configure.

From the Action drop-down list, select the action to perform on event occurrence.
Define the unit to perform the specific action:

+ By default, the action is performed on the unit you are configuring.
+ To perfom the action on another unit, click Perform on this unit.
Enter and verify the IP address of the unit on which you want the action performed.

Click OK. The IP address of the unit on which the action is to be performed is displayed in the
Actions tab in place of the Perform on this unit link.

Define the Settings for the selected action:

Activate relay output
* Inthe Activate relay setting, select one of the two options for when to activate the relay:

= |Immediately
= After x seconds, where x is the number of seconds to enter in the text box
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*  Select the Activation signal:
=  Continuous: Select On or Off

=  Pulse activation: In the Pulse duration field, enter the duration of the pulse in
seconds

Clear ala€ms
»  Select whenyou want to clear alarms:

= Immediately
= After x seconds, where x is the number of seconds to enter in the text box

Amm/Disamm camera
«  Select when you want the camera armed:
= Immediately
= After x seconds, where x is the number of seconds to enter in the text box

Am/Disamm alamm input
«  Select when you want the alarm input armed or disarmed:

= Immediately
= After x seconds, where x is the number of seconds to enter in the text box
*  From the Alarm input drop-down list, select the alarm input you want to arm or disam.

Clear extemal alamm input
»  Select if you want the dry contact alarm cleared:

= Immediately
= After x seconds, where x is the number of seconds to enter in the text box
*  From the Alarm input drop-down list, select the alarm input you want to clear

Send email
+  Select when you want to perform the action:
=  Immediately
= After x seconds, where x is the number of seconds to enter in the text box
»  Enterthe email recipients ("To:" and "Cc:")
*  Keep the default notification message or click Edit to customize the email content
»  Check or uncheck the box to include an image of the event as an attached file

Enable/Disable detection rule
»  Select when you want a detection rule enabled or disabled:

= Immediately
= After x seconds, where x is the number of seconds to enter in the text box
*  From the Rule name drop-down list, select the rule to be enabled or disabled

Control PTZ camera actions
»  Select when you want to perform the action:

=  Immediately

= After x seconds, where x is the number of seconds to enter in the text box
«  Select the action to perform from:

= Go To Preset and then select the required preset from the drop-down list

= Stant/Resume Playlist

= Stop Playlist

=  Pause Playlist

8. Ifyou want to add additional actions for this triggering event, Click Add. A new action is added
tothe Action list.
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9. Configure the new action as described in steps 3 through 5.
10. Repeat steps 6 and 7 for all new actions that you want to add to this triggering event.

11. To delete any of the actions for this triggering event, select the required action in the Action list
and click Delete. The selected action is deleted.

12. Repeat step 9 for all actions you want deleted for this triggering event.

13. If required, change the order in which you want the actions performed using the Up and Down
buttons.
5.6.2.3 Configuring the Monitoring Schedule for Automatic Responses
This section describes how to configure the Schedule tab in the context of an automatic response event.

The Schedule tab enables you to configure a time schedule when the occurrence of triggering events
should be monitored. See Configuring a Triggering Event.

If you want to configure a schedule for a scheduled action (when a scheduled action should take place),
see Configuring When to Perform Scheduled Actions.

The following is an illustration of the Schedule tab when defining an automatic response:

Events > Responses

| Name [Enabled | Triggering Event [ Action
| Responz=_1 | | Wideo Signal Ok Activate relay output
Add Delete
Triggering Event Actions Schedule

) Always
@ Monitor event occunrences:
Eram | 25/05/2009
¥ Mo end date
Weekdays: o Sun Man [ Tue wed [] Thu [J Fri [ 5at

Between: | 0000-2200 |7 [Ex 8:00.12:00 14:30.17:00...]

Apply

Schedule Tab for Responses
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The Schedule tab for automatic responses to events has the following fields:

Setting Options Description

Always Defines continuous monitoring of triggering events.
occurrence.

Monitor event Defines when a triggering event occurrence should be

occurrence monitored.

From Selects the date on which the monitoring starts.

To Selects the date on which the monitoring ends.

No end date Used in conjunction with the From option, if the event
monitoring is to run from the selected date with no end
date.

Weekdays Select the days of the week on which the event

monitoring is to take place.

Between Select the time of day during which the event
monitoring is to take place.

Time periods are entered in the format hh:mm-hh:mm,
where the first time entry is the starting time and the
second time entry is the finishing time.

If multiple time ranges are required, the additional time
ranges are separated by a space. For example, hh:mm-
hh:mm hh:mm-hh:mm.

5.6.2.3.1 To Configure the Monitoring Schedule

To configure the monitoring schedule
1. Select the Schedule tab. The Schedule tab is displayed.

Select Always if you want the event to be continuously monitored.

If you selected Always, continue with step 5.

> w0 b

Select Monitor event occurrences.

5. Do one of the following:

* Inthe From field, enter the date on which you want monitoring of the event to start.
«  Click in the field and select the date from the calendar that is displayed.

6. Do one of the following:

* Inthe Tofield, enter the date on which you want monitoring of the event to end.
«  Click in the field and select the date from the calendar that is displayed.

7. If you want the event to be monitored with no end date, select No end date.
8. Inthe Weekdays field, select the day(s) on which you want the event monitored.

9. Inthe Between field, enter the time range during which you want the event monitored. Use the
format hh:mm-hh:mm, where the first time entry is the starting time and the second time entry is
the finishing time. If multiple time ranges are required, the additional time ranges are separated
by a space. For example, hh:mm-hh:mm hh:mm-hh:mm.
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Note:

Events that pass midnight and cross over into the next day must be configured twice: once for
the time period till midnight and the other starting from midnight the next day.

5.6.24 Configuring When to Perform Scheduled Actions

This section describes how to define when to perform scheduled actions.

Scheduled actions are actions performed on a specific date or on a recurring basis over a defined time
period; on specific days or over a range of days; and at a specific time or at multiple specific times.

The following is an example of the Schedule tab when configuring scheduled actions:

Eventz » Sched. Actions

M ame | Enabled Action
!Action_'. o Activate relay oustput
Add Delete
Actions Schedule

Ferfarm Selected Actions:

From [25/08/2003

¥ Mo end date
wWeekdays: Sun [¢f] Mon (o] Tue [o] Wed [¢] Thu [ Fr Sat

At [B:30

2 (Ew 14-00 16-32

Apply

Schedule Tab for Scheduled Actions

The Schedule tab for scheduled actions includes the following fields:

Description

Defines when the action should be performed.

Selects the date on which the recurrent scheduled action
period starts.

Setting Options
Perform selected
actions

From

To

Selects the date on which the recurrent scheduled action
period ends.

No end date  Used in conjunction with the From option, if the recurrent

scheduled period is to run from the selected date with no
end date.
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Setting Options Description

Weekdays Select the days of the week on which the scheduled
action is to take place.

At Select the time of day during which the scheduled action
is totake place.

Times are entered in the format hh:mm. If the scheduled
actionis to be performed at various times during the day,
each time is separated by a space. For example, hh:mm
hh:mm hh:mm hh:mm.

5.6.2.4.1 To Configure When to Perform a Scheduled Action

To configure when to perform a scheduled action

1.
2.
3.

8.

Select the Schedule tab.
Select Perform selected actions on.

Do one of the following:

* Inthe From field, enter the date on which you want the scheduled action performed.
» (Click in the field and select the date from the calendar that is displayed.

Do one of the following:

* Inthe Tofield, ifthe scheduled action is to be performed on a recurring basis over a period of
time, enter the date on which you want the scheduled ewent to end.

» Click in the field and select the date from the calendar that is displayed.
If you want the scheduled action to recur continuously, select No end date.

In the Weekdays field, select the day(s) on which you want the scheduled action performed.

In the At field, enter the time or times when the scheduled event is to be performed. Use the
format hh:mm. If multiple times are required, the additional times are separated by a space. For
example, hh:mm hh:mm hh:mm hh:mm.

Note:

Events that pass midnight and cross ower into the next day must be configured twice: once for
the time period till midnight and the other starting from midnight the next day.

Click Apply. The scheduled event is defined.
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5.6.2.5 Sorting Automatic Responses and Scheduled Actions in the Events
List

This section describes how to change the order of defined automatic responses and scheduled actions
in the Automatic responses and Scheduled actions lists.

To sort automatic responses and scheduled actions

1. Inthe Events list, select an automatic response or scheduled action. The selection is
highlighted.

2. Click Up or Down to move the selected automatic response or scheduled action to the desired
position in the list.

3. Repeat steps 1 and 2 for each automatic response or scheduled action in the list.

4. Click Apply. The changes in the Events list are saved.

5.6.2.6 Deleting Automatic Responses and Scheduled Actions from the
Events List

You can delete automatic responses and scheduled actions from the Events list.

To delete an automatic response or scheduled action

1. Inthe Events list, select an automatic response or scheduled action. The selection is
highlighted.

2. Click Delete. The automatic response or scheduled action is deleted.

3. Click Apply. The changes in the Events list are saved.

5.7 Operating with FLIR Cameras

Support is being added on an ongoing basis for ioi encoders to operate with FLIR cameras. Check with
your sales representative or FLIR support for the current listed of supported cameras. We recommend
reviewing Release Notes as they are issued to see the latest features and functions.

The following FLIR cameras are supported as of the date of this document: F-Series, FC-Series
(R, S, and ID models) and TCX Series.
For optimal performance, the following image settings are recommended on the F-Series and FC-Series
camera’s Setup > IR web page:
e AGC > Gain: 8-10
o AGC > Plateau: 110
e AGC=>ITT:120
e Digital Detail Enhancement: Auto

The camera’s streaming settings must be: (a) D1, 4CIF, VGA, or 640x512; (b) H.264 (Main Profile only); (c)
a bit rate lower than 1500 bps.

Note:

You must change the camera’s factory default settings upon configuring the camera.
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AN

Caution:

Make sure that the camera is configured in the camera web page as PAL or NTSC according to the
camera model type. The TRK unit must also be configured as PAL or NTSC according to the camera
model type.

Thermal cameras are supported by binding them to the encoder via Latitude. See the following section for
instructions how to bind the camera and encoder.

5.7.1 Binding a FLIR Camera to the trk-101

A FLIR fixed thermal camera and the trk-101 or trk-101-P are bound to each other from the Latitude
AdminCenter. The following schematic illustrates the connection.

IP or analog connection

Primary encoded video stream over IP
Latitude y

Latitude ControlCenter Sapves

Client PC
A— LAN Secondary encoded video stream
% Metadata
Metadata embedded 7
over video stream
Enter TRK IP address Metadata over IP
in Latitude TRK-101/TRK-101-P

configured in Decoder mode

Binding FLIR Camera to trk Encoder

Each camera has its own syntax for the URL which connects it to the RTSP server and defines the video
stream that will be sent via RTSP. The RTSP URL is entered in the TRK’s Setup > System > Unit
Information screen. It is necessary to select the fourth option (Digital input,digital analytics out) in the
Operating Modes section.

Operating Modes

() Analog input, digital video and analyfics output over IP (use with Generic NVRs).
() Analog input, analog video and analytics (use with DVRs).

() Analog input, digital analytics output over IP.

@ Digital input, digital analytics output over IP.

Insert RTSP stream URL |risp:i10.70.20.22/h264_2

[ 1s Authentication Required
User

Password:

Operating Modes

Note:

If you are using Latitude to bind the camera and encoder, Latitude will automatically select the fourth
option and set the URL.
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The syntax for each supported camera is:

Model Syntax

F-Series and FC-Series rtsp://<ip>/chO
(R, S, and ID models)

TCX Series T43xxBN rtsp://<ip>/cam/realmonitor?channel=1&subtype=1&proto=0Onvif

RTSP Authentication is not required for these units.

To bind the trk-101 or trk-101-P to the camera
1. Open the Latitude AdminCenter in the Physical View tab for the desired.
2. Select the camera. Note that the camera icon is displayed as a PTZ camera.

IR 1 AL W S 1 -
A

1 G RN ] ey [resssny [ressr— jrrer-— |""°"'|“"°"“' Timem]
ST = - SGFoTE

PTZ Configuration Screen

3. Select the PTZ Configuration tab.

Uncheck the Enable PTZ functionality checkbox.

5. From the Toolbar at the top of the screen, click Save. Note that now the camera icon changes to
a fixed camera icon.

6. Select the top-level System in the Camera Tree.
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7. Select the Analytics tab.

CEIET IR

Analytics Tab

8. Select the camera that you want to bind from the Available Camera list.

9. Use the arrow button to add it to the Camera table.

/N

Caution:

Make sure that the TRK unit is not attached to Latitude.

10. In the table, do the following:

a. Inthe Connection Type column, from the drop-down list, select Analog or Manual RTSP
(for IP cameras).

b. Inthe Analytic Device IP column, enter the IP address of the TRK unit that you want to
attach to the PTZ camera.

i. [Ifyou select Manual RTSP, click the RTSP Setting button. If the trk-101 is connected
to a FLIR camera, the IP address is displayed automatically in the Analytic Device IP
column. If the camera is not displayed automatically, enter the full RTSP address
string after the camera’s IP address in the RTSP Settings dialog box. For example, if
the FLIR camera’s RTSP URL is “rtsp://<ip>/ch0”, enter “/ch0” in the Camera RTSP
Stream URL text box.

$FLIR  RTSP Settings

Camera RTSP Stream URL |,ﬁch{‘,
Authertication Required [

Usemame |

Password |

:ﬁ:

RTSP Settings Dialog Box
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ii. Ifauthentication is required for the RTSP connection, select the Authorization
Required checkbox. Then enter the User Name and Password in the respective text
box. Click OK.

[

iCamern 1 - 10702043
FussarHDIFCamens - 63
Coern 1 - 107020 66 FUR T43506.. Marusl RTSP WA e Forreat in ol corrgutbly

Aerad
Camers 1 - 10.70.20.70 FUR T43508.. Marusl ATSP 107020 153 At Emer: Bad sgnal. Anslytics i dissbisd
Dusamasd

Camern 1 - 17230000 138 (FC-Seres . Marusl RTSP Emor: Anaiytios devics is deamed

Camera Table

Note:

This feature is supported only on the Quasar CP-4221-30x.

11. Click Save.

12. Click Arm/Disarm or arm the unit from ControlCenter. The camera is displayed as Armed in the
Arming Status column of the Camera table. The Analytics function starts to operate after the
camera is armed and OK is displayed in the Analytics Status column.

13. From the Setup > Depth screen of the TRK unit’s web interface, configure the analytic settings.
5.7.2 Binding a PTZ Camera to the trk-101-P

The PTZ camera and the trk-101-P are bound to each other from the Latitude AdminCenter.

(D)

Note:

The same procedure that follows can be used for PTZ cameras from other manufacturers that are
supported by FLIR. You can request the joi Supported PTZ Cameras list from your FLIR representative or
FLIR Support. See RTSP_URLs for Supported Cameras in this document for a list of the RTSP URL to
use for each supported camera manufacturer.
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To bind the trk-101-P to the camera
1. Open the Latitude AdminCenter on the desired site. Make sure that the PTZ Tracker is listed in the

site.
2. Select the Analytics tab.

B4 p|wa|®

Latitude Analytics Tab

3. Select the camera that you want to bind from the Available Cameras list.
4. Use the arrow button to add it to the Camera table.

/N

Caution:

Make sure that the TRK unit is not attached to Latitude.

5. In the table, do the following:
a. Inthe Connection Type column, from the drop-down list, do one of the following:

i. Select Decoder for the CP-4221-30x PTZ camera

ii. Select Manual RTSP for all other PTZ cameras
b. Inthe Analytic Device IP column, enter the IP address of the TRK unit that you want to
attach to the PTZ camera.

c. Click the RTSP Setting button. The RTSP Settings dialog box opens.

$FLIR  RTSP Settings

Camera RTSP Stream URL  [/n264_2
Authentication Required [

Usemame |

Password |

Ok Gancel

RTSP Settings Dialog Box
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d. Verify that the encoder’s IP address is displayed in the Camera RTSP Stream URL text
box.

e Ifthe camera’s RTSP URL is not displayed automatically in the Camera RTSP
Stream URL text box, enter the camera’s RTSP URL manually. For example, if

the Quasar camera’s RTSP URL is “rtsp://<ip>/ h264_2", enter “/h264_2” in the
Camera RTSP Stream URL text box.

Click OK.

Note:

In case the VGA stream is stream #1, the RTSP URL should be “/h264”.

Camars 1- 11 F12 43 e = - s o
i o [Maraarse [0 7 0 B

Coway | - 10T RS FLE TEN0E. Byl ATSF [k ]

Coman | - 10T TR FLR TEH0E.  Memusl RTSF T8 15

Corarn | - 172 30 WL 165 P Sorem

‘ Wa Faooacn

B ki il ol Covepabe
. Bad sgreal. eice sl

v Bnahdcy dewsim i thoreed

Camera Table

Set the Rearm Time in the Auto Rearm column. This is the number of seconds until the camera is

rearmed after being automatically disarmed due to manual PTZ control. The Rearm countdown
starts from the moment the camera tile is unselected in ControlCenter. The default is 30 seconds.

Note:

This feature is supported only on the Quasar CP-4221-30x.

7. Click Save.
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8. In Latitude, on the Video Settings screen, do one of the following:

¢ If operating in separate-stream mode, enter the settings for each stream on the Live and
Recorded tabs.

a. On the Recorded tab, do not select the Recorded quality same as live checkbox.

L = ELE
e = eiass
s [ =l
o e it ===
Sasgrsidn sy e
i
(W
Dot S 77 G 5 et
; S g 4 o,
Madsl [P0 a8 WA |
D Ll i Fpm— ]
Crmecndrorps u [
e e ==l
r— =
i . EEEE————S
u' = [ e
v -y i Ry

Latitude Video Settings Screen

b. Configure the following settings on one of the tabs (Live or Recording): VGA
resolution (640x480), constant bit rate 1000 kbps, and 25 fps.

o If the Recorded quality same as live checkbox is selected, the recorded stream will be
the same as the live stream.

a. From the camera’s web interface, configure the camera settings for the second
stream.

b. On the Streaming > Video Format screen, set the Video Format for the second
stream (Format 2) to VGA (640x480) and 25 fps.

c. On the Streaming > Video Compression screen, set the H.264-2 Compression
setting for the second stream to 1000 kbps.

d. On the Streaming > Video Compression screen, select the Enable H.264-2
CBR mode setting checkbox.

9. On the PTZ Tracker, configure the TRK encoder presets.Then configure Depth and Rule settings for
each preset on the PTZ Tracker.
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6 Monitoring Real-Time Video

Real-time video monitoring on ioi products is performed by using the Live View screen of the unit's
embedded HTML interface.

The Live View screen enables you to perform operational actions according to the privileges assigned
to the login user, as well as to monitor detected objects according to the detection rules set in the unit.

The following is an example of the Live View screen:

#!l_lll Camara |albax rk 101 Zite - Live | Site - Playback | Live View | Satup | Log Gt

$FLIR

Live View (Workspace) Screen

The fields and toolbar icons are described in Live View Workspace Overview.

The Live View screen enables you to:

* View live video, as described in Monitoring Live Video

* View alarm notifications, as described in Viewing Alarm Notifications

» Track detected objects, as described in Tracking Detected Objects

*  Control PTZ cameras, as described in Using the PTZ Controls

* Arm and disarm the video channel, as described in Arming and Disarming a Camera

*  Clear alarms, as described in Clearing Camera Alarms

»  Capture the video image, as described in Capturing the Video Image

+ Enable and disable Audio, as described in Enabling and Disabling Audio

*  Monitor the real-time status of the unit’s Discrete I/O resources, as described in Monitoring
Discrete Input/Output Resources

6.1 Monitoring Live Video

The Live View screen enables you to view and monitor the real-time video of the scene.

W hile viewing live video, you can use the unit’s electronic magnification tools on the Viewing toolbar to
zoom in and out of the image. Unlike the PTZ controls that enable you to use the optical zoom to move
the camera lens when zooming in or out, the electronic zoom enlarges or reduces the image from the
camera by enlarging pixel size. This may cause image quality degradation above a specific zoom level.
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il
Click the Zoom In button “=—" to electronically zoom in on an image. The following examples show the

effect of using the Zoom In button. The Viewing area on the left shows the regular image, while the right
one shows the enlarged image in the Viewing area after clicking the Zoom In button.

E]‘ =N o

o) &) 2} 2}

Using the Electronic Zoom Tool

While an image is magnified, you can use the Change Pan button'm' to select the portion of the image

to be shown enlarged. Click the Zoom Out button@ to electronically zoom out on an image or click
the 1:1 button """ to retumn the image to its original size.
To magnify a selected zone of the Viewing area
. e Q) Q
1. Click the Magnifying Glass button'='. The cursor changes to .
2. Drag your mouse to create a rectangle around the area you want to magnify.
3. Release the mouse button. The magnified image is displayed in the Viewing area.

The following examples show the Viewing area with an area marked for magnification (left) and the
Viewing area with the magnified area of the image.

Alarm: Mo alarms Alamm: No slarms

Using the Magnifying Glass Tool
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Click the Close-up view button ~|]- to show a magnified view (x2) of the image around the current
mouse position. The following example shows the effect of using the Close-up view button.

Using the Close-up View Button

6.1.1 Viewing Alarm Notifications

Alarm notifications are shown in the Live tab above the Viewing area. W hen detection occurs, the type of
detectionis indicated in the Alarm Notification area. It remains displayed until cleared by pressing the Clear
Alarmsbutton. See figure below.

The detection is also indicated as overlay mark appearing around the detected object. If the object is
moving, a trail is marked for the path that the detected object has taken, according to the definitions set in
the OSD setting of the channel.
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The following image of a detection appearing in the Live View screen during real-time monitoring
shows a detected object with a path trail and an alarm notification abowe the Viewing area.

Alarm: Intrusion delected

Real-Time Monitoring — Intrusion Detection

6.1.2 Tracking Detected Objects

Detected objects are indicated in the Live View screen as defined in Configuring On-Screen Display
Settings.This indication may take the form of a rectangle around the detected object or a crosshair on
the detected object. According to the detection rule type, you can also define if you want the path trail of
the detected object to be shown. See Figure: Direction Arrows in Detection Area for an illustration of a
detected object inside a rectangle with a trail showing its movement.

A
W hen using an encoder connected to a PTZ camera, use the Manual tracking =" button to enable
manual PTZ tracking. Click the PTZ control commands (up/down/left/right) or click the target to initiate
autonomous tracking while the channel is armed. The unit automatically commands the pan, tilt and

zoom of the camera to track and focus on the target.

ra
L3

Use the Manual tracking button again, to disable manual tracking and enable automatic
detection and tracking as defined in the unit.

Note:

This feature works only when the camera is operating in NVR mode.

182 HTML Edition Units User Guide November 7, 2016



Monitoring Real-Time Video

6.1.3 Using the PTZ Controls

When a unit is configured for a PTZ camera, the PTZ controls appear at the bottom left of the Live View
screen.

The PTZ controls enable you to perform the following tasks:

*  Manually mow the PTZ camera

*  Zoom in and out of an image (optical zoom)

*  Change the speed at which the camera mowes when panning, tilting or zooming
«  Select presets

«  Control playlist actions

The following image shows the PTZ control panel.

—PTZ Cantral

Presets:

Freset1  |+|

Flaylizt: o I o

PTZ Controls

The Presets drop-down list enables you to select a preset location for display in the Viewing area. For a
detailed explanation of the PTZ control panel, see PTZ Controller Panel.

Use the Play o , Stop 0, and Pause o buttons to control the playlist defined for the channel
during setup. For more information on creating presets and playlists, see Step 3: Presets and Playlist.

4 b A
Use the Pan Left , Pan Right , Tilt Up or Tilt Down v buttons to move the camerato
the desired position.

-+
Use the Zoom In - and Zoom Out A buttons to increase or decrease the optical magnification in
the Viewing area.

Move the Speed slider left or right to decrease or increase the speed at which the camera mowves when
panning, tilting or zooming.

6.1.4 Arming and Disarming a Camera

Arming a camera engages the active rules to detect on the live video. It also enables the camera to send
and receive alarms, generate and receive events as well as to perform automatic responses and
scheduled actions.

Disarming changes the state of the camera to stop detecting live video and to stop sending alarms,
events or perform automatic responses and scheduled actions.

Arm

Click the Arm button to arm the camera. The Disarm button is enabled.
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Dizarm

i ¥
Click the Disarm button " to disarm the camera. The Arm button is enabled.

Note:

In order for a PTZ camera to detect and track an object, a channel must be armed with an
active rule defined in the setup.

6.1.5 Clearing Camera Alarms

When there is a detection alarm on a channel, the alarm status can be cleared, which restores the
channel to a non-alarm status. The Clear Alarms button is activated only when an alarm is indicated.

Clear alarms

Click the Clear Alarms button to clear all alarms in the unit.

6.1.6 Capturing the Video Image

It is possible to capture the current video image in the Live View window and sawe it as a .jpg image
file.

Click the Snapshot ! button to capture the current video image (including OSD if shown). The Save
As dialog box opens for specifying the file name and location to save the image file.

It is recommended to save a proper snapshot of each camera or preset FOV in the system in order to
use it as a reference for camera re-alignment, depth settings or detection rules re-definition if necessary.

6.2 Monitoring Discrete Input/Output Resources

You can monitor the real-time status of the unit’s discrete I/O resources from the Live View screen. For
more information on configuring a unit’s Discrete 1/O resources, see Configuring Discrete Input/
Output Resources.

Note:

Enabling alarm Inputs or relay outputs can be performed only by a user with administrative privileges.

The buttons located to the right of the Viewing area in the Live View screen enable you to see the
status of the defined Discrete I/O resources. See Figure: Live View (Workspace) Screen.

The following table describes the various statuses of the buttons:

Label Description

Alarm Input  Button indicating the current status of the alarm input as follows:

(from ©: Disabled
external

device dry ©: Enabled, armed and there is no alarm indicated

contact) @: Enabled and disarmed
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Label Description

®: Enabled and an alarm has been triggered (the external device is in a
status considered as an alarm)

Relay Button indicating the current status of the relay as follows:
©: Disabled
©: Enabled and the relay has not been activated (Off)
®: Enabled and the relay has been activated (On)

Note:

1. Alarm input icons are shown in the Live View window only if at least one alarm input is enabled in
the unit.

2. Relay output icons are shown in the Live View window only if at least one relay output is
enabled in the unit.

3. A tooltip displays the name of the alarm input/relay and its current status when you hold your
mous e over a resource icon.

Users logged in with administrative privileges (Administrators, Supervisors and Operators) can perform
the following tasks:

*  Arm/Disam Dry contacts
*  Tum Relay outputs On/Off from the Live View window

Note:

If you are logged on as guest, changing I/O status as described below is not available
(monitoring only). See Accessing the Unit.

Clicking a specific alarm input button changes its status as follows:

»  Clicking an alarm input whose status is armed changes its status to disarmed ®.

*  Clicking an alarm input on which an alarm has been triggered ® clears the alarm and changes the
status to disarmed ©.

Clicking a specific relay button changes the relay status as follows:

« Clicking a relay whose status is not activated (Off) O changes the relay to activated (On) L ]
+ Clicking a relay whose status is activated (On) ® tums ofithe relay as not activated (Off) 0.
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6.3 Accessing a Remote Unit over the Web (Port Forwarding)

It is possible to remotely access a unit that is located behind a firewall at a remote site by using port
forwarding. Port forwarding enables two functions:

1. Transmitting MJPEG videos via HTTP over remote networks with low bandwidth.

2. Remote configuration of the unit over the web. The web setup supports login, all setup
functions, and video display configuration.

Port forwarding maps and enables communication between an external IP address (accessible over the
Internet) and an internal IP address (assigned to a unit on a private network located behind a firewall),
which is not directly accessible over the Internet. In the case of trk-101 and trk-101-P, the encoder enables
IP access to a camera that does not have built-in IP capability.

Note:

This function is available on units running firmware version 2.1.1 or higher.

Web brawser

¢ §

VLAM [Subnat):
Internal IF address and port

e

Camera l
Firawall .
External IP address: ;
172.168.123.30
T 10.30.75.10:80 E
3 Carmaers 2

10.30.75.11:50

10.30.7512:80 _

!—F?y —

10.30.75.13:80

Remote Access System

The following port forwarding table displays an example of the mapping between the external IP address/

port and the internal IP address/port:

Camera # External IP Address:Port Internal IP Address:Port Number
Number
Camera 1 172.168.123.30:180 10.30.75.10:80
Camera 2 172.168.123.30:280 10.30.75.11:80
Camera 3 172.168.123.30:380 10.30.75.12:80
Camera 4 172.168.123.30:480 10.30.75.13:80

If there are "privileged users" on the remote unit, you must enter the unit's External IP address on the User
Accounts screen. See To Configure Unit Privileges.
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To access a remote device
1. On the client PC browser, enter “http://[NAT external IP]:[port 80 forwarded port]” For each
unit. For example, http://172.168.123.30:180. The login window opens for the HTML interface
of the trk-101 unit to which Camera 1 is attached.

Login to ioibox trk101
Login name: |

Password

[ ] Remember my password on this computer

Language:  [Englsn v |

Login Cancel

Login as guest

SFLIR

Login Window
2. Log into the ioi unit.
3. Enter the unit’'s Setup screen.

4. Perform the required action.

6.4 Monitoring and Controlling Remote Sites with Site Viewer

Site Viewer enables you to access any IOl unit connected on the network and to connect remotely to the
unit. You can view live video, control PTZ, view and modify relay status, and download or query for recorded
SoE clips to playback. Each user can have privileges for a number of cameras on-site.

Note:
1. The remote unit must be operating in NVR mode in order to view live video on a remote site when
the camera is armed.
2. When set to one of the other operating modes, there is live video only when the camera is
disarmed.
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6.4.1 Visual Alarm Indication on Site Viewer

When an event occurs, it is possible to view a visual alarm indication on an armed unit in Site Viewer, as
well as hear an audio alarm. The status icon changes from a green circle to a red bell for the camera on
which an alarm occurs in the Site Viewer navigation tree and in the tile of the Site-Live screen.

QFI.IR Site Viewer 188

- o ik B0 P
iy o k1O
# lolan ukifiF

i\ parasonic

o T $FLIR SFLIR

Preies

it

'M:umun:um; § o cFLIR

Alarm Indication on Site-Live Screen

6.4.2 To Log into Site Viewer

To log into Site Viewer
There are two ways to login to Site Viewer:

e If you are on the same VLAN as the site, enter the IP address of any unit with
privileges and enter the user credentials. For example, enter http://10.30.75.11 to

access Camera 2 from within the network in the example provided in Accessing a
Remote Unit over the Web.

e [fyou are outside the network (for example, when using port forwarding), enter the
external IP address of the site and the external port number of a unit with

privileges. For example, enter http://172.168.123.30:280 to access Camera 2 from

outside the network in the example provided in Accessing a Remote Unit over the
Web.

Once logged in through Site Viewer, all units with privileges are displayed.
To view live remote sites
1. Log into the trk-101 or trk-101-P. The unit’s web interface opens on the Live View screen.

2. From the Navigation bar, click Site-Live. If you hawe already downloaded the VLC media
player, an information bar opens, requesting you to allow the VLC ActiveX plug-in to run.

This webpage wants to run the following add-on: 'VLC media player (Activex Plugin)' from 'VideoLAN (unverified publisher)'.  What's the risk? Allow | ¥

ActiveX Plug-in Information Bar
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Note:

The VLC player must be the 32-bit version.

3. Click Allow. The Site Viewer screen opens. A unit with red button is disarmed, a unit with a

green button is armed, and a unit with a gray button does not have firmware that supports SoE
and armed/disarmed status.

QFLIR' Site Viewer R
e $FLIR $FLIR $FLIR
LFLIR 4FLIR 4FLIR
8o 2 e
SFLIR SFLIR SFLIR
{FLIR

Empty Site Viewer Screen

oo
oo
ooo
ooo
ooo

4. Select a tile layout (1 x 1, 2 x 2, or 3 x 3) from the layout icon L]

. You can
display up to 9 cameras.

5. Double-click a unit from the device list or drag the camera to a tile. The first unit that is clicked is
displayed in the upper left corner of the screen.
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crLIR Site Viewer TP R .:_I_-.
,q.l:l::::ll ¥
" SFLIR
R 4FLIR $FLIR

SFLIR

Site Viewer Screen with One Camera

Click additional units, which are displayed in the next tile to the right and below, or drag a unit into
a tile.

Click a camera to select it. The active camera name is displayed in blue text in the device list and
the camera tile is enclosed in a gray border.

$FLIR ite Vi mhvs

o e 101

P | e Vet | S | L)
M it k0

B ioisoo 100

B panascme

@lo s e

B b 101 4

$FLIR

Site Viewer Screen with Active Camera

8. To enlarge a tile in a multiple tile layout to 1 x 1 layout, double-click the tile. Double-click again to
return to the previous layout.

9. Select the following icons to control the camera display:
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Icon Description

Q i‘%‘ Activate/Mute audio.

T Remove camera from tile
b Arm Arm/Disarm camera

) Clear Alarm

6.4.3 To Activate I/O0s

To activate 1/0s
The active unit’s alarm inputs and relays are displayed at the bottom of the screen.

Alarm Input

Relay
I/O Display per Tile

Alarm inputs can trigger a notification action when an event occurs, such as crossing a tripwire or entering
a region. Relays can trigger a remote action, such as locking a door or turning on a spotlight.

1. Select atile. To change a unit’s I/O status, click the displayed I/O.

a. Click to disarm an alarm. Its status changes to (disarmed).

b. Click to activate a relay. Its status changes to ® (relay activated).

Both audio and visual alarms indicate when an event occurs. For more information, see Visual Alarm
Indication on Site Viewer.
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6.4.4 To Control a PTZ Camera

To control a PTZ camera

1. Select a PTZ camera from the device list. The camera name is displayed in blue text and the
PTZ Control pane opens.

$FLIR

& e i 101-P
o boibax ericl 4P
o oo k101

& parasone

& pansnnic

$FLIR

M lolon wiibl

Fusal LR

1 P2 Rigniizs Taaming

$FLIR

Site Viewer PTZ Control Pane
2. Select one of the following functions:

a. Preset — Select a preset number from the combo box in the PTZ panel.

Playlist — Select button from play, pause stop from the PTZ panel.
Manual PTZ control and Click-and-Track.

Click PTZ Manual Tracking. The PTZ directional icons are enabled.
PTZ Control |
_F‘lesets:

[Preset 3 I+
2 &
v Q

Speed:
@

Playlist w

| PTZ Manual Tracking

PTZ Control Keypad

Adjust the PTZ motor speed on the slider.

Select a directional button to control the camera movement.
e  Click on the target in the tile to track it.
3. To exit Manual Tracking mode, uncheck PTZ Manual Tracking and press the clear alarm icon

R
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6.4.5 To Playback a Clip

Note:
The remote unit must be operating in NVR mode in order to create and view video clips.

To playback a clip
1. After logging onto a camera in the site, select Site — Playback on the Navigation bar. If you
have not already download the VLC media player, a popup message to install the player is
displayed in the viewing window in the Site — Playback screen.

4 v | i~ Polriadacd | Lo Wi | Seteg | Leg v
$FLIR Site Viewer

sitox ikl Saareh for a Vi

Hach Vic player is missing

Site Viewer Site-Playback Screen
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2. Select a camera from the device list. The camera name is displayed in crimson text and its IP
address is displayed in the device list.

$ie . Playtac

#FHR Site Viewer
Ssarch for s Vidso Clip
=] @
= C!
BLARCH

Site Viewer Search for Video Clip

Note:

Only units with firmware that support Site Viewer are displayed in the device list.

3. Inthe Search for a Video Clip area, do the following:

a. Click the calendar icon to enter the From and To dates.

b. Click the clock icon CL) to enter the From and To times.
4. Click Search. The results are displayed in the Search Results list.

Search Results for ioibox trk101-P

Date Start Time End Time
21/08/2016 14:43:59 14:44:29
21/08/2016 14:44:26 14:44.56
21/08/2016 14:45:32 14:46:02
21/09/2016 14.46:22 14:46.52
21/08/2016 14:49:29 14:49:59

Site Viewer Search Results List
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5. Select the clip, double-click, or click to play the clip. The clip is displayed in the viewing
window if you have downloaded the VLC media player.

= | B« Pl | Livs View | Ls

¢ FLIR Site Viewer

® lolbox ei0Y-P Search for 5 Vedea Clp

D] @ e 1o 1o e e @ ssdrsf
Frem: zepaoms [ com

To: awemers [ 1am

e ki

clek

BEARCH

Search Results for ioibox trki0d-P
Etart Time End Time

14350 44k

6 1444

(LR Ly 1445
144622 4

144525 4:48,

Site Viewer Clip Playback Window

6. If you hawe not installed the VLC media player, do it now.

Note:
The VLC player must be the 32-bit version.

6.4.6 To Install the VLC Player

To install the VLC player
1. Click the link in the window (http://www.videolan.org). The download starts automatically. The
following information bar is displayed:

Do you want te run or save vic-2.1.2-win32.exe (22.9 MB) from mirror.isoc.org.il?

VLC Installation Message

Note:
The VLC player must be the 32-bit version.

2. Click Run. The VLC setup wizard opens.

3. Follow instructions in the wizard until the VLC Media Player window opens.
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A

B ] ]

VLC Media Player Window

4. To open the player in the future, click the VLC icon ﬂ

5. Scroll over the playback window and select the following icons to control the clip:

Icon Description

b Play/Pause the clip.

5 Enlarge the image to full-screen size. Click the Escape key on your
PC’s keyboard to restore the image to window size.

Note:

Site Viewer playback allows only play and pause options. To use Fast Forward, Fast Rewind, and
Jump to Time functions, you must first download the AVI clip to the local disk and use an AVI
player.

6.4.7 To Export a Clip

To export a clip
1. Select the query result from the list. The Export button is displayed.

2. Click Export. The following information bar opens.

Save

Save as

Do you want to open or save REC_10_70_20_129 F 91044 T_15 57 38 11 12 2013 DUR_015.avi from 10.70.20.1297 Open Save | v Save and open
T

Export Information Bar
3. Right-click Save.
4. Select Save as to set the path for saving the file.

5. Click Save.
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7 Appendix

This appendix includes the following sections:

*  Network Settings

«  Enabling Cookie Settings

+  Configuring ActiveX Security Settings

« Resolving ActiveX Version Conflicts

¢ Using ioi Units with Windows Firewall Turned On

7.1 Network Settings

The following are the network protocols, ports and usage of the encoders and cameras:

Protocol Port Usage
HTTP 80 Commands, requests, replies and notifications
NTP 123 Time synchronization with a network time server using
SNTP
RTSP 554 RTP session setup
RTP 2000 to Multimedia streaming
65535
Multicast 9766 Unit self-publishing. Uses IP address 224.9.9.9
UDP
Multicast As Video/streaming (multicast). Uses the IP address defined
Streaming defined in the units.
in the
units

7.2 Enabling Cookie Settings

This section describes procedures for adjusting your Internet Explorer settings to enable the ioi encoder to
use cookies when browsing the Internet.

Your web browser must enable the use of cookies and allow downloading and activating ActiveX
components.

ioi products use cookies when browsing through their HTML interface. The security and privacy cookies
settings on your computer must therefore permit the use of first party cookies. This section describes
how to change the cookie settings in your browser.

Note:

The browser must be 32-bit Internet Explorer 9, 10, or 11.
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To enable cookiesin Internet Explorer 9
1. InInternet Explorer, select Tools > Options.

2. Select the Privacy tab. The Intermnet Options — Privacy tab is displayed.

,
& Internet Properties m

| General I Security | Privacy |Cor1ter1t I Connections | Programs I #.dvanoed|

Settings
Select a setting for the Internet zone.,
Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
— be used to contact you without your explict consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

[ Sites ] [ Impart ] [ Advanced ] Default
Location

| I‘pdﬁ:;g;lllc;\'au;::sites to request your
Pop-up Blocker

Turn on Pop-up Blocker
InPrivate

Disable toolbars and extensions when InPrivate Erowsing starts

[ OK J[ Cancel ] Apply

Advanced Privacy Settings Dialog Box (IE 9)

3. Click Advanced. The Advanced Privacy Settings dialog box is displayed.

a8 ™
& Advanced Privacy Settings [

a You can choose how cookies are handled in the Intemet
a) zone. This overides automatic cookie handling.

Cookies
(] Ovemide automatic cookie handling

First-party Cookies Third-party Cookies
(@) Accept () Accept

() Block () Block

() Prompt @) Prompt

["] Always zllow session cookies

| ok || cancel |

Advanced Privacy Settings Dialog Box (IE 9)
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Select Override automatic cook ie handling.
Select Accept in the First-party Cookies list.
Select Prompt in the Third-party Cookies list.

Click OK. The Advanced Privacy Settings dialog box closes.

© N o g &

Click OK. The Internet Options dialog box closes. The settings are saved.

To enable cookiesin Internet Explorer 10 or 11
1. InInternet Explorer, select Tools > Options.

2. Select the Privacy tab. The Internet Options — Privacy tab is displayed.

Internet Options ? >

General Security Privacy Content Connections Programs —Advanced

Settings

Location

n Neve_r allow '..\_'ebsites to request your Clear Sites
physical location

Pop-up Elocker

Turn on Pop-up Blocker Settings
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

oK Cancel Apply

Internet Options — Privacy Tab (IE 10/11)

November 7, 2016 HTML Edition Units User Guide 199



Appendix

3. Click Advanced. The Advanced Privacy Settings dialog box is displayed.

Advanced Privacy Settings >
:_ You can choose how cookies are handled.
&>
Cookies
First-party Cookies Third-party Cookies
{®) Accept (®) Accept
() Block (") Block
(O Prompt ) Prompt

Always allow session cookies

Corc

Advanced Privacy Settings Dialog Box (IE 10/11)

Select Accept in the First-party Cookies list.
Select Prompt in the Third-party Cookies list.

Click OK. The Advanced Privacy Settings dialog box closes.

Click OK. The Internet Options dialog box closes. The settings are saved.
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7.3 Configuring ActiveX Security Settings

ioi products use ActiveX controls and plug-ins. This section describes procedures for enabling ActiveXin
the Internet Explorer security settings, as well as in any firewall that is used.

To adjust security settings for Active X
1. Open the security settings screen:

a. With IE 9, from the Control Panel, select Security Settings > Internet Zone.

b. With IE 10 and IE 11, from the Control Panel or from the Tools Command Bar, select
the Intemet Options > Security tab.

& Internet Properties ? *

General Security  Privacy Content Connections  Programs  Advanced

Select a zone to view or change security settings.

@ ¢ v O

Internet Local infranet  Trusted sites  Restricted
sites 1

Internet

Sit
q This zore is for Internet websites, =

except those listed in trusted and
restricted zones.,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
. - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (reguires restarting Internet Explorer)

I Custom level,.. Default level

Reszet all zones to default level

-ﬁn Some settings are managed by your system administrator,

QK Cancel Apply

Internet Options > Security Tab Dialog Box
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2. Click Custom level. The Security Settings — Internet Zone dialog box is displayed.

Security Settings - Internet Zone 3 _E]

[~ Sethbings

-'""1_..& \MET Framework -
o Loase HAML

O Disshle
{® Enable
O Prampt

& RAML browser applications
O Disable
{=) Enahle
O Prompt

o ¥Ps documents
O Disatle
{2 Enable
O Prompt

¥ MET Framework-reliant components

i Permissions for components with manifests
-
_»J—I

™ Nicahle
4] |

*Takes effect after vou restart Internet Explorer

—Reset cusbom setbings

Resetbo:  [hedium | Reset, ..
I (5 4 I Cancel |

Security Settings Dialog Box

3. Under ActiveX controls and plug-ins > Download signed ActiveX controls, select Enable.

Note:

This setting is only needed on initial web browser connectivity after installing or upgrading. It
canalso be set to issue a prompt based on security requirements.
4. Under ActiveX controls and plug-ins > Run ActiveX controls and plug-ins, select Enable.

5. Under ActiveX controls and plug-ins > Script ActiveX controls mark ed safe for scripting, select
Enable.

6. Under Scripting > Active scripting, select Enable.
7. Click OK to close the Security Settings dialog box.

8. Click OK to close the Internet Options dialog box. The settings are sawed.
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To install or run the ActiveX pluginonIEY, 10, and 11
1. Close any other open Internet Explorer browser applications.

2. Upgrade the firmware. See Updating the Unit Firmware.

3. Login to the unit after the firmware finishes.

4. On the popup message that opens, click on Click here to install ActiveX component.
5. Click the gold Information bar that appears on the top of the webpage.

6. Follow the prompts. The ActiveX component is installed. It is not necessary to reset the
computer.

7.4 Resolving ActiveX Version Conflicts

This section describes how to delete and update the ioi ActiveX component in the event of ActiveX
version conflicts.

Connecting to an ioi unit through its HTML interface requires the use of ActiveXcomponents on the local
computer running the web browser. The ioi ActiveX component version must match the unit’s firmware
version.

If it is the first time your work station accesses any version of the ioi units, the ActiveXis automatically
downloaded, provided that the browser security settings are correct. See Configuring ActiveX Security

Settings.

If you use an older version of the ActiveX component (RenderControlClass), this may result in a failure
when accessing the unit through a web browser.

After upgrading or checking to make sure the proper ActiveX component version is used, it is
recommended to delete previous versions of ActiveX components from the local computer.

To delete the ActiveX component in IE9, 10, and 11
1. Open Internet Explorer.

2. Click the Tools button. The Tools drop-down list opens.

WSRHCC
i _’H- ﬁ'
Print v
File 3
Zoom (125%) 3
Safety 3
View downloads Ctrl+]

Manage add-ons
F12 developer tools

Ge to pinned sites

Internet options

About Internet Explorer

Tools Drop-down List (IE 9)
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Prink H]
File L
Zoom (200%) H]
Safety »
idd site to Apps

View downdoads Cirl+)
Manage sdd-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Intermet options

About Inbernet Explorer

Tools Drop-down List (IE 10/11)

3. Select Manage add-ons. The Manage Add-on window opens.

4. Under Show, select Currently loaded add-ons. All ActiveX controls are displayed.

® N o o

Mamaga Acd-ons I [ | T

| Wiew and mianage yaur Interns=t Explorer add-ons

add-an Types Hama Futhsrar Strta Leadtima  Hrdgation..
£ Teclbam and Extensionn (hickt varifind]) Googhe
i Enarch Praviden G bl Ditjert ot i) Google Erabiled
Eceste Adoize Sntarm Incorportad
rebraten
Fodoaive Fash Thisct Lo Fyrtarne IVOOIpOT.. (Erabied

{5} Tracking Protection

Adnize Sytemm, eoemome
Sl S0ohen Create FOF g, Sk Systeren, Incorpo., Dissbled
Lol S0nban Create FOF Tod,.,  Sfobe Siterve, Inoop.., Dissbled

Efoke FOF Link Helpss Aot Syrtenng, Inoorpo..  Disabled nars noEs
Aol Beoeabut Create FOF Todo,  Sdolbe Serbav, Inooipo..  Dissbled
0 Tal
Shere Pletearblntivel Tlass TrTel Erabiled
|¢umrﬂrludldldd-m | Geoghlee
Widea Rerdering Class
DTl
Varniare 0L Type Actrend Controd
Filedate Search For this 2d8-on via detault search provider
kizrminfcimation

Fired e 1oaalsars aid Sdere i
Lamm mora abouf toclzan and edamizm

Manage Add-on Screen
Select the VideoRenderingClass add-on. The add-on is highlighted.
Click Disable. The add-on is disabled.
Repeat steps 4 and 5 if you wish to delete the Network ActiveX Class add-on.

Click Close when you are finished.
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7.5 Using ioi Units with Windows Firewall Turned On

This section describes how to enable ioi client applications functionality without switching off the
Windows Firewall on your computer. ioi client applications (Discovery Network Assistant and the unit’s
embedded HTML Setup) must not be blocked by the local Windows Firewall when switched on.

To enable ioi functionality
1. Make sure that your computer's Pop-up Blocker is turned off.

To turn the Pop-up Blocker off with Windows 7

a.
b.
c.

To turn
a.

© Q0T

Open Internet Explorer.
Click the Tools button, point to Pop-up Blocker.
Click Tum Off Pop-up Blocker.

the Pop-up Blocker off with Windows 8, 8.1, and 10
Open Internet Explorer.

Click the Tools icon, select Internet Options.

Open the Security tab.

Click Custom level.

In the Miscellaneous > Use Pop-up Blocker section, select Disable.

Security Settings - Internet Zone X

Settings

|| Use Pop-up Blocker ~
®
(") Enable
|| Use SmartScreen Filter
(") Disable
(® Enable
|| Userdata persistence
(") Disable
(® Enable
|| Websites in less privieged web content zone can navigate in
(") Disable
(@) Enable
() Prompt
&| Scripting
=] Active scripting
1 Miezhla
< >

*Takes effect after you restart your computer

Reset custom settings

Resetto: | Medium-high (default) ~ Reset...

Cancel

Disable Pop-Up Blocker
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2. Open the Windows Firewall screen:

*  On Windows 7, from the Windows Control Panel, select System and Security. The System
and Security window is displayed.

G-C)vﬁr Control Panel ¢ System and Secusity » -|J’]|
Control Panel Home " -
stk ? Action Center
* System andS Review your computer's status and resobve issues | W Change User Account Control settings
Troubleshoot commaon computer problems Restore yOur computer 1o an earlier time B
MNetwodk snd Intermet
W rerswace sndsound ‘ Windows Firewall
Check faesall status Allgw a program through Windows Firewall
Programs
User Accounts * System
View amount of RAM and processor speed | Check the Windows Experience Index
Appearance and W Allow remate access | See the name of this computer | W Device Manager
Personalcation '
Cleck, Language, and Region a Windows Update
;
T Turn autematic updating on or off Cheeck for updates Wiew installed updates

Windows 7 System and Security Window

* Select Windows Firewall. The Windows Firewall dialog box is displayed.

= @ -
5 )=(@ » Control Punwi + System and Securty b Windows Frewall v [ 43 )] Sesrch Conert P )
@
Paned Heme § . .
R Help protect your computer with Windows Firewall
* ABow a program or feature Windsows Firewall can help prevent hackers or malicious seftware from gaining sccett to your computer
thecusgh Windews Firewall thrgugh the Internet or & network.

Hy Change notification settings

% Torm Wondows Feewtoncr (8 Thsa eings s beng mamaged by vndorsppbcation ymantec incp

Liarn how you can enable Windows Firewall in your computer

¥ Restore defaalty
[(F tanced seting:. ] . &) Domain networks Connected (%

Treublethoct my network .
. a Home or work (private) networks Mot Connected [

e ol
Action Cantes . w Public networks Mot Connected (%
Ntveork snd Sharng Centel

Windows 7 Firewall Dialog Box

e On Windows 8, 8.1, and 10, from the Windows Control Panel, select Windows Firewall.
The Windows Firewall dialog box is displayed.

o Windows Firewall - o
= = 4 @@+ Cortrol Panel + Al Control Panel lkems > Windows Firewall w @ Sessch Contral Panel =
i i Fi |
Cantrol Faned Home Help protect your PC with Windowss Firewal
‘Windowes Firewall can help prevent hackers or maficious softwane from gaining 2cozss to your PC through the

Albora 30 apg o {eature Iréemet or a netwaork.
thrcugh Windows Frevwall
& Change notification settings . @ Damain networks Mat cannected (~)
W Tusn Wirslows Fisewall gn gr -
e . @ private netwarks Mot connected [~
W Restore defauits -
) Advarced setings . ° Guest ar public networks Cannected 1)
Troulblesheaot mry netwark Metworics in public places such 2s aisports or coffes shops
Wimdows Finewall state: On
Incomirg cernectiores Eicck all comnections to apps that e not on the list
of sllowed apps
5 2
See e Active public retw s ™ a5
Security and baintarance
Network and Sharing Cenber Motification state: Potify e wheen Windows Firewall blocks a new 2pp

Windows 8, 8.1, and 10 Firewall Dialog Box
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3. Select Advanced Settings from the sidebar. The Advanced Security window is displayed.

==

Fle Admon  Wiew Hdp

& o [ B E
B Windowr Frewall PR PR PN Wickeowes Fi il with Achwiane el S At
B Wb Fuls - i; ; ;I
B Cutbound Rules Probitic: Profile
B Comnaction Secerity e || | 5 Windows Frewallis on. o Impart Pobcy.
+ B, Mgniaring g Inbeund conmectons thal da nol maich sk e blocked. s Export Policy...
& fuibound connacione that do not match e s alowed asivee Diefyw.
BY indowe Frewsl Fropatan Dizgnese S Rt
- Wiew "
c it fa Refresh
Creame conneetion soouty 1iea s seecly bow and whes sovecisa betneensed | |3 Propetin
prodeaiag by ung Intesmet Prodocol sscurty (Pwss) B #ep
B Cormecton Security Fule i
Werw and create hresall nules !
in sieodnd rEgrEes o gt T,
i puharncated. or i comet Bom an mtadoed veen groap. of camputen [y ety
koo ed rimas hary rmagch @ ube St loews Barm and outtound connecom. e n
ey Pet
[ B bsound Fuiss
CETET il
F n al i - | "
- S —
Advanced Security Window (Win 7)
- a o

i Windoe Fiewal wih Advanced Secariy
File Action View Hilp

& Wrdows Frewsl o
1) Wb somieitina it da el pieh ke e boched.

4 o ||| H |
W Wintzom Firesll with fzhoanc
[ bbound Fule
K Distbaurd Pule —
Cennection Security fuben -
iy
+ L Manitering B Eport Fobcy..
Darien Famtera Defauit Policy
Dheamain Profils is Astive b ‘
iagnate | Fapair
@ Wirdess Fovastncn Jiew
2 Irburd samacions e 42 el raich Al e Seced B .
L Profile L mepetes
it B rein

5

Public Profils
P T ——
(D) irbourd samnactions g 32 ret Fedch s s s o

[ Wrkors Frensl Fropesten

Gelting Startedd

betwnen

Cresis i
praeted by vang rtert Protocol secasty (S

[ Corvacton ety Fudes

Winw and croate firwall nses

Create fresvallruies 12 allns o e corvectiors i spewcfed prograrm o povt. You =am e sl & cormecten
i suharticated o £ 0oman fram an Bthoe v s,
bechedurder
bk

B wbeund Ruas

B Putourd R

Viaw current firewall and IPsec palicy and aciify
-

orompater By e, FBound connCtons me
zzrractorn e

oy ratch & rbe st shoves ther pusifhcd oo S ——

Ptk camectn.

B Mordarg

aciue

Advanced Security Window (Win 8, 8.1, and 10)

November 7, 2016

HTML Edition Units User Guide

207



Appendix

4.

In the Getting Started area, select View and create firewall rules > Inbound Rules. The Inbound

Rules screen is displayed.

WP Winciouws Frewall with Acvanced Tecurity

Fie  Action Veew  Help

«=| 2@ - 0@
rrovee

Y Outbeund Rubes

{6 Fite and Brirsar Sharing (M.
) Fite and Prindes Shareg (4
10 Fite and Brinnes Shaneg (N

Wi Conmection Security Rules || @Y Windos Meta P et
&, Maritsring 0 Perfoimance Logs and Sl
@ Perfcimance Logi and Sl
I Rerncte Anintance (DCOML
I Vnd o Managrment I
0 Wi Managemmest ..

Group

Fancte Asmtance

Filie end Pringes S
Fie and Pristes Snae

i " | "

Wanidows M Py,
Pedoimance Legs a..
Pedormance Loga 4.

Profile

Do
Private_.

Doman
Dorman
Dewmn

- Privebe..
Fig and Pringes S

Pubiic
e
Dowvunny

Enabled
Mo

He

He

Ven

Ha

Ho

var

L

es

Action
Hbom
Bl
Abow
Al
Abow
Abaw
Al
bl
gy

Frotocel
Ll g
=
TP
TE
e
e
upe
upe
Ui

e .

Filber by Profie "
Files by Stane "
Filer by Group "B
View »
Refreth

Expes Lim_

Help =

Inbound Rules Screen

5. From the Actions section, select Inbound Rules > New Rule. The New Inbound Rule Wizard opens

on the Rule Type screen.

Rule Typs
Sedect the type of firewall e to create.

0 Cust

' Predefined:
BranchCache - Content Retreval (Uses HTTP)
Rula that contnols connections for a Windows experence.

Cusiom nde.

Fude that cantrols conrections for & progrem.

Sheps:

& Fue Tyoe ‘What bype of nide would you e fo ceste
@ Protocol and Porta

@& Action " Program

@ Profie

@ Mame @ Port

Fluka that controls connections fora TCP or UDP port.

ﬂnnhmm

)

T == n

Rule Type Screen
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6. Select Port and click Next. The Protocol and Ports window opens.

i New inbound Rule Wized - t—— W———— S— ==
Protocol and Ports
Spaciy 1ha prelacoks ard pors fo which this nile apples.
Stepa:
@ Fue Troe Does this nde applyto TCP or UDP?
& Proloool and Pors i TCP
& Adtion @ UDP |
@ Profie |
@ Mare Does this nde aped to ol local pors or specilc local perts :
" All local poris I
@ Specific local ports: 575g !
Exampla- 80, 443, 5000-5010 |
|
|
A mane sbout peolocn and pots :
|
|
<Bock | =mn
|
L. ———— = — —— = =4
Protocol and Ports Window
7. Select UDP.
8. Select Specific local ports and enter 9766 in the text box.
9. Click Next. The Action window opens.
J—
| @ Mew Inbound Rule Wizard =
| Action
Speciy the action to be taken when a connection maiches the condiions specified in the nile
Sleps:
@ Rue Tipe What action should be taken when a connection maicheas the spacihed condiions?
@ Protocod and Porta )
. @ Allow the cormection
@ Actin This includes cormactions that am protected with IPeac 2a well as thoss are nat.
Prafie
¢ ; Allow the cormeclion il il is secure
@ M This inchides only connectena that hawe been authennicated by uang IPssc. Connections
el e scuned using the setiings in IPsac propadies and niles in the Connection Sacurky
Ruda neda.
Block the conneclion
<Bock | [ concel
Action Window
10. Select Allow the connection.
November 7, 2016 HTML Edition Units User Guide

209



Appendix

11. Click Next. The Profile window opens.

r B
i Hew inbound Rule Wiard e S S———  — ==
Profile
Specly the peolies for which this nde spoles.
Steps:
o fude Tyos When doea i e appiy?
& Protocd and Pads
@ Action [¥] Demain
& Profie Apphes when & compuler is connecied Lo ds coparsle damain.
@ MName 7] Privale
HApples when a computer is connecied to a private netwark location.
[¥| Public
#pples when a compuier is connected to a public network locabion
Lzam mare sbout profiles
<Back || Mwt> | [ Cancel
= — — = —__ =

Profile Window

13. Click Next. The Name window opens.

& Mew Inbound Rule Wizand 0 o e e _———— —

Hame
Speciy the name and descrphion of this nie

Steps:

@ Fue Typs

@ Protocol and Ports

@ Action

@ Profle

& Name
Deeseription (pphional)

e ———

Name Window

14. In the Name field, enter the name of the rule.

15. In the Description field, enter an optional description for the rule.

12. Select the profile according to the type of network to which you are connected. Consult your
Network Administrator regarding this setting.
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16. Click Finish to close the New Inbound Rule Wizard. Your settings are saved.

17. Run the Discovery Network Assistant (DNA) to verify that it discovers all ioi units on the
network.
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